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Abstract

Mobile IP (Internet protocol) is recognized as a technology that supports ubicquitous service because
it can provide seamless |P connectivity even when an IP terminal changes access method. This article
describes the mechanism of Mobile IP and enhanced technologies and its applications.

1. Introduction

2. Mechanism of MobileIP

Wireless broadband services, e.g., high-speed
mobile communication service (3 generation (3G)
mobile phone service) and hotspot service using a
wireless LAN, are regarded as important access tech-
nologies for providing ubiquitous service that allows
users to communicate anytime, anywhere, and with
anybody. Wireless LAN technology (e.g.,
IEEE802.11b/a) is used in users’ home networks and
in office networks. There are already many commer-
cial services using wireless LAN technology. There
are also many commercial services for fixed broad-
band access using optical fiber (FTTH: fiber to the
home) or ADSL (asynchronous digital subscriber
line). And there are demands for services that can use
these wireless'wired methods selectively depending
on the user’s location or environment. On the other
hand, 1P mobility (mobility in the IP layer) that sup-
portsthese different access methods and guarantees |P
service connectivity during movement is attracting a
lot of attention because it provides seamless mobility
between different access methods and makes it easier
to select an access method depending on the user’'s
environment. We think that Mobile IP [1], [2] which
isbeing discussed in IETF (Internet Engineering Task
Force) [3] isthe most appropriate protocol. It isakey
network technology for achieving ubiquitous service.
Inthisarticle, we explain the mechanism of Mobile P
and enhanced technologies and its applications.

Mobile IP technology is being discussed in IETF
Mobile IP WG™. Mobile IPv4 was standardized as
RFC 3220, entitled IP Mobility Support for 1Pv4.
Mobile IPv6 was standardized as RFC3775 (RFC:
request for comments).

Mobile IP (Fig. 1) uses a location management
agent called Home Agent (HA) that maintains the
relationship between a home address assigned to a
mobile node in the home network and a care-of
address assigned to it when it is visiting another net-
work. HA lets Mobile |P deliver packets to the mobile
node even if it is moving around different networks.

After moving from ahome network to avisited net-
work, amobile node gets a care-of address and regis-
tersitwithan HA. Packets sent to the mobile node are
intercepted by the HA, which recognizes that the
mobile node is currently out of the home network,
and forwarded to the mobile node's care-of address
by atunneling mechanism. In Mobile IPv4, it is diffi-
cult to assign a different address to a mobile node in
avisited network, Foreign Agent (FA) assignsitsown
address to mobile nodes by using agent advertise-
ments and reduces the number of IPv4 addresses to
support alarge number of mobile nodes in the visited
network. On the other hand, in Mobile IPv6 a mobile
node can generate its own address by combining an
interface ID with a network prefix advertised by a
router. This mechanism is defined in the basic IPv6
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*1 Mobile IP WG (Mobility for 1Pv6 working group) is an IETF
working group. It mainly handles the basic functions of Mobile
1PV6.
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Fig. 1. Mechanism of Mobile IPv4/IPv6.

specifications, so Mobile IPv6 does not need FA.
Mobile | Pv6 also supports aroute optimization pro-
cedurein which the packet does not pass through HA.
This procedure needs amobile node to report its care-
of address. The mobile node and the correspondent
node must authenticate the registration message, but
it is difficult to share a secret key between them
because amobile node communicates with many cor-
respondent nodes. First, the mobile node must get the
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keys for the home and care-of addresses (shown by
messages 1a/2a and 1b/2b, respectively, in Fig. 2).
Then the mobile node sends a registration message
(message 3 in Fig. 2) which includes two keys to the
correspondent node. The correspondent node can rec-
ognize that the message was sent by the mobile node
because these keys can be possessed only by the
mobile node.
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Fig. 2. Mobile IPv6 route optimization.
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Fig. 3. Fast handoff mechanism.

3. Enhanced technologies for Mobile P

This section describes enhanced technologies for
Mobile IPv6.

3.1 Fast handoff

Fast handoff [4], which is being discussed in the
MIPSHOP WG'2, aims to provide faster handoff"S.
Features of thistechnology are (1) getting the care-of
address used in the visited network before handoff
and (2) forwarding packets from the previous access
router in the old network to the new access router in
the new network. These features can decrease the
packet |oss when amobile node moves from one sub-
net to another subnet (Fig. 3).

3.2 Network mobility (NEMO)
NEMO [5] isdiscussed in the NEMO WG. Mobile
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1P provides amohility function to each mobile termi-
nal, and NEMO provides the same to the network
(subnet). In NEMO, a mobile router (MR) detects
movement, registers|ocation information, and encap-
sulates/decapsul ates packets (by IPin |P™) instead of
a mobile node. MR registers the home and care-of

*2 MIPSHOPWG (MIPv6 signaling and handoff optimization work-
ing group) is one of the IETF working groups that defines the
scope of items and tacklesthem. It mainly focuseson technologies
that enables fast movement.

*3 Handoff isshifted

tion to another while the mobile node is communicating. Handoff

occurs when the mobile node changes access point in one subnet

or when butalsoIP
subnet. Mobile |P mainly handles handoffs between IP subnets.
1P-in-IP encapsulation: An IP packet is forwarded to the destina-
tion address included in the |P header. 1P-in-1P encapsulation can
deliver to the IP address included in an IP header that was added
tothe original IP packet.

£

63



Global Standardization Activities

addresses and network prefix of the network for
whichit is providing mobility. HA intercepts packets
for the network prefix and forwards them to MR in
the visited network (Fig. 4). NEMO does not provide
route optimization, which would shortcut MR's HA.
This function is currently out of the scope of NEMO
WG, but it will be discussed after NEMO's basic
functions have been standardized.

Both upstream and downstream
packets are forwarded by this tunnel.

Prefix binding is done in this message

3. Forwarded by IP-in-IP
encapsulation

3.3 Hierarchical Mobile P

Hierarchical Mobile IP [6] is being discussed in
MIPSHOP WG. This technology is for reducing the
registration round-trip time. As shown in Fig. 5,
Hierarchical Mobile IP deploys a new agent called a
Mobility Anchor Point (MAP) in the middle of the
path between MN and HA. HA and MAPform ahier-
archical architecture that manages MN’s mobility.

1. Movement
detection

MR : mobile router
LFN: local fixed node

Fig. 4. Network mobility mechanism.
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Fig. 5. Hierarchical Mobile IP mechanism
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MN registers an address that belongs to MAP's pre-
fix (the address is called the regional care-of address
(RCoA)). When MN moveswithin MAP'sdomain, it
reports its local address (called the local care-of
address (LCoA)) only to MAP. This reduces the reg-
istration round-trip time and the load on HA.

4. Applications of Mobile P

Mobile IP and NEMO provide continuous commu-
nication even if MN and MR change their addresses.
These technologies can be applied to the following
services (Fig. 6).

(1) Seamless mobility between different access

methods

MN and MR can select an appropriate access
method depending on their locations and use services
seamlessly. If both 3G wireless and a wireless LAN
are available, then MN/MR uses the wireless LAN if
it isin a hotspot area and 3G wireless if it is not.
Mobile IP does not define how to select these access
methods. The selection policy depends on the appli-
cation software. After selecting an access method,
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service provider

Internet service

provider
0ss: operations support
system
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MN/MR can get the care-of address and perform
handoff by using Mobile IP. This kind of handoff
function has already been implemented in some com-
mercial MN products. MRs with this function are
also being used in trials[7].

(2) Roaming services (VPN service and xSP con-

nectivity/roaming)

Users outside their home network can use IP
addresses that are being used in their home network.
This lets them access their home network'’s services
(e.g., ISP connectivity services and an intranet) when
serversat thel SPand intranet control access based on
the I P addresses.

(3) Various application services that use user loca-

tion information

A ubiquitous network can deliver appropriateinfor-
mation (e.g., local information) by referring to the
user's|ocation. HA maintains only care-of addresses.
These addresses are used to get geographical infor-
mation by using some servers that have mapping
information between network prefixes and geograph-
ical information.

Wireless
LAN/FTTH

| Contents delivery |
ffffff | (local information)

Fig. 6. Services using Mobile IP.
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5. Futurework

Two points need to be considered in deploying
Mobile IPtechnologies: scalability and terminal vari-
ety. Key technologies for scalability include boot-
strapping procedures that support MNs to configure
parameters and enhanced Mobile IP technologies
(e.g., fast handoff and hierarchical Mobile IP) dis-
cussed in MIPSHOP WG. Terminal variety refers to
the kinds of mobile IP terminals that will appear.
There are already several Mobile |Pimplementations
for PCs and PDAs (personal computers and personal
digital assistants). If a Mobile IP function is applied
to small devices (e.g., sensors), they will be able to
connect to an |P network regardless of their location.
Mobile P isregarded asakey technology for provid-
ing mobility in the ubiquitous society in which many
things will be connected to an IP network.

References

[1] D. Johnson, C. Perkins, and J. Arkko, “Mobility Support in 1Pv6
(RFC3775)," June 2004.

[2] C.Perkins, *IP Mobility Support for IPv4 (RFC3220)." Jan. 2002.

‘The Internet Engineering Task Force http:/www.ietf.org/

[4] R. Koodli, “Fast Handovers for Mobile IPv6,” draft-ietf-mipshop-
fast-mipv6-00.txt, Oct. 2003

[5] R Wakikawa, K. Uehara, K. Mitsuya, and T. Ernst, “Basic Network
Mobility Support,” draft-wakikawa-nemo-basic-OL.txt, Sep. 2003.

[6] H. Soliman, C. Castelluccia, K. EI-Malki, and L. Bellier, “ Hierarchi-
cal MIPv6 mobility (HMIPVE),” draft-ietf-mipshop-
hmipv6-00.txt, June 2003,

[7) Tridl of R West and Cisco systems (in Jepanese):
tp:/www.cisco,
ir_west/

=

Hiroyuki Ohnishi

Research Engineer, NTT Network Service
Systems Laboratories

He received the B.E. and M.E. degrees in
‘mechanical engineering from Waseda Universi-

Iromus Information and Communication Engi-
neers (IEICE) in 1999,

Yasushi Takagi

Senior Research Engineer, NTT Network Ser-
vice Systems Laboratories.

He received the B.E. and M.E. degrees in
mechanical enginesring and D.E. degree ininfor-
maion science e technology from O oaaUm
versity, Oseka in 1985, 1987,
tively. In 1987, he joined P s e e
been engaged in R&D of ATM nétworks, system
configuration methods, |P-based ubiquitous ser-
vice network architecture, and the next-genera-
tion mobility service network arcitetire He

jemic Encouragement Award
frum TEICE i 3088 onc 2 Switching System
esearch Award from IEICE in 1999,

AkiraKurokawa
ior Research Engineer, NTT Network Ser-
vice Systems Laboratories.
He received the B.E. and M E. degreesin elec-
trical engineering in 1982 and 1984, respective-

hone Pubic Corporaton (now NTT) wihre e

has been n R&D of ISDN protocol, IP
network acmla:lure P2P network architecture,
and ubiquitous network services. Heis amember
of IEEE.

NTT Technical Review



