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Abstract

Although opportunities for mabile e-commerce via mobile terminals have been steadily increasing in
recent years, no widely applicable method of implementation that offers both adequate safety and low
system operation cost has not yet been established. The article describes a mobile e-commerce environ-
ment that can meet these requirements. It also describes the design and implementation of a new elec-
tronic entity transfer system that uses the eTRON chip (a tamper-proof |C chip that is equipped with
functions for mutual authentication and encrypted communication) and an evaluation of its feasibility.

1. Introduction

In recent years, the use of mobile e-commerce over
mobile terminals has been steadily expanding from
the services that provide information and ring
melodies in the cyberworld towards ones that can be
used in the real world, such as electronic money and
tickets. Mobile terminals that are equipped with Feli-
Ca'l, an electronic money service system, are also
being implemented, allowing mobile terminals to be
used to make payments with electronic money or by
credit card and to purchasetrain tickets by holding up
a mobile terminal at a vending site. The world in
which it is possible to store tickets, currency, and
other such electronic entities in mobile terminals for
subsequent use in thisway is now becoming aredlity.
However, unlike conventional paper tickets and cur-
rency, the electronic tickets and money used by these
mobile e-commerce services cannot be freely passed
around among Users.

If we consider FeliCa as an example, we can see
that one major reason that there is no exchange of
entitiesamong usersisthe difficulty of implementing
that function safely. In current methods, the exchange
of entities with the user’s mobile terminal is limited
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to trusted equipment such as special servers and
machines for examining tickets. These trusted
machines implement a user terminal authentication
process both to prevent unauthorized copying or
altering of entities and to guarantee that the entity is
not reproduced or lost even if the communication is
interrupted.

In peer transactions between users, however, it is
not necessarily true that both mobile terminals can be
trusted. To enable the exchange electronic entities
freely like conventional paper tickets and currency,
we need some means of exchanging them safely
while preventing their duplication or alteration.

For this purpose, we devel oped a securely transfer-
able entity platform (STeP) [1] using the eTRON [2]
chip, a tamper-proof I1C (integrated circuit) chip
based on eTRON (the entity and economy TRON),
which provides functions for mutual authentication
and encrypted communication (TRON: the realtime
operating nucleus). Here, we briefly explain the
€TRON architecture and describe the design policy
for STeP that usesit in amobile communication envi-
ronment and the construction of a specific system.
We &l so present an evaluation of the feasibility of this
approach.

*1 FeliCa aregistered trademark of Sony Corporation.
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2. eTRON

Previous e-commerce systems have not been suffi-
ciently tamper-proof with respect to stored entities. In
recent years, methods that use IC cards to improve
resistance to tampering have been coming into use,
and high-speed authentication (touch and go) has
been attained using shared key encryption. A prob-
lem with shared key encryption, however, is the
trade-off between the great damage that would affect
the entire system if the key were compromised and
the huge cost of key management if each user were
assigned a unique key. In contrast to that approach,
the eTRON architecture [3] uses an I C chip equipped
with public key mutual authentication and encrypted
communication functions. This approach is not as
fast as the shared key method, but it minimizes the
damage that can be caused by a compromised key
while keeping the key management cost extremely
low.

An overview of the eTRON architecture is shown
inFig. 1. TheeTRON architecture consists of the con-
tent holder provided by atamper-proof 1C chip, and a
service client for operating it. The content holder has
aunique ID referred to asthe eTRON ID. It can store
electronic entities securely. Content holders use the
€TRON ID for mutual authentication and encrypted
communication, akind of secure communication that
isreferred to asthe entity transfer protocol (eTP). The
service client is a device that manipulates the elec-
tronic entities in the content holder and relays secure
eTP communication.

3. Securely transferable entity platform (STeP)
for mobile communication

Using the eTRON architecture, we developed STeP,
a platform that allows the transfer of electronic enti-
ties. This section explains the services assumed for
this platform. It also describes the requirements of a

eTRON content holder
(tamper-proof device)
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system for implementing the platform and the design
of asystem that satisfies them.

3.1 Assumed services

We consider two types of electronic entity transfer
services. services for transferring and consuming i)
electronic entitiesin their existing forms and ii) sub-
divided electronic entities. As examples of these two
types, we consider an electronic ticket sales service
and an e-book delivery charging service, respectively.
3.1.1 Electronic ticket sales

An electronic ticket sales system allows users to
purchase electronic tickets and freely exchange them
among themselves up until the time they are present-
ed at the site of the event. This entire sequence of
actions can be performed using STeP mobile termi-
nals.

The overal system flow isshown in Fig. 2. (1) The
user uses the STeP mobile terminal to select and pur-
chase the desired electronic ticket from the Web site
of asales server. (2) The sales server sends a request
to the STeP issuing server to issue the electronic enti-
ty. (3) The issuing server communicates with the
STeP mobile terminal to issue the electronic ticket.
That communication with theissuing server isactual -
ly performed by the STeP chip in the STeP mobileter-
minal. After successful mutual authentication by the
STeP chip and the issuing server, the electronic tick-
et is issued by encrypted communication. The
encryption is performed between the STeP chip and
the issuing server, so unauthorized access is not pos-
sible, even by eavesdropping on the network or the
mobile terminal. (4) The user can transfer an elec-
tronic ticket to another person’s terminal. Here too,
communication is done by the STeP chipsin the two
terminals, so mutual authentication and encrypted
communication between chips prevents unauthorized
use. Furthermore, the electronic ticket cannot be lost
or copied, even if communication isinterrupted dur-
ing the transfer. (5) A user with an electronic ticket

eTRON content holder
(tamper-proof device)

Fig. 1. Overview of the eTRON architecture.
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Fig. 2. Actions involved in electronic ticket sales.

takeshisor her STeP mobileterminal to the site of the
event. (6) At the ticket gate for the event, the user
holds up the STeP mobile terminal. The SteP chipsin
the ticket gate and in the terminal perform mutual
authentication.

3.1.2 An e-book charging system

In this e-book system, the contents of the e-books
are widely distributed free of charge in encrypted
form. Then, an e-book charging system handles pay-
ment for using the contents by selling e-book cards as
separate entities. The e-book card contains informa-
tion about how many usage units the user has pur-
chased, which can be shown by the credit balancelike
apre-paid train card or the number of the usage units
like atelephone card. It also contains a key and pro-
gram for decrypting one particular e-book. Unused
usage units can be transferred to another card. This
approach makes it possible to decrypt and read e
books and charge the user page by page.

The overall system is shown in Fig. 3. The e-book
server holds e-booksin encrypted form. (1) When the
user wants to buy an e-book card, the e-book server
requests the issuing of an e-book card by sending the
key for decrypting the encrypted e-book and the
information on the number of usage units purchased
by the user to the issuing server. (2) Theissuing serv-
er issues the e-book card, which contains the permit-
ted-use information and the key for decrypting the e-
book, to the user’s STeP mobileterminal. Becausethe
issuing server and the STeP chip perform mutual
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authenti cation and encrypted communication, the key
istransmitted securely even if there is eavesdropping
on the STeP mobile terminal or network. (3) The user
can freely download encrypted e-books at any time,
but cannot read them without a properly purchased
key. The possessor of the e-book card (whether the
buyer or a thief) is prevented from reading the
decryption key contained in the e-book card in the
STeP chip because an access control list (ACL) has
been set. (4) When the user wants to read the e-book,
he/she usesthe e-book reader application on the STeP
mobile terminal. The terminal can display one page
of the book at atime, so datais sent to the STeP chip
in units of one page. (5) The decryption program in
the STeP chip first decrements the remaining-usage
number (which may be expressed as the number of
pages of agiven book that may be read or as a mone-
tary credit balance) stored in the e-book card and then
decrypts the e-book data. (6) The remaining-usage
number can be reduced in various units, such as by
the page or even by a single character. (7) Next, the
decryption program uses the key stored in the e-book
card to decrypt and output the e-book data. Since the
whole process from decrementing the remaining-
usage number to decryption is performed within the
STeP chip, users cannot perform unauthorized
decryption of the datawithout decreasing the remain-
ing-usage number. (8) Finally, the decrypted page is
displayed on the terminal.

NTT Technical Review



Special Feature

STeP issuing

server

(2) Issue e-book
card

STeP mobile
terminal

(1) Request the issuing of
e-book card

e-book
server

o
I~
N>~

N

(8) Display on the

_ \/i TN Terminal STeP chip ~—————---—~ .
terminal /" (7) Decrypt data P \
=
One decryptep page /e-book decryption e-book decryptlon
! program key

(4) Get page

(5) Decrement the
credit balance

1.5 yen per

6) Charge by the page
(for example)

|

|

|

|

|

|

|

|

|

|

|

|

1 page I

e-book card ‘ Pag |
balance: 3420 yen !
|

|

|

]

Fig. 3. An e-book charging system.

3.2 System requirements

The conventional eTRON chip has the single func-
tion of exchanging electronic entities with other
€TRON chips by contactless, short-distance commu-
nication. Therefore, for flexible electronic entity
transfer with the chip mounted in a mobile terminal,
the system should meet the following requirements.
1) It should have only a passive contactless IC card
interface, so electronic entity data can be
exchanged with other eTRON cards only via an
|C card reader/writer.
When electronic entities are transferred over the
Internet, transfer should not be possible unless
the IP (Internet protocol) address of the receiver
(the other party in the eTP session) is known in
addition to the eTRON ID.
There should be no function for controlling
access to the electronic entity information so that
datafor multiple el ectronic entities having differ-
ent access levels cannot be stored together.

2)

3)

3.3 Design policy
To satisfy the system requirements, the system was
designed according to the following policy.

1) The STeP chip was given a contact-type IC card
interface to alow direct communication with the
mobile terminal. The mobile termina was given
a contactless | C card reader/writer for communi-
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cation when a contactless card is used.
Addressresolution servers (ARSS) were set up on
the Internet to provide IP addresses when eTP
sessions are established over the Internet. Fur-
thermore, a cache for eTRON ID and |P address
correspondence information (a routing cache)
wasinstalled in the mobileterminal to storeinfor-
mation previously obtained from the ARS, to
reduce both the time needed to establish commu-
nication and the load on the ARS.

An ACL area was added to the electronic entity
data specifications to allow flexible control of
access by 1C card holders to their own electronic
entity information.

2)

3)

3.4 System design

Based on the design policy, we designed an elec-
tronic entity transfer system using eTRON for mobile
communication environment (Fig. 4). The system
configuration is discussed bel ow.
1) STeP chip

The STeP chip is a card with a contact interface. It
is the same size as a user identity module (UIM).
When inserted into a STeP mobile terminal, as
described later, it allows the free exchange of elec-
tronic entities between users. A photograph of the
developed STeP chip is shown in Fig. 5.
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Fig. 4. STeP configuration.

Fig. 5. STeP chip.

2) STeP mobile terminal

The STeP mobileterminal isbased on the T-Engine
[4] and has alarge liquid crystal display (LCD) with
a touch panel and buttons. A photograph of it is
shown in Fig. 6. It has three functions.

i) The éectronic entity handling function is used
to manipulate the electronic entities within the
STeP chip. It enablesthe user to store purchased
electronic entities, browse the electronic entities
that are in the chip, and exchange electronic
entities with other STeP mobile terminals.

i)  The mobile communication function is used for
data communication when a mobile communi-
cation card, such as a PHS (personal handy-
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Fig. 6. STeP mobile terminal.

phone system) card or FOMA (freedom of
mobile multimedia access) card isinserted into
the terminal’s PC card dot. It enables the user
to purchase el ectronic tickets from a server and
connect to the Internet.

iii) The contactlesscommunication interface onthe
rear of theterminal allowsthe exchange of enti-
ties between STeP mobile phones that are
brought into close proximity. It can also be used
for contactless communication with ticket
gates.

3) STePon-site system

The STeP on-site system isinstalled at ticket gates,

shop registers, and other locations where the elec-
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tronic entities are used. The on-site system is one
kind of eTRON service client. It communicates with
the STeP mobile terminal to recover or issue entities.
4) STePissuing server

The STePissuing server isan eTRON serviceclient
that issues entities upon request from a sales server
(see (7)). Theissuing server handles a large number
of entities, so it has a compact tamper-proof security
box to serve asthe eTRON content holder.
5) STeP authentication server

The STeP authentication server verifies the validity
of each eTRON ID and issues public key certificates.
The eTRON 1D, the public key certificate issued by
the STeP authentication server, and the private key
are stored within the STeP chip. The STeP chip uses
the public key certificate and signature for mutual
authentication to verify the other party in preparation
for communication.
6) STeP routing server

The STeP routing server implements a routing
mechanism based on the eTRON ID. When the STeP
chip is connected to a network, the IP address, tele-
phone number, or other such information isregistered
in the routing server. When STeP chips connect to
each other via the network, the routing server is
gueried for the eTRON ID of the other party, and
communication is conducted with the obtained |P
address or tel ephone number.

7) Saesserver

Thesalesserver hasmoreor lessthe same functions
as an ordinary Web server. When a STeP mobile ter-
minal purchases an electronic ticket or other entity
from a sales server, the sales server sends an entity
issuing request to the STeP issuing server. The actual
issuing of the entity is done by the issuing server,
which makes it possible for ordinary Web servers
used for online shopping to issue electronic entities
with minimum modification.

4. Evaluation of STeP

We constructed an experimental environment for
implementing our assumed services and evaluated the
feasibility of STeP.

1) Evaluation 1

If a STeP chip serving as acontact interface isincor-
porated in amobileterminal, then contactless commu-
nication is made possible as well. With conventional
contactless communi cation, other methods of commu-
nication are possible only via a contactless card read-
er/writer (Fig. 7), but the method described here
alows direct use of the mobile communication net-
work and the Internet, etc. via the mobile terminal in
addition to contactless communication.

2) Evaluation 2
When €TP communication via the Internet is per-
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communication | |G card
eTRON chip =P reader/ |G—» Terminal
writer
Loop antenna
Method Connection methods
Conventional 1
Developed method mENES
Developed 3
Mobile terminal method
Int i Difference in number of
Network < nerne > connection methods
card
Mobile communication
Mobile network
STeP chip | m====fp| communication |4¢ >
card
Contactless
IC card communication
reader/writer |«
device

Fig. 7. Expansion of available communication method.
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3) Evaluation 3
Setting up an ACL allows the card

L 1M

Access controlfmechanism

holder to control access by others to
the card holder’s own electronic enti-
ties. Conventionally, thereisno access
control on the IC card side. The application must
monitor al of the entities one by one to prevent unau-
thorized access to the entities or permissions, so
inconsistencies may arise due to card replacement or
the addition/reduction of entity values. The ACL in
the STeP chip in this system allows flexible access
control for each individual entity without inconsis-
tencies (Fig. 9). We have confirmed that e-book cards
and electronic tickets that have different accessrights
can reside together in asingle STeP chip. The e-book
card can be accessed only by the owner, while the
electronic ticket can be accessed by aticket gate as
well asby theowner.  Furthermore, the eTRON
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Fig. 9. Access rights.

functions alow users to exchange electronic entities
with other users in a mobile termina environment.
We confirmed that such exchanges could be done
without any copying or altering of entities and that an
interruption of the communication did not result in
duplication or destruction of the entity.

5. Discussion

In a STeP system, STeP chips directly perform
mutual authentication and encrypted communication
with each other. However, the central processing unit
(CPU) of an IC card has low processing capability,
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from 1/10 to 1/100 that of a personal computer’s
CPU, so the authentication and cryptographic com-
putation take time. The mutual authentication
requires about 1200 ms, which is about six times
longer than the authentication by current mainstream
shared key IC cards. We intend to improve the pro-
cessing speed by using a fast encryption algorithm.
The eTRON architecture is ssmple and has the mini-
mum necessary functions for possible wide applica
bility as a distributed security architecture based on
the STeP chip. Therefore, it does not provide func-
tions for listing the electronic entities that are in the
chip, for ssimply changing the access rights, or per-
forming other actions required for application to a
mobile environment. However, other methods take a
long time and some of the functions that were origi-
nally intended to be available may not befeasible. We
are trying to extend the functions of the eTRON
architecture to include those required for the mobile
environment while preserving its applicability.

Although the STeP chip achieves the transfer of
electronic entitiesfrom oneterminal to another, trans-
actions in the real world nearly all involve the
exchange of one entity for another. When electronic
entities are exchanged, however, the execution of a
pair of transfers might lead to only half of the trans-
action being completed if an interruption in commu-
nication occurs. Therefore, we intend to implement a
safe and fair means of accomplishing entity exchange
in the STeP chip.

6. Conclusion

We have described STeP, a platform that uses the
€TRON architecture for electronic entity transfer ina
mobile communication environment. STeP allows
users to securely transfer electronic entities to other
users. We solved some of the problems associated
with applying eTRON to the mobile communication
environment, designed and constructed a system that
enables flexible electronic entity transfer based on
mobile terminals, and demonstrated its feasibility by
evaluating the trial system for specific application
examples. This revealed new problems, which we
intend to solvein future work. Our goal isto create an
environment in which mobileterminalscan easily use
STeP asaplatform for safe and convenient mobile e-
COMMerce services.
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