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Abstract

We describe afast and robust digital watermark detection scheme for camera-equipped cellular phones
that enables users to follow links embedded invisibly in printed photographs to related information on
the Internet. The scheme consists of two processes: correcting geometric distortions of the captured
image and detecting watermark information in the corrected image. We implemented this scheme as a
Javaapplication on acellular phone. Experimental results showed that it could be performed in lessthan
one second with sufficient robustness against geometric distortions and noise, which satisfies the

requirements for practical use.

1. Introduction

Digital watermarking technology is used to embed
additional information into content imperceptibly
and then extract that information later. Although
watermarking technology is primarily used for copy
protection and security, if we bind a content identifi-
cation (ID) to the content, it can be used to enable end
users to get information related to the content viathe
Internet [1]. Watermark detection generally requiresa
lot of processing power, so personal computers (PCs)
are usually used as the terminals. However, mobile
terminals equipped with a camera, such as cellular
phones, would be more convenient for users because
they could easily retrieve related information any-
where and anytime (Fig. 1). Aiming to provide this
convenience, we initially designed a client/server
system that required the user to transmit an image
captured by a cellular phone to the server so that the
image processing could be performed there [2], [3].
However, it is expensive for users to transmit the
large amount of data, so amore-cost effective scheme
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Fig. 1. System for providing related information through
digital watermarking technology.

was required.

In this paper, we describe a watermark detection
scheme for camera-equipped cellular phones that is
both fast and robust against geometrical distortions
and noise. The scheme consists of two processes: cor-
recting geometric distortions of the captured image
and detecting watermark information in the corrected
image. Experimental results confirmed the scheme's
efficiency.

2. Requirements

2.1 High speed
There are two approaches to watermark detection
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Fig. 2. Model of the watermarking scheme.

on cellular phones. One is to include the detection
process as a built-in feature of the design. This pro-
vides a higher processing speed, but involves more
preparatory work and will thus delay the commercial
introduction of the product. The other approach isto
implement the detection process as |oadabl e software
on existing terminals, such asan “i-appli” [4]. Inthis
case, detection takes more time, but from a business
strategy perspective, uncertainties over a product’'s
marketability have led to businesses tending to prefer
i-appli implementation, at least initially, becauseit is
a faster way to provide services. Therefore, we
selected i-appli implementation as the basis for our
scheme. Because previous studies have shown that
the time delay must be less than 2 seconds to be
acceptable for human interfaces [5], we chose this as
the target time from taking a picture to obtaining the
detection result.

2.2 Robustness

Capturing images on analog mediausing acellular-
phone camera introduces distortion caused by 1) dig-
ital-to-analog (D/A) conversion, such as degradation
due to printing, 2) analog-to-digital (A/D) conver-
sion, such as degradation due to camera performance,
and 3) geometric transformation, such as perspective
distortion due to the shooting angle. Consequently,
the watermarking scheme must be robust against all
these causes of distortion.

3. Watermarking scheme

3.1 Design policy

A model of our watermarking scheme is shown in
Fig. 2. Considering the watermarking technology asa
communication model, we must transmit modulated
watermark information through achannel with severe
distortion, i.e., with (a) additive and quantization
noise dueto D/A and A/D conversion, (b) severe syn-

58

chronization errors such as perspective transforma-
tion caused by the shooting angle, and (c) small syn-
chronization errors such as phase distortion due to
lens aberration and a dlight curvature of the printed
material, and/or errors resulting from the perspective
distortion correction process. We cope with the
severe synchronization errors by detecting a quadri-
lateral region in the captured image and recovering
synchronization. By applying 2D pattern modulation
with stable characteristics to each small block, we
also cope with the small synchronization errors. Fur-
thermore, we designed our scheme to be robust
against additive and quantization noise by using the
spread spectrum asthefirst-order modulation[6], [7].

3.2 Watermark embedding

The watermark embedding algorithm is shown in
Fig. 3. The input parameters for the embedding
process are the original image I, k-bit watermark
information ID, and embedding strength a that con-
trols the balance between the image quality and
robustness.

Step E1 Using error correction/detection coding
(ECC/EDC) for the watermark information 1D, we
generate an n-bit codeword.

Step E2 Multiplying the codeword by a pseudo-
random number (PN) sequence, we modulate the n-
bit codeword into the sequence {ti} with predeter-
mined length N2 (direct sequence spread spectrum
(DS-SS) modulation).

Step E3 Depending on the value of each element
of the sequence {t;}, ablock pattern is selected out of
thetwo 2D sine curveswith 90° rotational symmetry;
hence, ablock sequence with length N? is generated.
Then, the block sequence is rearranged to form an
N x N block matrix P that isthe same size asthe orig-
inal image |. Finally, we obtain a watermark pattern
as P, whose watermark signal can be distributed over
the whole original image |.
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Step E4 The watermark pattern P is multiplied by
embedding strength a, and the watermarked image I’
is obtained by superposing P on the original image .
We can also apply adaptive pattern superposition to
improve the balance between the image quality and
the robustness of the watermark [7].

3.3 Watermark detection

After the watermarked image has been generated, a
frameis placed around it to facilitate the correction of
the geometric distortion that occurs during photogra-
phy [8]. Then, the framed image is output to an ana-
log medium, for example, by printing it. The frame
improves usability because it acts as both a calibra
tion pattern and as an indicator that this image con-
tains a watermark and that related information can
therefore be retrieved. The operation flow for water-
mark detection is shown in Fig. 4.

Step DO Geometric distortion correction, that is

synchronization, must be performed before the
watermark can be detected. First, we must find four
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corners to estimate the parameters of the perspective
transformation as follows (Fig. 5).

(1) Search for the edge points from the midpoints
on each side of the captured image, moving
towards the center.

(2) When the edge point has been found, trace aline
perpendicular to the search direction.

(3) Set candidate line segments between the end
points of each traced edge, while ignoring
traced edges that are shorter than the threshold.

(4) Obtain all intersections of horizontal and verti-
cal candidate line segments, assuming them to
be endlesslines. Based on the corner connectiv-
ity, select line segments that have both end
points near the intersection and that can be
formed into quadrilaterals. Finaly, select the
largest quadrilateral out of the ones formed.

By giving afour-point template that corresponds to
the four corners of a detected quadrilateral, we can
get a normalized target image by using inverse per-
spective transformation.

Our method finds the side lines of a quadrilateral
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Fig. 5. Quadrilateral detection process.

using the contrast between the background and the
edges of the target image. Therefore, the additional
frame mentioned above is not necessary if the con-
trast is sufficiently large. However, the frame ensures
that quadrilateral detection is still robust even when
the contrast isinsufficient, e.g., for abright image on
white paper. Our method is a heuristic approach that
depends on the fact that users tend to center and
enlarge the target framed image with the camera
zoom. This heuristic approach makes it possible to
detect quadrilaterals by referring to only afew pixels
(typically less than one tenth of the whole captured
image), which contributes to faster processing
because access to the image frame buffer is a time-
consuming process for an i-appli [8].

Step D1 The preprocessing filter emphasizes the
watermark pattern in the corrected image.

Step D2 Thefiltered imageisdivided into N x N
blocks. For each block, we calculate the energy dif-
ference of two frequenciesthat correspond to the two
2D sine curves. Then, each element of a sequence
{gi} withlength of N?isdetermined based on this dif-
ference. This processis robust against small geomet-
ric distortions of the image because the energy of sine
curvesis stable against small geometric shifts.

Step D3 By applying DS-SS demodulation to the
sequence { gi} , we can obtain the detected codeword.

Step D4 ECC/EDC decoding is applied to the
detected codeword. Then, correctable bit errors are
properly corrected, and the watermark information
ID of the k-bitsis decoded.

3.5 Reliability of watermark detection

In general, one of the most important regquirements
for watermarking technology is to have alow proba-
bility of false positive detection errors[7], [9], which
consist of the following two cases:

A) Detection is reported when the image does not
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contain watermark information and

B) Detection is successful, but the decoded infor-

mation isincorrect.

To meet this requirement, we developed a design
theory based on statistical analysis of the probability
distribution of the correlation value at spectrum
spreading demodulation [9]. In the analysis, we
applied a statistical test for type A errors and exam-
ined the bit error rate distribution and the characteris-
tics of ECC/EDC for type B errors. Based on the
analysis, we introduced a detection reliability index
that enables us to quantitatively guarantee the detec-
tion reliability for both type A and B errors using a
threshold test of the index value. Because evaluation
for type A errors corresponds to the existence of the
watermark, the application software should prompt
the user to retake the picture if the threshold test is
successful for type A errorsbut failsfor type B errors.

4. Experimental results

To validate the effectiveness of the scheme, we
implemented it as an i-appli and conducted various
experiments. For the error correction/detection code,
we used (31 + 1, 16) extended BCH code (2-tuple bit
error correction). Therefore, the length of the water-
mark information k was 16 bits, the code length nwas
32 bits, and the resolution of the captured image on
the cellular phone was 288 x 352 pixels.

4.1 Processing speed

Thetotal processing time was about 0.7 seconds on
average, which satisfies the speed requirements men-
tioned in Section 2.1.

4.2 Robustness

4.2.1 Quadrilateral detection
The robustness of quadrilateral detection against
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Fig. 7. Examples of detection results. (a) and (b): both quadrangle detection and watermark detection were successful.
(c) and (d): quadrangle detection was successful, but watermark detection failed.

surrounding noise, such as letters or other images
near the target, was evaluated using the three printed
material layouts shown in Fig. 6. The watermarks
were embedded into al images with the maximum
strength y. The only instruction given to test subjects
was to capture the entire target image within the pho-
tographable area. The success rate for detecting both
the quadrilateral and the watermark was 97%, with-
out any significant difference among the layouts. The
images used in this experiment are shown in Fig. 7.
Figures 7(a) and (b) are examples for which water-
mark detection was successful, while (¢) and (d) are
examples for which it failed. The failure was caused
by image blurring due to hand movements (Fig. 7(c))
or severe perspective distortion (Fig. 7(d)). We
checked these images and found that the quadrilater-
als could be detected, even though watermark detec-
tion failed. In other words, our quadrilateral detection
method has sufficient robustness.

4.2.2 Watermark detection

We used threeimages (L ena, Baboon, and Sailboat)
with three levels of embedding strengthsa (a= a, 3,
or y, where a < B< y). The peak signal-to-noiseratios
(PSNRs) between the original and watermarked
images are shown in Table 1. The framed water-
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marked images with a = 3 are shown in Fig. 8. Even
though the same embedding strength was used in all
the images, there were differences among the PSNRs
due to the adaptive embedding process described in
Section 3.2.

We conducted a robustness experiment by captur-
ing the printed images with a camera-equipped cellu-
lar phone. We used a color laser printer and printed
watermarked images 5 cm x 5 cm. To determine the
conditions for successful detection, we used the
detection reliability index in Ref. 9. When the index
value was greater than the threshold and no error was
detected by the ECC/EDC decoding process, the
detection was deemed successful. We chose a thresh-
old value that could guarantee that the probability of
type A errorswould be lessthan 3 x 10719 and type B
errors less than 0.001.

In thefirst stage, we gave no instructions to the test
subjects, except to capture the entire frames because

Table 1. PSNRs for each embedding strength.

a B Yy
Lena 39.1 37.8 36.7
Baboon 33.2 32.0 30.9
Sailboat 37.1 35.8 34.7
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Fig. 8. Watermarked images (from left to right: Lena, Baboon, Sailboat).

this is necessary for quadrilateral detection. The
results of watermark detection aregiveninthemiddle
column of Table 2. We found that detection easily
failed when there was motion blurring due to camera
movement, and/or when the degree of perspective
distortion waslarge, asin Figs. 7(c) and (d).

Next, thetest subjectswereinstructed to capturethe
image from a position directly in front of them to
decrease perspective distortion. As shown by the
resultsin the right column of Table 2, detection accu-
racy improved in this case.

From these results, for an image with a = 3, cap-
tured by the test subjects without any special care, the
probability for detection failure was 11% for Lena,
6% for Baboon, and 16% for Sailboat. However,
when the test subjects were instructed to re-capture
from directly in front of the image, they successfully
detected the watermark information in all cases.

No cases of type B errors occurred throughout the
entire set of experiments of 1680 trials.

5. Conclusion

Our fast and robust digital watermark detection
scheme for camera-equipped cellular phones utilizes
geometric distortion correction employing frames
and a watermarking algorithm that is robust against
small geometric distortions and noises. We imple-
mented this scheme as a Java application on cellular
phones. In experiments, we found that the scheme
enabled users to detect embedded information in less
than one second with sufficient robustness. The
results confirmed that this scheme satisfies the
requirements for practical use. A commercial service
using this scheme has just started [10]. In the future,
we will analyze the image dependence of the
scheme’s robustness for various analog output meth-
ods, such as commercial printing, CRTs (cathode ray
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Table 2. Detection success rates.

a Without With
instruction instruction
a 81% 100%
Lena B 89% 100%
y 98% 100%
o 90% 100%
Baboon B 94% 100%
y 99% 100%
a 48% 90%
Sailboat B 84% 100%
y 93% 100%

tubes), and LCDs (liquid crystal displays). By ana-
lyzing the results, we hope to improve both visual
quality and robustness.
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