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In today’sworld, in which information of al kindsis being digitized, there is a pressing need
for more secure information environments and communication systems. The Information Secu-
rity Project at NTT Information Sharing Platform Laboratoriesis actively working on solutions
to meet this need. What kinds of problems arise in cryptographic techniques, the basis of infor-
mation security, and what are some worldwide trends in cryptography research? We put our
guestions to Masayuki Abe, a distinguished researcher in this project with many achievements

in cryptographic theory.

Resear ching basic theory in cryptographic
techniques essential to infor mation security

—Dr. Abe, what kind of research are you currently
working on?

Our group is now focused on cryptographic theory
as part of information security. In recent years, cryp-
tography has come to be used not only to prevent the
interception of messages, but also for awide range of
applications including digital signatures, electronic
money, and electronic voting. In such an environ-
ment, we can imagine various types of attacks that
aim to break down information security, and it is our
mission to develop cryptographic theories that are
robust against such attacks.

—What specific themes are you involved with?

One recent theme of oursis* hybrid encryption.” To
put it simply, hybrid encryption is an encryption
scheme that combines public-key encryption, which,
though highly secure, cannot handle long messages
(Fig. 1), and private-key encryption, which can han-
dle long messages but is not highly secure. It is con-
sequently a scheme that can handle alarge amount of
datawhile having aprovablelevel of security (Fig. 2).

In this regard, | have been working on a framework
called Tag-KEM/DEM based on the KEM/DEM
framework (that combines akey encapsulation mech-
anism and a data encapsul ation mechanism) proposed
in 2001 by Dr. Victor Shoup of New York University
and Dr. Ronald Cramer of Aarhus University. This
Tag-KEM/DEM framework makes for more efficient
hybrid encryption schemes that are easier to develop.

Another theme that we have been working on is
“zero-knowledge proofs.” A zero-knowledge proof is
a method of convincing a verifier that something is
correct without revealing any information. For exam-
ple, given a padlock, a zero-knowledge proof would
provethat it can be opened without showing a key or
the act of opening it. There are many levels of zero-
knowledge proofs, from computational zero-knowl-
edge proofs that provide no useful information in the
proof to complete zero-knowledge proofs that pro-
vide no information at all. Of these, the complete
zero-knowledge proof has not yet been proven to be
secure, but | am proposing a system with provable
security based on certain premises.

—\What makes these research themes stand out?
The Tag-KEM/DEM framework dlightly extends

the existing public-key encryption scheme while
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Features

» Anyone can encrypt with the receiver’s
public key.

« Only the intended receiver can decrypt the
ciphertext @.

« Can handle relatively short messages, e.g.,
a few hundred bytes, or structured ones
like a point over an elliptic curve.

SK: secret key
PKE: public key encryption

Security notions

Encryption m
PK—» PKE.Enc
¢
Decryption
l More
secure
SK—>» PKE.Dec @
m
PK: public key

Indistinguishable against chosen
plaintext attacks (CPA security)

- Infeasible to see which of the two
chosen plaintexts is in a given
ciphertext.

Indistinguishable against chosen
ciphertext attacks (CCA security)

- Same as above even if a
decryption oracle is available.

(¢, X): ciphertext
K: one-time session key

m: message
Fig. 1. Public-key cryptosystem.
Encryption m * Akind of public-key encryption that
combines a key encapsulation mechanism
(KEM) and data encoding mechanism
K (DEM)
PK—» KEM.Enc SYM.Enc X . i
» Designed for efficiently encrypting long or
unstructured messages that exceed the
limit of ordinary public-key encryption
* KEM executes public-key operation to
] X encrypt a random one-time key K.
Decryption * DEM encrypts the actual message m by a
fast symmetric-key encryption with the one-
time key.
K . -
SK KEM.Dec »  SYM.Dec If KEM and DEM <’.:ll'e CCA-secure, then the
hybrid encryption is also CCA-secure.

Fig. 2. Hybrid encryption.

adding a function for verifying that the datain ques-
tion is correct (Fig. 3). In this way, despite the fact
that private-key encryption is relatively weak, the
combination of both types of encryption enables a
very strong encryption scheme to be achieved. This
framework makes it possible for adevel oper to focus
his or her efforts on only public-key encryption. Tag-
KEM/DEM is also modular in nature, which means
that schemes based on it are much more efficient than
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existing schemes. As for zero-knowledge proofs, |
believe they have great academic significance. Of
course, some people may question the need to work
on highly difficult problems such as these now that
practical systems of a simpler level are being estab-
lished. Nevertheless, as long as scheme efficiency is
not sacrificed, | believe that security should be as
high as possible and that there should be a variety of
schemes available as products.
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Encryption T
K
PK—» tKEM.Key » DEM.Enc
tKEM.Enc |«
! '
v X
Decryption
i y
K
SK—» tKEM.Dec » DEM.Dec
(Y, X): ciphertext m

Fig. 3. Hybrid encryption using Tag-KEM/DEM framework.

* KEM is extended to tag-KEM, which
separates the session-key part
(tKEM.Key) from the encryption part
(tKEM.Enc).

* The output of the DEM part is given to
tKEM.Enc as feedback.

« If tKEM is CCA-secure, then the hybrid
encryption is CCA-secure even if DEM is
only CPA-secure.

* CPA-secure DEM is very easy to construct,
while CCA-secure DEM usually requires
extra components such as message
authentication codes.

» Tag-KEM can be made of various existing
KEMs or PKEs with a small computational
cost.

—What kind of role do you think your research will
play in tomorrow’s world?

I am mainly involved with basic theory. Evenin the
case of Tag-KEM/DEM, the fact that | have estab-
lished aframework does not necessarily mean that it
will be readily accepted by the outside world. What |
do is no more than present new possibilities to the
world at large. It is beyond the scope of my work to
consider how to specifically apply this framework. |
can say, however, that my framework has the poten-
tial to be incorporated wherever there is a need for
provable security and efficiency in encryption. In a
similar manner, | believe that zero-knowledge proofs
could be applied wherever thereis aneed to persuade
someone that a process requiring confidentiality has
been performed correctly. Electronic voting is agood
example of wherethisneed would arise. In particular,
when votes are to be cast for multiple candidatesin a
one-vote-per-voter system, the theory of zero-knowl-
edge proofs should be especially useful in preserving
voter privacy by concealing who voted for whom
while proving that each voter correctly cast only one
vote for one of the candidates.

—How isyour research progressing and what do you
see as future issues?

WEell, as| am always researching several problems
in parallel, | still have a number of problems that |
must deal with. Furthermore, as| just touched upon,
| really have no idea how the Tag-KEM/DEM frame-
work will develop from here on. For example, if the

development team here were to embark on creating
something that uses hybrid encryption, | would prob-
ably become involved to some extent if Tag-
KEM/DEM were to be used.

K eeping awar e of a world mixed with
competition and cooper ation

—What are some worldwide trends in cryptography
research?

The International Association for Cryptologic
Research (IACR), the nucleus of world cryptography
research, currently supports the Crypto, Eurocrypt,
and Asiacrypt conferences. Papers accepted by these
three conferences tend to have a great impact on the
field, and we target these conferencesin our research.
Asfor individual research institutions, the Massachu-
setts Institute of Technology (MIT) and the|BM Wat-
son Research Center in the USA and the Weizmann
Institute of Sciencein Israel areat theforefront of this
field. These three ingtitutions engage in many per-
sonnel exchanges and it would be no exaggeration to
say that they are the current leaders in cryptography
studies. In Europe, the Ecole Normale Supérieure
(ENS) and France Telecom in France, the Swiss Fed-
eral Institute of Technology Zurich (ETH), the
National Research Institute for Mathematics and
Computer Science in the Netherlands (CWI), and
Aarhus University in Denmark are strong. There are
also anumber of research communitiesin Asia, and |
think it would be fair to say that the strongest of these
isour community hereat NTT.
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—What has been the response to your research in
academic societies and elsewhere?

In research dealing with basic theory, the time
between publishing a paper and receiving a reaction
to it is somewhat long, and our field is no exception.
It is not unusual for a paper to become atopic of dis-
cussion several years after its publication. To give
you an example from a few years back, the research
paper on an anonymous communication theory called
MIX-net published at Eurocrypt in 1998 isnow being
referenced by many researchers, giving birth to vari-
ous forms of derivative research. Now, while | don’t
expect my theory to generate great commotion and
change the world, | am always pleased when
researchers in my field take notice and offer their
comments.

To give you another example that, while not my
own research, has put NTT in the limelight, the
Okamoto-Uchiyama encryption system devel oped by
Tatsuaki Okamoto, an NTT R&D Fellow, and
Shigenori Uchiyama, currently an associ ate professor
at the Graduate School of Tokyo Metropolitan Uni-
versity, has cometo befrequently cited. Likewise, the
cipher conversion system developed by Tatsuaki
Okamoto and Eiichiro Fujisaki for electronic-money
transactions is now being used in various situations.

—Are you involved in any collaborative activities
with other research institutions or researchers?

Wefeel that it is our mission to make scientific and
technical contributions that go beyond a corporate or
organizational framework, and for thisreason, we are
actively engaged in collaboration with the outside.
For example, the Tag-KEM/DEM framework that |
just described was a collaborative effort with Profes-
sor Kaoru Kurosawa of Ibaraki University. And talks
on collaborating with the IBM Watson Research Cen-
ter are progressing. On the other hand, unrestrained
collaboration is somewhat difficult from a corporate
viewpoint, but | want to continue with collaborative
activities as much as possible in the years to come.

—How about competition, as opposed to collabora-
tion?

There are many examples of competition. In this
field, butting heads in research is not rare. For exam-
ple, many times researchers that | have had no prior
exchange with at all have said to me: “I have been
researching the same material asin the paper that you
published.” Conversely, in my research of zero-
knowledge proofs, | was beaten to the punch by a
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UCLA researcher in an academic-society presenta-
tion. Inthe 1980s, when | first got involved with cryp-
tography research, thisfield was still quite small with
attendance at international conferences being only a
few dozen. But today, the biggest conferences have
reached a scale of about 400 attendees. The competi-
tion between researchers has increased in proportion.
Conseguently, if researchers do not keep themselves
in tune with outside activities, they will not survivein
thisfield. It can be avery harsh world out there!

—In addition to the above, are you involved in any
standardization activities or conference committees?

| consider standardization to be another of our
important missions, and | am actively involved in
several cryptography groups. At present, the Abe-
Okamoto digital signature that | proposed is being
discussed at 1SO (International Organization for
Standardization), and it appearsthat it will becomean
international standard soon. | am also involved with
Asiacrypt and other international conferences, and |
have been serving on committees every year for the
last several years. Next year, | will be serving as the
Program Committee chairman at CT-RSA.

The pleasure of finding and resear ching
unsolved problems

—Dr. Abe, what is the foundation of your technical
expertise?

At university, | majored in electrical engineering
and did some research in speaker recognition, one
area of speech recognition. | was involved, in partic-
ular, with the problem of how to have adatabase cope
with changes in a person’s voice over time, and |
guess you can say that this was one form of security
technology. Perhaps it was smply fate that my pre-
sent research theme would be cryptography.

—\What motivated you to enter NTT Laboratories?

While till a student, | was given the opportunity to
make a presentation at a certain academic society. By
chance, | happened to observe apresentation given by
an NTT researcher, and | wasvery impressed with his
energetic and professional style. Thiswas how | first
became truly aware of NTT Laboratories. At that
time, | was unsure whether to continue with speech-
recognition research as a career, and | sometimes
thought that | should put myself in a situation where
| could pursue R& D with ascope aswide as possible.
| therefore thought that NTT Laboratories, which



R&D Spirits

covers a wide range of themes from pure basic
research to end-product development while having
extensive R& D facilities, might be just the place to
do some very interesting research. Of course, thiswas
just ahastily drawn conclusion typical of ayoung stu-
dent, but looking back, | don’'t think | was mistaken
at all.

—Could you tell us about your research career up to
now?

| entered NTT Laboratories in 1992 and was first
assigned to the design and development of cipher-
and-authentication LSIs. At that time, both cryptog-
raphy and LSIs were an unknown world to me, so |
had to study these areas starting from zero while |
worked. Somehow, my designs finally took shape. |
heard that they were eventually commercialized and
used in facsimile machines. My next assignment was
the development of a C-language library for use in
cryptographic authentication. In this work, | estab-
lished internal and interface specifications and select-
ed agorithms. Then, in 1995, | became engaged in
protocol development and design for electronic
money as a cryptography application.

Next, in 1996, after expressing my preferences for
sometime, | embarked on aone-year stay at the Swiss
Federal Institute of Technology in Zurich as a guest
researcher. This ingtitute, commonly referred to as
ETH, gave me the opportunity to work on “multi-
party competition,” a theme that | am till involved
in. Going to ETH had a big influence on my future
direction. After returning to Japan, | began to pour
much of my energy into basic theory, particularly on
definitions of “secure” and on requirements and con-
ditions for achieving such security. Part of this
research resulted in the Abe-Okamoto digital signa-
ture and other achievements. Later, on becoming a
distinguished researcher in 2003, | journeyed to the
IBM Watson Research Center, the Mecca of cryptog-
raphy research, hoping to make myself better known
inthefield. Hereaswell, | was fortunate in obtaining
significant results including the completion of the
Tag-KEM/DEM framework.

—What is the attraction of research for you?

First and foremost, it is scientifically interesting.
Nobel-prize-winner Richard P. Feynman said that
research in itself was a great pleasure. That's exactly
how | feel about it. Of course, research becomes all
the more worthwhile if something that | think of or
create on my own turnsout to be useful to society. But
evenif that is not the case, | believe aresearcher will
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aways feel motivated as long as problems exist that
have yet to be solved. At present, my interest within
basic theory is shifting toward unsolved problems of
high difficulty. Onereasonfor thisliesin my desireto
raise my personal hurdle, much like going to the next
level of a video game. Today, as cryptography
matures as a field of study, techniques for simply
encrypting data have already reached a sufficiently
practica level. From an application viewpoint, prob-
lems of low difficulty are steadily decreasing. It is
therefore natural that | turn my attention to unsolved
problems of high difficulty. Likewise, requirements
from the product side are becoming increasingly
severe. For example, on hearing talk about adesireto
encrypt the contents of a terabyte-class hard disk all
at once, | thought how great a challenge that would be
and how | would like to givethat problem atry. How-
ever, | cannot get involved in everything without a
decrease in persona performance, but whatever | do
select | would like to solve a problem of high diffi-
culty.

Making one's presence felt by a steady
stream of achievements

—Dr. Abe, how do you see your research developing
in the yearsto come?

For thefuture, | have two visions: one from an aca-
demic viewpoint and the other from a corporate R& D
viewpoint. From an academic viewpoint, | would like
to undertake unsolved problems in basic theory as |
mentioned. From a corporate R&D viewpoint, |
would like to introduce innovations in cryptographic
applications for future use in business. Here, | would
like to search out and develop business applications
conducive to cryptographic techniques following in
the footsteps of electronic voting, electronic money,
and electronic auctioning. | should point out, howev-
er, that these business-related pursuits should be done
in collaboration mainly with young researchers as
opposed to being something that | do on my own.
Thesetwo directions are not contradictory. Establish-
ing the basics can provide hints of new business mod-
els, and conversely, innovations in business can
prompt the search for essential basic theory. In this
way, these two directions have a mutually beneficial
effect on each other.

—What isyour ultimate goal as a researcher?
In cryptography research, | would like to make the

name “Masayuki Abe’ known asthat of aresearcher.
But even in cryptography, there is a wide range of
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areasto specialize in from basic theory to application
development much like the areas undertaken by
mathematicians. As| started out in engineering, | feel
that researching frameworks that provide a glimpse
of final applications is a perfect activity for me and
quite enjoyable at that. Of course, in a position like
this, it is not easy to deliver results of a “homerun”
level that would create a sensation in the outside
world. But | would rather prefer being known as “Dr.
Abe of cryptography research” through a steady suc-
cession of research hits.

—What isit likeworking at NTT Laboratoriesfor you
personally?

| feel that NTT Laboratories is like a “field” and
that I'm like a “crop” being given nutrition by that
soil to grow. From time to time, a strong wind may
blow, but my roots are firm supported to prevent me
from blowing away. Without thisfield called NTT, |
could do nothing.

—Dr. Abe, could you leave us with some advice for
young researchers?

I’d be happy to. First of al, | would like you to
carry on your research while keeping yourself contin-
uously aware of happenings overseas. You must face
the outside world and make your presence known
without being afraid to put up agood fight. As| men-
tioned earlier, the international competition in this
field is very severe, and you will miss many chances
if you only concentrate on the research environment
that you are presently in. You should also keep in
mind that overseas eval uation can be agood thing for
the research environment in Japan. But to this end,
English skill isamust! And | don’t mean just the abil-
ity to write papers in English, give presentations in
English, and read English-language journals like this
one. You must also be able to carry on concise dis-
cussions in English so that you can become a true
member of the global research community.

By the way, when | was a university student my
English was very poor, but when | entered NTT, the
president at that time said that learning English was
only natural for aresearcher. And my superiors were
aways willing to give me help in writing papers in
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English. | am proud to say that | have been able to
produce some results in my research life up to now
because of my development in NTT “soil” and
because my research targets were zeroed in on over-
seas. Of course, there are also researchers like Shuji
Nakamura, the inventor of the blue laser diode, that
achieved results worthy of a Nobel Prize through
research activities all within Japan. But to raise your
personal evaluation as aresearcher, | believe that one
effective strategy is to turn your eyes to overseas
activitiesearly in your career.

I nterviewee profile
m Career highlights

Masayuki Abe received the B.E. and M.E. degrees
in electrical engineering from the Science University
of Tokyo, Tokyo, and the Ph.D. degree from the Uni-
versity of Tokyo, Tokyo, in 1990, 1992, and 2002,
respectively. He joined in NTT Network Information
Systems Laboratories in 1992 and engaged in the
development of fast algorithms for cryptographic
functions and their software/hardware implementation
and the development of a software cryptographic
library. From 1996 to 1997 he was a guest researcher
at ETH Zurich, where he studied cryptography, espe-
cially multi-party computation, supervised by Profes-
sor Ueli Maurer. From 1997 to 2004 he was in NTT
Information Sharing Platform Laboratories, where he
worked on the design and analysis of cryptographic
primitives and protocols, including electronic voting,
a key escrow system, blinding signatures for digital
cash systems, message recovery, and other signature
schemes with additional functionality, and publicly
variable encryption schemes. He also engaged in effi-
cient multi-party computation based on cryptographic
assumptions and zero-knowledge proofs in multi-
party computation. From 2004 to 2006 he was visiting
IBM T. J. Watson Research Center working with the
Crypto Group and researched hybrid encryption, zero-
knowledge proofs, and universally composable proto-
cols. He has been a Senior Research Scientist since
October 2005 and a Distinguished Scientist of NTT
Information Sharing Platform Laboratories since Jan-
uary 2006.
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