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Abstract

NTT Cyber Space Laboratories is developing image processing technologies that can extract desired
information from huge amounts of video data to enable more sophisticated image-based services. It is
also developing video surveillance solutions that utilize these technologies. This article overviews the
image processing technologies and presents an example of an image processing solution for the financial

industry.

1. Prospects for effective utilization of cameras

Video cameras have been installed in many places
in response to the steady rise in concerns about crime
and terrorism and corporate security requirements.
The benefits that they are expected to provide include
acting as a deterrent to crime, enabling analysis after
crimes and incidents, and enabling the detection of
crimes and dangerous situations and the issuing of
warnings. In practice, however, such surveillance
systems have not achieved the expected results
because the amount of image data generated every
day is so huge that it is virtually impossible to check
it manually. Thus, there are strong demands for tech-
nology that can automatically detect important scenes
in the many streams of monitoring images.

2. Approach to intelligent image monitoring

To meet the requirements of the marketplace, NTT
Cyberspace Laboratories has been developing move-
ment and face detection technologies as well as
image processing technologies to assist in the moni-
toring process. These technologies, shown in Fig. 1,
work as filters that can identify the scenes of greatest
interest. Each filter can effectively and automatically
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identify these scenes and quickly generate warnings.
These two capabilities raise the efficiency of surveil-
lance systems and thus increase their deterrence
effect.

We have also been developing image monitoring
solutions to meet the needs of industry in collabora-
tion with operating companies and developing com-
panies at the same time as developing the image
processing technologies.

3. Image processing technologies
to assist monitoring

We have developed image processing technologies
on the assumption that humans are the target to be
monitored. The main technologies are listed below:

(1) Motion detection technology

This can reliably detect motion in an image
sequence (Fig. 2). While motion detection has recent-
ly been provided by many commercial surveillance
systems, problems such as false positives and nega-
tives have not been handled well. One of the major
factors degrading detection accuracy is changes in
lighting. Our technology has no such drawback
because it uses feature metrics that are stable in vari-
ous lighting environments.

(2) Face detection technology

This can detect a human face in an image and iden-
tify the location of the face (Fig. 3). Face detection
technology has already been developed to support
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Fig. 1. Overview of approaches.
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Fig. 2. Motion detection technology.

image quality control in digital cameras. However,
authentication systems and digital cameras generally
target full-front faces, which makes face detection
relatively easy. Until now, there has been no truly
effective face detection technology for surveillance
systems that capture faces from every possible angle.
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Fig. 3. Face detection technology.

Our approach is to focus on the partial face, which is
half the face including the nose. As a result, we have
developed a face detection method that is stable
against variations in face direction. We are refining
this technology to further raise its accuracy.

(3) Static object detection technology
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Fig. 4. Static object detection technology.

This can detect things that have been left behind or
removed (Fig. 4). It is based on detecting a partial
change in an image and then detecting the subsequent
succession of changes. Since the technology uses an
algorithm that can discriminate short- and long-term
changes in images of a scene, it can be applied to very
busy areas such as railway stations.

(4) Privacy protection technology

This can detect a moving object in an image and
blur only this specific part (Fig. 5). It is needed when
the video monitoring is used for purposes other than
security. For example, in a fast food restaurant with
seats upstairs, this technology can show people
downstairs how many vacant seats are available
upstairs while protecting the privacy of the customers
by blurring their faces. The number of such applica-
tions is increasing as more cameras are being installed
in public areas, and third parties will observe the
resulting images. In such circumstances, our technol-
ogy can prevent a loss of privacy.

(5) Human tracking technology

This can trace human movement in a three-dimen-
sional space. Human movement is recognized by
detecting the position of a human at each instant of
time. This ability is needed not only for security
applications such as detecting suspicious behavior in
facilities, but also for marketing applications such as
analyzing customer behavior in shops. This technol-
ogy is introduced in the third article in this Special
Feature: “3D Human Tracking for Visual Monitor-
ing” [1].

(6) Anomaly detection technology

This can automatically detect unusual events con-
tained in the stored image data created by video sur-
veillance systems. This is necessary because we can-
not predict and locate all suspicious events in advance.
This technology is introduced in the second article:
“Detecting the Degree of Anomaly in Security Vid-
eos” [2].

(7) Human pose estimation technology

This technology can detect head and body posture
(direction and approximate arrangement). We have
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Fig. 5. Privacy protection technology.

combined a pattern recognition technology and a
three-dimensional information extraction technology
to develop an algorithm that can extract information
related to head and body posture. This technology is
introduced in the fourth article: “Human Pose Esti-
mation for Image Monitoring” [3].

The first four technologies mentioned above have
been developed, while the other three have been veri-
fied in basic experiments.

4. Image monitoring solution
for the financial market

4.1 Market requirements

The image monitoring market is being stimulated
by requirements that monitoring images from cam-
eras should be kept for at least a few years and rap-
idly retrieved and analyzed when required at a date
considerably later than the recording date instead of
soon afterwards.

In financial institutions, the main services based on
image monitoring are status verification at ATMs
(automated teller machines (also known as cash
points)) and branch offices, image recording, and
post-event searching for background information and
image submission. Existing systems using video tape
recorders (VTRs) or digital video recorders (DVRs)
are not perfect because it is troublesome to change the
recording media and check the recording status;
moreover, it is not easy to identify the desired images.
The need for higher levels of security at ATMs and
branch offices is growing because criminals have
installed small cameras in ATMs to steal card infor-
mation and crime has been increasing overall in
recent years.

Under these circumstances, the financial market
has set three requirements for image monitoring:

(1) No loss of recorded data

(2) Significant overall cost reductions (e.g., man-

agement, operating, and system costs)

(3) Higher levels of security
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4.2 Overview of solutions

To meet the above requirements, we have devel-
oped solutions to achieve overall cost reductions and
enhanced security levels through the use of image
processing technologies and highly reliable consoli-
dation of camera images at a center via networks
(Fig. 6).

(1) Image consolidation without image loss

To reliably consolidate and record images even via
an inexpensive best-effort network, it is necessary to
handle temporary network failures and bandwidth
fluctuations. In our system, consolidation devices,
placed close to the cameras, temporarily store the
images output by the cameras and then send them to
the server when triggered by the server. Each con-
solidation device has sufficient memory to store data
for several hours, which guards against loss due to
brief network outages. These devices can also work in
best-effort networks because they can tolerate band-
width fluctuations. This consolidation technique
helps to make the cost of the overall surveillance sys-
tem much lower. For more reliable image storage, the
system can transfer the images to the center directly
if one or more consolidation devices fail.

(2) Cost reduction using JPEG2000

The volume of image data greatly affects the net-
work and storage costs. It is important to compress
data as much as possible while keeping the image
quality required for monitoring*. JPEG2000 has the
advantage of keeping the required quality while
achieving stronger compression than the widely used
JPEG scheme. Our system offers users a choice of
either JPEG2000 or JPEG.
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(3) Image retrieval based on image processing

Our system can detect movement, faces, and static
objects within the image data held by the center for
effective image retrieval; this enables the results to be
output as metadata. This function supports post-event
searches, such as checking scenes that include faces
near a safe on a specified date, so it contributes to
greater security.

5. Future work

We have been developing sophisticated and practi-
cal image processing technologies with the goal of
making possible a safer and more relaxed society. We
have started to develop a crowd analysis technology
that can support security in crowded areas such as
stations and airports and a technology for extracting
and analyzing human actions. Future reports will
cover non-steady-state estimation technology, human
tracking technology, and human posture estimation
technology. We are also examining a technology that
can prevent tampering with monitoring images and
an encryption tool to ensure that monitoring images
are used only for the intended purposes.
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