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Abstract

Standardization issues regarding the Next Generation Network (NGN) are being addressed by Study
Group 13 (SG13) in ITU-T (International Telecommunication Union, Telecommunication Standardiza-
tion Sector). Here, we present an overview of the recently completed Release 1, which deals with fun-
damental issues of security in the NGN. We also consider recent work on identity management, which

has recently become a subject of enormous interest.

1. NGN security

Robust security is a fundamental attribute of the
Next Generation Network (NGN) that will enable it
to support safe, secure communications. Release 1
addresses a wide range of security-related issues
focusing primarily on voice-over-Internet-protocol
(VoIP) services.

Study Group 13 of ITU-T (International Telecom-
munication Union, Telecommunication Standardiza-
tion Sector) [1] is charged with handling Question 15
(Q.15/13) related to standardization of NGN security.
With the conventional networks, the number and vari-
ety of security breaches and incidents have continued
to rise as networks have become an increasingly
important public infrastructure. The need for operator
authentication and maintenance of audit trails and
logs has also become crucial for purposes of internal
control. Against this backdrop, many representatives
of carriers and vendors from around the world have
participated in all the Q.15/13 sessions and contrib-
uted to lively deliberations on NGN security.

Security-related talks on the technologies to be
used in the coming NGN have not been easy, and at
this time, considerations on how to address wide-
ranging issues and future extensibility are also impor-
tant. For its part, NTT continues to play an active role
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in Q.15/13 deliberations by submitting proposals and
other contributions and by pushing the talks forward
to address broader issues without getting bogged
down in controversies over individual schemes.
Security-related documents now under develop-
ment by Q.15/13 are listed in Table 1. Here, we give
summarize some of these key documents.

2. NGN Release 1: NGN security requirements

NGN Release 1, Recommendation Y.2701 detailing
security requirements for the NGN, was completed in
April 2007. Based on the idea that security require-
ments cannot be properly defined without awareness
of the interface between devices, Y.2701 adopts a
physical model. A security trust model based on the
physical model defined in Y.2701 is shown in Fig. 1.
The NGN is divided into three zones, and require-
ments are defined for each zone. First, the untrusted
zone on the left describes user terminals and other
groups of equipment that cannot be directly managed
by an NGN provider. The trusted but vulnerable zone
in the middle designates groups of equipment that are
subject to control equivalent to firewall protection by
NGN providers. And finally, the trusted zone on the
right consists of groups of equipment that can be
managed by NGN providers. NGN Release 1 security
requirements address space separation, enhance-
ments built into equipment, signaling, the safeguard-
ing of management system communications, and
other concerns.
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Table 1. ITU-T NGN security-related documents.

Recommendation No.
or draft name

Title or content summary

Completion date

Y.2701

Security requirements for NGN
Release 1

Apr. 2007

Y.secMechanisms

NGN security mechanisms

Second quarter 2008

Y.NGN Authentication

NGN authentication

First quarter 2008

Y.NGN Certificate Management

NGN certificate management

Second quarter 2008

Y.NGN AAA

Authentication, authorization, and
accounting applications for
implementing network and service
security requirements over NGN

Second quarter 2008

Y.ldMsec NGN identity management security Third quarter 2008
Undecided Security requirements for NGN Undecided
Release 2
Network elements not Network elements
always controlled controlled by
by NGN provider NGN provider
< >« g
Untrusted zone Trusted but Trusted zone
vulnerable
zone
TE Provider-
- controlled
TE border equipment
TE M elements
Network
TE border G
elements NGN
TE border network
e elements elements

TE: terminal equipment

Fig. 1. NGN security trust model.

3. NGN security mechanisms

Specific security mechanisms for satisfying NGN
security requirements are covered in Draft ITU-T
Recommendation Y.secMechanisms (NGN Security
Mechanisms). For example, several schemes for
authenticating users and subscribers are addressed in
the Recommendation, including schemes based on
X.509 certificates recommended by ITU-T, shared
keys, and network addresses.

Use cases in which security for signaling and man-
agement systems is provided by transport layer secu-
rity (TLS) and by encryption based on the security
architecture for Internet protocol (IPsec) are being
studied. For media security, several schemes are
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being considered in which the medium is encrypted
by secure real-time transport protocol (SRTP). And
regarding the audit trails and retention of log files,
various issues are being considered, including the
maintaining of management system access records,
the use of a log server, and patch management, and
other issues.

4. NGN authentication and authorization
requirements

There are many different situations where authenti-
cation and authorization in the NGN will be required,
such as cases where the transport and service layers
are separated and, cases where services are offered by
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Fig. 2. NGN authentication and authorization model.

third parties. Draft ITU-T Recommendation YNGN
Authentication (NGN authentication and authoriza-
tion) defines the following authentication patterns
and their requirements based on the authentication
and authorization model presented in Fig. 2.
(1) Authentication and authorization of user for
network access
(2) Service provider authentication and authoriza-
tion of user for access to service/application
(3) Service provider authentication and authoriza-
tion of user for access to specific service/appli-
cation
(4) User authentication and authorization of net-
work
(5) User peer-to-peer authentication and authoriza-
tion
(6) Mutual network authentication and authoriza-
tion
(7) Authentication and authorization of third-party
service/application provider
(8) Use of third-party authentication service
For example, two issues now being considered are
authentication at a visited network when multiple

networks are involved and secure sharing of authenti-
cation results.

5. NGN certificate management

The public key infrastructure (PKI) plays an impor-
tant role in implementing authentication, encryption,
and other security mechanisms in legacy information
technology and communications systems and plays a
similarly important role in the NGN. Draft ITU-T
Recommendation Y.NGN Certificate Management
(NGN certificate management) is a document speci-
fying how public-key certificates will be used in the
NGN. It focuses primarily on the format and content
of certificates and management of certificates.

First, the format of certificates used in the NGN is
based on X.509 version 3, a certificate format that is
already in widespread use. Regarding the content of
each field in the certificate format (e.g., subject field
and extension fields), detailed use cases are described
according to the type of devices that store the certifi-
cate.

For certificate management, the Recommendation
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deals primarily with methods of issuing and distribut-
ing certificates, verifying their validity, and maintain-
ing revocation information about them. Certificate
issuing procedures are described in particular detail:
Three types of certificates are defined in terms of
ownership—NGN provider’s network element cer-
tificates, NGN subscriber certificates, and NGN end
user certificates—and recommended methods for key
pair generation, certificate issuing, and certificate
distribution are specified for each type of certificate.

6. NGN identity management security

(2) User self-approved identity related and attri-
bute exchange technology specifications devel-
oped by the Liberty Alliance [3], and

(3) OpenlD [4], which uses a uniform resource
identifier (URI) as a single sign-on identifier
for accessing many websites.

Q.15/13 is also examining some of the same secu-
rity issues that affect the NGN in much the same way
as the Internet at large, including protection of indi-
vidual privacy and personal data.

7. Focus Group on identity management

Following the July 2007 meeting, identity manage-
ment in the NGN emerged as a major issue from an
NGN security aspect. The area of identity manage-
ment technology has expanded greatly with the popu-
larity of the Internet. OASIS [2], volunteer standard-
ization bodies, and business alliances have led the
way in developing technical specifications, organiz-
ing conformance events for the implementation of its
specifications and also interoperability. Taking into
account these remarkable activities, Q.15/13 reached
agreement creating Draft ITU-T Recommendation
Y.IdMsec (NGN Identity Management Security) from
the perspective of security in the NGN and has com-
piled many relevant interests. Based on a great num-
ber of contributions, editing work on the Recommen-
dation started from the October 2006 meeting. The
current scope of the Draft Recommendation consists
of the following six items:

1. Define basic concepts associated with NGN

identity management.

2. Determine an identity management framework
(the framework must be applicable to all NGN
entities) based on the functional requirements
and architecture of the NGN.

3. Assess security threats and vulnerabilities asso-
ciated with identity management in the NGN
environment.

4. Develop a reliability model for identity manage-
ment in the NGN environment.

5. Define assurance targets and conditions for NGN
identity management.

6. Discuss the many contributions already submit-
ted and clarify the functions required to ensure
cyber security and important infrastructure.

Three basic existing identity management technol-
ogy specifications were consulted:

(1) ITU-T Recommendation X.1141 (OASIS

SAML v2.0) covering single sign-on technolo-

gy,
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ITU-T authorizes the formation special focus
groups (FGs) to concentrate attention on and speed
up deliberations on especially important themes. For
example, the NGN was one such important theme and
was closely investigated during the study period of
the FG NGN. Similarly, FG IPTV is currently study-
ing Internet protocol television. A Focus Group on
Identity Management (FG IdM) was formed in
December 2006 under SG17 (the Study Group
charged with considering issues related to security,
language, and telecom software). The target range of
ID management is so extensive that delimiting the
scope is extremely important. For example, depend-
ing on how one defines a network (NGN, Internet,
mobile networks, or a combination of these networks)
or the range of ID management (does it encompass
network subscribers, Web service accounts, RFID
(radio frequency identification), and so on?), there
could be an enormous number of problematic issues
in delimiting the scope. The FG IdM is thus busily
engaged in exchanging views with groups working
on related issues within ITU-T and existing standard-
ization groups outside ITU-T, making comparisons
with legacy technologies, analyzing gaps, and draw-
ing up use cases and requirements documents.

8. Conclusions

This article summarized recent NGN security-
related standardization work by focusing on docu-
ments pertaining to security in NGN Release 1 and
reviewing recent identity management initiatives.
Based on extensive discussions on common interna-
tional standards among carriers—including NTT—
and vendors from around the world, work on Release
1 has been completed. Meanwhile, Release 2 is in the
planning stage. In addition to ID management, it will
also address IPTV, full mobility, and other security-
related issues. Leveraging its expertise in advanced
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security technologies cultivated through pioneering References
work in the broadband environment, NTT Research
Laboratories will continue its active involvement in (11 N. Morita, H. Imanaka, O. Kamatani, T. Ohba, and K. Tanida, “Over-
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