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Abstract

NTT Group takes countermeasures against electromagnetic compatibility (EMC) problems in order to
ensure that networks and services are highly reliable and secure. This article introduces recent activities
for information security against electromagnetic emissions and for the immunity of telecommunication
facilities based on the application of EMC technology.

1. Introduction

NTT Group takes countermeasures against electro-
magnetic compatibility (EMC) problems in order to
ensure that the network infrastructure and communi-
cation services that run on it are highly reliable and
secure. It regulates the EMC conditions of telecom-
munication equipment and terminal equipment by
means of “NTT Internal Standards for EMC” and
“NTT-TRs for EMC” for procurement (TR: technical
requirements) and regulates test methods and limits
for testing emissions, immunity, and overvoltage [1].
In EMC research, it has been reported that in some
cases information technology equipment (ITE) such
as personal computers leaks information via unin-
tended electromagnetic waves radiated mainly from
displays [2]. NTT R&D is investigating countermeas-
ures against information leakage problems like this
based on the use of EMC technologies.

NTT Group released “Promoting NTT Group’s
Medium-Term Management Strategy” in November
2005. It shows a “Roadmap for building the next-gen-
eration network (NGN)” and “Development plan of
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ubiquitous broadband services” [3]. We are aiming to
enable 20 million subscribers to use innovative ubiq-
uitous broadband services very safely and securely by
promoting rapid progress of the optical access net-
work and IP-based services by 2010 (IP: Internet
protocol).

The NGN is expected to provide connectivity any-
time and anywhere (fixed mobile convergence) and
various application services combining telephony,
Internet access, and video distribution (triple play)
and to stimulate the development of new broadband
businesses (ubiquitous broadband services) such as
video conferencing, telemedicine, and electronic
numbering of products and documents using radio
frequency identification (RFID). NGN service has
been running successfully since its start in March
2008 [4].

Although information and communications tech-
nology (ICT) has improved the quality and conven-
ience of people’s lives, maintaining the information
security of broadband networks that are opened for
the Internet is becoming a big problem these days.
Social problems on the Internet, such as spoofing,
illegal access (intrusion), falsification, information
exploitation, and tapping, are becoming serious. Any-
one could suffer from these threats if no countermeas-
ures against them were taken. Telecommunication
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Fig. 1. Threats to information security against electromagnetic emissions and to immunity.

carriers can take countermeasures against these risks
on their networks [5]. Against this backdrop of social
problems, on April 2006, the Information Security
Conference for Telecommunications (ISeCT) was
established and Information Security Management
Guidelines for Telecommunications (ISM-TG) were
enacted [6]. However, because network terminals like
personal computers (PCs) in particular are owned by
users and they are used under various circumstances,
we think that it will be difficult to keep security
against intentional exploitation of information. Infor-
mation security against electromagnetic radiation
from electronic apparatus and protection against mal-
functions caused by malicious exposure by high-
power electromagnetic radiation (HPEM) are called
information security against electromagnetic emis-
sions and immunity. “Security Guidelines relating to
Electromagnetic Emission and Immunity Outline”
were established by the Information Security Tech-
nology study group in 2003. These guidelines regu-
late countermeasures and testing methods for elec-
tronic apparatus [2].

As a telecommunication carrier, NTT is focusing
on ITE such as telecommunication equipment
installed in telecommunications buildings and the
access network and terminal equipment like note-
book PCs which are highly mobile and bought on the
open market. We are also studying information secu-
rity against electromagnetic radiation from telecom-
munication equipment and protection against its
malfunction due to HPEM. This article introduces
these information security activities aimed at provid-
ing telecommunication services safely and securely.
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2. Information security against electromagnetic
emissions and immunity

Here, we assume that there are two main threats to
information security from electromagnetic emissions
and to immunity (Fig. 1).

(1) Leakage of information by electromagnetic
emissions

Information is obtained from weak electromagnetic
radiation from telecommunication equipment
(including terminals).

(2) Malicious attacks on immunity by high-power
electromagnetic waves

Malfunctions or system crashes are caused by mali-
cious exposure to HPEM.

The dangers of information leakage by electromag-
netic emissions include (1) unintentional emanations
conveying image information emitted from the dis-
plays of information technology equipment, such as
PCs, and from laser printers, IC cards, and card read-
ers and (2) exploitation of information in databases
handled by servers at public key infrastructure (PKI)
centers and financial data centers. It has been reported
that even if the level of such electromagnetic radia-
tion is below the limits regulated by the Voluntary
Control Council for Interference by Information
Technology Equipment (VCCI), information can be
obtained from the weak signals at some distance [7],
[8].

As threats of malicious HPEM attacks on immuni-
ty, we consider the intentional irradiation of telecom-
munication equipment by HPEM from high-power
transmitters, such as intentionally altered radio trans-
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mitters and radars (radio detection and ranging),
microwave ovens, high-voltage apparatus for self-
defense (e.g., tasers), and surge generators for test-
ing.

As a first step toward countermeasures against
these electromagnetic information security problems,
NTT has developed the iDC shielded vault (iDC:
Internet data center) as a high-security electromag-
netic-radiation-shielded room [9]. The appearance of
the iDC shielded vault is shown in Fig. 2. The vault is
based on 19-inch cabinet racks, which are common in
data centers and server rooms. It can withstand an
earthquake intensity of 6 on the Japanese seven-point
seismic scale without collapsing. A simple metal
panel joining method produces an electromagnetic
radiation shielded room that has a shielding factor of
50 dB or more, while being light and inexpensive.
Including the construction cost, it can be made for a
cost ranging from 1/2 to 1/5 of the cost of existing
methods. The number of racks can be changed to
accommodate changes in the number of machines,
which ensures easy expandability—something that
has previously been difficult for shielded rooms. The
double-door construction guarantees that rack doors
can be opened and closed while maintaining higher
shielding performance than previous room facilities.
That construction also prevents electromagnetic leak-
age and electromagnetic attacks during maintenance
work. A security cabin (private room) can also be cre-
ated by adding locks.

As a second step, we have developed an active
device to protect information displayed on a PC
against eavesdropping (Fig. 3) [10]. We need to
develop countermeasures appropriate for the user’s
circumstances because it is difficult to prevent the
leakage of electromagnetic radiation in the case of
ITE with man-machine interfaces like notebook PCs.
Our device is directly connected to the video display
connector of a PC and it picks up the video signals to
regenerate the dot clock signal. This dot clock signal
is modulated to actively generate masking signals
that are fed to the PC and to the video display termi-
nal. These masking signals prevent others from
eavesdropping on leaking signals. This device is
much more effective for a wide frequency band and
for mobile applications than the shielding technique
because we can install the countermeasures at the
source of leakage signals without having to tune it to
the characteristics of the target PC.

L
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Fig. 2. Appearance of iDC shielded vault.

3. Standardization activities for
information security against electromagnetic
emission and immunity

X.1051 produced by ITU-T SG17 (ITU-T: Interna-
tional Telecommunication Union, Telecommunica-
tion Standardization Sector; SG: Study Group)
received consent as ITU-T standardization in 2004.
This is a global recommendation in the telecommuni-
cation and information industries about how to man-
age information security in facilities and infrastruc-
ture such as telecommunication and data centers [11].
It is based on ISO/IEC17799, which was established
as a practical standard for information security man-
agement in the electrical and electronics fields in
2000. In Japan, “Information Security Management
System Guidelines for Telecommunications (ISMS-
TG)” were published by a study group organized by
the Ministry of Internal Affairs and Communications
in 2006. ITU-T SGS5 is promoting the standardization
of practical testing and countermeasures as the SG5
K.sec series in information security against electro-
magnetic emissions and immunity.

In the general meeting of ITU-T SGS in Geneva in
February 2008, the draft recommendation “Applica-
tion of requirements against high-altitude electro-
magnetic pulse (HEMP) to telecommunication sys-
tems” underwent technical discussion and it is sched-
uled to receive consent this year. The topic continues
to be discussed as a draft of K.hpem: “Application of
requirements against HPEM to telecommunication
systems”’[12], the draft of K.sec: “Guide for the appli-
cation of electromagnetic security requirements” and
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the draft of K.leakage: “Test method and require-
ments against information leak through unintentional
EM emission”, aiming to receive consent by 2010. In
addition, K.secmiti: “Test method and requirements
against information leak through unintentional EM
emission” will be discussed in SG5 from now. The
Telecommunication Technology Committee (TTC)
of Japan aims to standardize that recommendation in
Japan.

NTT Group is also trying to make guidelines for
information security against electromagnetic emis-
sions and immunity that comply with the ITU-T
standard.

4. Conclusion

This article introduced activities for information
security against electromagnetic radiation from tele-
communication facilities. It would appear that infor-
mation security against electromagnetic radiation is
becoming more and more important as one aspect of
information security management in the general
sense. NTT Group is trying to improve the perfor-
mance of countermeasure and evaluation technolo-
gies and to promote standardization in order to offer
telecommunication services safely and securely.
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