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1.   Need for electromagnetic security

Information security is becoming increasingly 
important as we progress towards the information 
society. Rather than being just for financial systems, 
information security must now be considered in the 
construction of all data centers and communication 
facilities that operate authentication systems and con-
form to information management specifications. 
Physical security and electromagnetic security are 
often mentioned in information security specifica-
tions, as shown in Fig. 1. So far, however, no techni-
cal guidelines have been included. Furthermore, 
electromagnetic compatibility (EMC) specifications 
for data communication equipment in ordinary envi-
ronments are being finalized in international and 
national specifications, and existing specifications 
are being applied. Those specifications, however, 
give permissible values for electromagnetic radiation 
(EMR) and EMR tolerance in ordinary usage envi-
ronments; they do not cover the use of EMR in attacks 
or eavesdropping by malicious third parties.

Given this situation, we are getting involved in stan-
dardization activities in order to be able to provide 
safe and secure services to our clients by clarifying 
technical requirements, assessing risk, and taking 
necessary measures regarding EMR and EMR toler-

ance and information security. These activities are 
part of the research and development conducted in the 
Strategic Information and Communications R&D 
Promotion Programme (SCOPE) of the Ministry of 
Internal Affairs and Communications (MIC) in 
2007.

In this article, we describe the topics of information 
security specifications that relate to security issues 
arising from EMR, explain how EMR security is 
positioned within information security, and identify 
the trends in EMR security standardization in Japan 
and abroad.

2.   Information security specifications and EMC

General information security specifications include 
the well-known ISO/IEC 2700� [�] and ISO/IEC 
27002 (�7799) [2] published by the International 
Electrotechnical Commission (IEC) as the informa-
tion security management system (ISMS) and ISO/
IEC �5408 [3] information technology security eval-
uation criteria (ITSEC) and common criteria specifi-
cations. 

The ISMS specifications are derived from BSI 
(British Standards Institution) BS7799 specifications 
and are equivalent to ITU-T (International Telecom-
munication Union, Telecommunication Standardiza-
tion Sector) Recommendation X.�05� [4] in the field 
of telecommunication. These are information security 
management system specifications, and they are also 
being applied as an ISMS-compatibility evaluation 
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system [5] in Japan. This management approach uses 
the plan-do-check-act cycle and refers to information 
system security management guidelines for enter-
prises and organizations. A feature of this standard is 
emphasis on operation and management regarding 
security in a sense broader than computers and net-
works: it provides a management method for assess-
ing and coping with risk. In those specifications, 
EMR-related security is treated as part of physical 
security (theft, fire, water damage, etc.). References 
to EMR security include “An environment that mini-
mizes damage from strong EMR must be constructed. 
If necessary, EMR shielding or other such measures 
shall be implemented.” in X.�05� and “The environ-
ment shall be managed to minimize the risk of infor-
mation leaks by radio-frequency emissions.” in ISO/
IEC 27002 (�7799). 

The approach in Japan is that “The party responsi-
ble for information system security shall institute 
measures for information leaks by EMR with respect 
to information systems that handle confidential infor-
mation.” as reflected in the Unified Standards for 
Information Security in Government Organizations 
(December 2005 version (first full published ver-
sion)), for example. The handbook for that document 

mentions “This is an item for taking measures against 
the risk of information leaks by EMR emitted by dis-
play cables, etc. Specifically, the use of filters to 
reduce EMR is raised.” For telecommunication, 
MIC’s “Registration and Specification of Measures 
Against Data Communication Network Security and 
Reliability” (November �4, 2000) specifies that com-
munication carriers are responsible for “taking mea-
sures to reduce EMR or to mask leaked EMR so that 
important data does not leak from the computers that 
control network functions.” 

In this kind of information security management, 
there is much mention of EMR security, and attention 
to information leaks in particular is advised.

Common criteria, on the other hand, are informa-
tion security evaluation criteria. They are an interna-
tional standard for security products (hardware or 
software) and for the development and construction 
of systems and their operation. They define the secu-
rity function requirements for communication devic-
es and other such security devices and they guarantee 
requirements for their implementation. Without these 
definitions, a device cannot be called secure for any 
given level of security. ISO/IEC �5408 provides the 
basis for such indexes of security. 
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Fig. 1.   Information security and electromagnetic (EM) security. 
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Currently, the concept of ISO/IEC �5408 is also 
being applied in the procurement of products for the 
electronic government project in Japan. Procurement 
is restricted to vendors that create a security target 
that satisfies ISO/IEC �5408. 

In FIPS-�40-2 [6], which are security specifications 
for encryption equipment published by the National 
Institute of Standards and Technology (NIST) of the 
USA, FCC Part �5 describes the need for general 
EMC specifications for measures against uninten-
tional radiation. The FIPS-�40-2 FAQ (frequently 
asked questions and answers) published by NIST will 
be supplemented after information about robustness 
against intentional radiation has been obtained from 
EMC experts, and ultimately, side-channel attacks 
and other encryption-breaking techniques that use 
EMR will also become topics [7]. 

Thus, information security management systems 
are required to implement EMR security risk evalua-
tion and countermeasures. There is a need, however, 
for standardization of technical requirements for 
actual implementation of risk evaluation and counter-
measures, as shown in Fig. 2, rather than reference to 
EMR security specifications that are to be described 
later. 

3.   Trends in EMR security standardization

3.1   Terminology of EMR security
EMC technicians researching and developing coun-

termeasures against EMR-induced malfunctions of 
electronic devices and damage to devices caused by 
electrical surges, etc. are intimately familiar with the 

vulnerability of electronic devices to EMR and this 
research has a long history. There are three broad 
classes of EMR for security purposes: emissions 
from nuclear explosions, intentional strong EMR, 
and information leaks via EMR. Matters related to 
international EMR are being standardized in the IEC 
SC77C specifications and ITU-T SG5 Recommenda-
tions, in which we are also participating. The stan-
dards and Recommendations use various abbrevia-
tions and terms of their own, so there is some confu-
sion in the terminology. Below, we explain some key 
terms. 

The effect of strong EMR from a high-altitude 
nuclear explosion on devices and systems is called 
nuclear electromagnetic pulse (NEMP) or high-alti-
tude electromagnetic pulse (HEMP). 

The effects of strong EMR and intentional radiation 
are referred to as high-power EMR (HPEM), high-
power electromagnetic (HPM), or intentional electro-
magnetic interference (IEMI). Information leaks via 
undesired EMR from electronic devices, which can 
reveal information displayed on a personal computer 
screen, keystroke information, or data sent to a print-
er, are most often referred to as TEMPEST. In the 
glossary of RFC (Request for Comments) 2828 pub-
lished by IETF (Internet Engineering Task Force), 
TEMPEST is defined as “a nickname for specifica-
tions and standards for limiting the strength of elec-
tromagnetic emanations from electrical and elec-
tronic equipment and thus reducing vulnerability to 
eavesdropping. This term originated in the U.S. 
Department of Defense.” Another recommended term 
is emanation, which is defined as “a signal (electro-

• What information can be learned from unintended EMR?
• What is the range of effects from strong incoming EMR?

• EMR vulnerabilities?
• Extent of emissions from equipment?
• How much attenuation from buildings?

• Cost of countermeasures?
• Value of information or equipment to be protected?

• Technology?
• Ease of acquisition?
• Equipment cost?
• Frequency (Hz) and signal strength (dB) of the EMR?

• Is there lightning protection?
• What degree of shielding is needed?
• What filtering is needed?
• Can it be dealt with by redundancy?

Know the value of the information

Know the threat of the other party

Know your own vulnerability

Decide on means of protection

Decide on extent of protection

Fig. 2.   Electromagnetic security risk assessment.
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magnetic, acoustic, or other medium) that is emitted 
by a system (through radiation or conductance) as a 
consequence (i.e., byproduct) of its operation, and 
that may contain information (see TEMPEST)”. It is 
also referred to as electromagnetic emanation secu-
rity (EMSEC) and emanation security (EMSEC).

3.2   Trends in international standards
IEC discussion of HEMP ended with SC77C, the 

publication of which was completed in 2003. Since 
2004, documents related to HPEM have appeared in 
succession. ITU-T SG5 has been discussing matters 
relating to EMR security since the 2005–2008 ses-
sion, and many draft Recommendations have been 
submitted. Below, we describe the trends and main 
content of these international specifications [8]. 

3.2.1   IEC standards
IEC SC77C has gone furthest in standardization 

related to EMR security. Existing specifications 
related to HEMP and HPEM are described in Tables 
1 and 2, respectively. As we see from Table �, most of 
the documents related to HEMP have been made into 
standards. The specifications for consumer systems 
are complete and standardization for HPEM is cur-
rently moving forward. The divisions of the IEC 

6�000 series are Part �: Requirements, Part 2: Envi-
ronment, Part 4: Testing and Measurement, Part 5: 
Installation Guidelines, and Part 6: Other. The HEMP 
specifications are also divided in the same way.

At least the following three documents are need for 
testing device tolerance to HEMP. IEC 6�000-4-25 
specifies HEMP immunity testing methods, IEC6�00-
2-��, as shown in Table 3, indicates building and 
enclosure protection levels, and IEC 6�000-6-6 
specifies the testing that accords with those levels. 
Examples of immunity levels at enclosure ports are 
given in Table 4. The pulse testing described in �.� is 
peculiar to HEMP, and the testing level decreases 
according to the shielding characteristics of the pro-
tection level. The electrostatic testing described in 
�.2, on the other hand, tests a phenomenon that is not 
caused by HEMP, so it is specified as a constant value 
for all protection levels. Documents 6�000-2-9 and 
6�000-4-25 specify various testing waveforms, but 
6�000-6-6 describes only the pulse testing of �.� as a 
HEMP-specific test. We believe that is because EMC 
testing and compatibility are made clear in other IEC 
documents. This pulse test is a special test. Document 
6�000-4-32 introduces a test site for it and indicates 
that testing can be performed even without test devic-
es.

Table 1.   IEC SC77C existing specifications related to HEMP.

Document number

61000-1-3

61000-2-9

61000-2-10

61000-2-11

61000-4-23

61000-4-24

61000-4-25

61000-4-32

61000-5-3

61000-5-4

61000-5-5

61000-5-7

61000-6-6

Title

The Effects of High-Altitude EMP (HEMP) on Civil Equipment and Systems – First Edition

Section 9: Description of HEMP Environment – Radiated Disturbance Basic EMC Publication First Edition

Description of HEMP Environment – Conducted Disturbance – First Edition 

Classification of HEMP Environments – First Edition

Test Methods for Protective Devices for HEMP and Other Radiated Disturbances – First Edition 

Test Methods for Protective Devices for HEMP Conducted Disturbance Basic EMC Publication – First Edition 

HEMP Immunity Test Methods for Equipment and Systems – First Edition 

High-altitude electromagnetic pulse (HEMP) simulator compendium – First Edition

HEMP Protection Concepts – First Edition 

Immunity to HEMP – Specifications for Protective Devices Against HEMP Radiated Disturbance – Basic EMC
Publication – First Edition  

Specification of Protective Devices for HEMP Conducted Disturbance – Basic EMC Publication First Edition 

Degrees of protection provided by enclosures against electromagnetic disturbances (EM code)

HEMP immunity for indoor equipment − First Edition 

Table 2.   IEC SC77C existing specifications related to HPEM.

Document number

61000-1-5

61000-2-13

61000-4-33

Title

High power electromagnetic (HPEM) effects on civil systems

High-power electromagnetic (HPEM) environments − radiated and conducted

Measurement methods for high power transient parameters
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For the implementation of countermeasures, 6�000-
5-4 and 6�000-5-5 describe shielding, filters, and 
overvoltage protection elements in fine detail. Those 
two documents can be used by EMC technicians as 
countermeasure textbooks.

Currently, the focus of SC77C has shifted to 
HPEM, and the documentation for the overview, 
environment, and measurement methodology has 
been completed. Documentation for testing methods 
and countermeasures, etc. is planned for future work. 
In the same way as for HEMP, specifications that deal 
with only the introduction of testing sites are being 
formulated. 

3.2.2   ITU-T Recommendations
In Topic �5 of ITU-T SG5 (Study Group 5), discus-

sion on Recommendations related to EMR security in 
telecommunications began in 2005. As shown in 
Table 5, five documents are planned for publication 
as Recommendations. As described in section 2, the 

work is proceeding from the viewpoint that interme-
diate technical documents on information security 
and EMR security are needed. To enable the neces-
sary risk evaluation to be performed when imple-
menting X.�05�, which is a Recommendation on the 
management of information security, work is pro-
ceeding on K.sec as an overview of security phenom-
ena involving EMR and an introduction to Recom-
mendations that must be referred to for coping with 
that risk. Recommendations that allow various levels 
of testing and countermeasures according to the risk 
evaluation, including ordinary EMC and lightning, 
are planned. K.hemp is planned as a Recommenda-
tion that includes no new testing at all to avoid redun-
dancy with the IEC specifications. The plan is to 
gather the many IEC documents that concern HEMP 
into a single volume and compose a Recommenda-
tion for only the protection criteria and device immu-
nity levels for when countermeasures are implement-
ed. K.hpem is planned as a Recommendation that 

Table 3.   Protection concepts and definitions (IEC6100-2-11).

Concept
class

1A

1B

2A

2B

3

4

5

6

Shielding
(dB)

0

0

20

20

20

40

60

80

Filtering
(dB)

0

20

0

20

40

40

60

80

Description of protection

RF: radio frequency

Buildings or structures whose above-ground parts are constructed of wood, bricks, or concrete 
blocks and have no rebar or have large doors or windows with no clear shielding

Buildings or structures whose above-ground parts are constructed of wood, bricks, or concrete 
blocks and have no rebar or have large doors with no clear shielding, but have lightning 
protection
(unfiltered overvoltage protection)

Buildings or structures whose above-ground parts are constructed of reinforced concrete or 
buried brick

Buildings or structures whose above-ground parts are constructed of reinforced concrete or 
buried brick and have lightning protection
(unfiltered overvoltage protection)

Shielded enclosure with minimum RF shielding, typical device cabinet that has small gaps, and 
ordinary lightning protection and EMI filtering

Shielded enclosure with intermediate level of RF shielding and well-bonded at entry and exit 
points. Ordinary lightning protection and EMI filtering

Good RF shielding and protected at entry and exit points (overvoltage protection and filtering)

High-quality RF shielding and protected at entry and exit points (overvoltage protection and 
filtering)

Table 4.   Immunity levels at enclosure ports.

Test

1.1

1.2

Radiated disturbance and
electrostatic discharge

Electromagnetic pulse: 
2.5/25 ns

Electrostatic discharge

Basic
standard

IEC 61000-
4-25

IEC 61000-
4-2

Criterion
Protection concepts of  buildings

1A

B

B

50 kV/m

8 kV

1B

50 kV/m

8 kV

2

5 kV/m

8 kV

3

5 kV/m

8 kV

4

Optional 500 V/m

8 kV

5-6

Not
required

8 kV
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introduces many kinds of equipment that emits strong 
EMR, gives examples of electric field strength at 
various distances, etc. to allow risk evaluation, and 
presents the corresponding levels of countermea-
sures. International specifications concerning infor-
mation leaks are not yet complete. The first one is 
expected to be K.leakage. Many information security 
specification documents mention the leaking of infor-
mation via EMR, but it is not possible to move for-
ward with specific countermeasures because there are 
no technical guidelines. K.leakage, however, is 
planned to include measurement methods [9]–[��] 
and permissible values [�2], [�3]. Finally, K.secmiti 
is planned to be a Recommendation concerning 
methods for countering threats to EMR security.

3.2.3   Trends in Japan
There are no published domestic specifications in 

Japan. The IEC SC77C Japan National Committee 
and the EMR Security Committee of the IEE are at 
the investigative stage. On the other hand, the Infor-
mation Security Technology Study Group (IST), an 
independent organization in Japan, distributed EMR 
Security Guidelines to its members in September 
2003 and the document is currently published on its 
Web site [�3]. The document is organized as Intro-
duction (chapters � and 2), Application Scope (chap-
ter 3), Cited Specifications (chapter 4), Definitions 
(chapter 5), General Criteria (chapter 6), Criteria for 
EMR Leak Countermeasures (chapter 7), Criteria for 
Intrusive EMR (chapter 8), and Criteria for Construc-
tion Work and Design (chapter 9). Commentary � 
describes a typical model for an electronic govern-
ment system. It is currently the only document con-
cerning EMR information leaks that includes testing 
methods. 

4.   Conclusion

We have shown that information security specifica-
tions often urge the implementation of EMR security 

measures, speak of the need to treat failures caused 
by EMR as part of security, and speak of the impor-
tance of clarifying the technical criteria for evaluating 
such security risks. We have also explained the status 
of standardization activities in IEC and ITU-T.
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Table 5.   ITU-T SG5 topic 15 Recommendation schedule.

Document

K.sec

K.hemp

K.hpem

K.leakage

K.secmiti

Timing

2010

2008

2008

2009

2011

Recommendation title

Guide for the application of electromagnetic security requirements − Basic Recommendation

Application of requirements against HEMP to telecommunication systems

Application of requirements against HPEM to telecommunication systems

Test method and requirements against information leakage through unintentional EM emission

Mitigation methods against EM security threats
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