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Abstract

A joint project to develop a service platform for software as a service (SaaS) providers was launched
by NTT Communications (NTT Com), NTT DATA, and NTT on September 2, 2008. This article intro-
duces NTT Com’s approach to SaaS over the Next Generation Network (NGN).

1. Introduction

A joint project to develop a service platform for
software as a service (SaaS) providers was launched
by NTT Communications (NTT Com), NTT DATA,
and NTT on September 2, 2008. Providing SaaS over
the Next Generation Network (NGN) has many inter-
esting facets. For example, NTT Com and NTT
DATA will combine their respective strengths to
develop a SaaS-platform business, NTT Information
Sharing Platform Laboratories will provide technol-
ogy, and the features of the NGN will enhance the
SaaS functions [1]. Here, the role of NTT Com is to
provide the infrastructure-related portion of the SaaS
platform (Fig. 1). This portion, called “BizCITY for
SaaS Providers”, supports the type of business activi-
ties that SaaS providers perform.

2. Secure SaaS platform

Various communications operators and system
integrators have been providing SaaS platforms since
2007, but the strong point of the SaaS platform to be
provided by NTT Com is the provision of a secure
network environment as part of SaaS. Although SaaS
generally refers to the use of various types of applica-
tions over the Internet, companies are often reluctant
to transfer important information over the Internet
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and may prohibit the use of SaaS as a company secu-
rity policy. This is especially true in the Japanese
corporate world. Of course, there are many SaaS ser-
vices that make good use of Internet features and
many applications that find new meaning by being
used over the Internet. Nevertheless, if the data in
question includes customer information, the fact
remains that many companies will refrain from intro-
ducing SaaS if that requires use over the Internet.
Against this background, NTT Com is proposing that
SaaS be used not over the Internet but over a closed
network such as the NGN, an Internet protocol vir-
tual private network (IP-VPN), or broadband Ether-
net to achieve, in essence, a secure SaaS environ-
ment.

BizCITY for SaaS Providers is a platform that con-
nects directly to various VPN services provided by
NTT Com such as ArcstarlP-VPN, eVLAN, and
GroupVPN. It enables SaaS providers to provide
their applications in a secure network environment to
corporate end users of NTT Com VPN services. And
for corporate end users, it provides a network envi-
ronment in which SaaS applications can be used in a
seamless manner just as if the SaaS servers were
deployed inside their own company.

In a sense, this newfound ability to use SaaS appli-
cations in a safe, secure, and stress-free manner is like
opening up a bridge to a small island on which impor-
tant data is stored. This data, which could previously
be transported only by boat, can now be transferred in
person by simply walking across the bridge.
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Fig. 1.

This advantage of using SaaS over a closed network
should also apply to its use on the NGN. For this rea-
son, a study on connecting BizCITY for SaaS Provid-
ers to the NGN is now underway. However, there is
another reason why SaaS over NGN is so appealing:
the wealth of features unique to the NGN will become
available. We envision a SaaS platform that can pro-
vide a wide variety of sophisticated SaaS applications
in a safe and secure manner.

3. Extensive platform functions

In addition to gateway functions to enable applica-
tions to be provided on a VPN, the SaaS platform will
provide a server-hosting function using virtualization
technology to facilitate the provision of applications.
It will also provide hardware such as routers, fire-
walls, and load balancers, data-backup and system-
management services, and fee-collection services
that can collect application services fees additional to
NTT Com VPN services. There are also plans to add
other key functions such as user authentication, single
sign-on, and billing services (Fig. 2).

4. Mobile SaaS support

There is a growing need to use SaaS applications
outside the office via a mobile terminal. However,
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SaaS platform achieved through coordination between NTT Com and NTT DATA.

while the office side benefits from a VPN environ-
ment, an outside location in an Internet environment
may not be satisfactory to customers. Taking this into
account, NTT Com is proposing a solution called
“Secure Mobile” that enables SaaS to be used in a
closed, mobile environment without going through
the Internet (Fig. 3).

5. Applications being provided

5.1 Applications from business partners

A number of SaaS applications are already being
provided to corporate end users via BizCITY for
SaaS Providers. Three applications provided by busi-
ness partners are outlined below.
(1) Salesforce over VPN (from salesforce.com [2])

This is the VPN version of Salesforce, a well-
known name in SaaS. Salesforce over VPN is the first
service in the world that enables Salesforce products
to be used outside the Internet. It is not unusual for
Salesforce customers who place a great deal of
importance on security, such as those in the banking
business, to switch to Salesforce over VPN (Fig. 4).
(2) FoodFrontia Pro (from NEC Infrontia, Inc. [4])

FoodFrontia Pro, which targets the food-service
industry, enables systems that use point-of-sale
(POS) data to be used over VPN. It has already been
introduced in major fast-food chains and has received
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* Provides platform services for partners that enable secure and stable provision of SaaS on a VPN.
¢ Provides corporate users with secure and ubiquitous access to diverse applications.
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Secure Mobile enables SaaS applications to be used securely via a Web browser on a mobile phone or
PHS device. It enables safe and convenient use of SaaS applications anytime and anywhere.

Feature 1: Enables secure use of applications from a mobile phone (browser phone).
Feature 2: Enables various types of authentication functions to be selected such as MCOP

authentication and PC authentication in addition to individual IDs and passwords.
Feature 3: Provides safe connection formats without going through the Internet.
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high praise (Fig. 5).
(3) Multipoint connection server for high-definition
videoconferencing system (from Polycom Japan
[5D
This application places the customer’s center server
for videoconferencing on NTT Com’s SaaS platform,
enabling a stable connection environment on a VPN
and efficient maintenance services (Fig. 6).
In addition, studies are now in progress on collabo-
rating with some of the many software vendors that
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exist today. Our plan at NTT Com is to release new
applications for the SaaS platform in an ongoing
fashion. There is a lot to look forward to in this
regard.

5.2 Applications from NTT Com

BizCITY for SaaS Providers includes several appli-
cations provided by NTT Com itself. Some of them
are outlined below.
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(1) VPN Security

This is a security service that enables security mea-
sures for in-house personal computers (PCs) to be
deployed via a VPN. Two examples of such measures
are PC Patrol and Quarantine Network.
(2) VPN Storage

This service enables online storage to be used
within a VPN. It facilitates the backing up of file serv-
ers in a secure manner and the safe transfer of large
files.
(3) Secure ICT over VPN

This service provides a variety of security measures
for connecting to the Internet from a corporate envi-
ronment with one-stop support (ICT: information and
communications technology).
(4) Secure Email over VPN

This service provides functions like virus checking,
spam filtering, and email archiving.
(5) Managed Security

This service provides security functions such as log
monitoring via NTT Com’s Security Operation Cen-
ter.

6. Joint activities with M1JS

NTT Com recently announced that it will be con-
ducting SaaS technology trials together with the
Made in Japan Software Consortium (MIJS), which
consists of 27 leading domestic software vendors. Of
these 27 member companies, 13 will participate in

these trials, which will begin with the verification of
application operation and VPN connectivity on the
BizCITY for SaaS Providers platform and will con-
tinue with the verification of platform functions such
as virtual servers and single sign-on. Once the results
have been analyzed and fed back to the development
team, sales trials to corporate end users will begin.

7. Future developments

Preparations are also being made to form collabora-
tive relationships with a variety of application provid-
ers. We expect a number of new applications designed
for provision on BizCITY for SaaS Providers to be
announced shortly. A diverse range of applications
should make this SaaS platform increasingly attrac-
tive. We aim to achieve an environment in which an
NTT Com VPN service user can access any applica-
tion in a secure manner over his or her own VPN for
areasonable monthly fee (7000 yen, about $US75 per
company). NTT Com plans to put a great deal of
effort into the field of SaaS over NGN so that the
abovementioned new business areas and existing
VPN services can progress in a mutually beneficial
cycle.
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