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Abstract

We introduce ways in which information and communications technology (ICT) can be used for risk
management and business continuity management and mention NTT Group initiatives in this area. Infor-
mation is an important key to risk management, and ICT is a potentially useful and important tool for all
types of users and organizations for improving the efficiency, speed, and accuracy of responses.

1. Introduction

1.1 Risks

When the new influenza of 2009 (Swine Flu) broke
out, measures such as prohibiting international and
domestic business travel and increasing the use of
conference calls and videoconferencing were insti-
tuted across most organizations and these measures
affected business operations. When the recent missile
launch from North Korea occurred, issues such as
emergency notification to residents and local govern-
ments were also raised as concerns by Japanese citi-
zens. Japan also faces the threat of natural disasters,
such as the Iwate-Miyagi Nairiku earthquake in June
2008 and the heavy rain in the Chugoku and Northern
Kyushu regions in July 2009 [1]. Thus, Japan is sur-
rounded by various risks and, in 2009 in particular,
there was a real sense and awareness of this down to
the personal, individual level.

1.2 Market trends in risk management and busi-
ness continuity management

The Japanese government is continuously promot-

ing the sharing of disaster prevention information

across organizations, spanning all the way down to
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cooperation with local governments to help build a
better assessment of the extent of damage in times of
disaster and to promote cooperation among rescue
agencies [2]. It is also promoting initiatives such as
the J-ALERT national warning system, which can
transmit emergency warnings to residents instantly,
the use of an emergency earthquake alert system, and
the enrichment of other information provided to resi-
dents, such as weather reports, water-level data, and
flooding information [3].

Local governments are also making progress in
completing a wired and wireless, dual-mode commu-
nications system for conveying prompt and accurate
emergency information to residents. However, due to
severe regional financial conditions in recent years,
there is demand for highly cost-effective systems and
services that can use existing resources (communica-
tions infrastructure etc.) and be used in normal condi-
tions as well as in emergency conditions. A system
that can provide enhanced evacuation-support and
better information-transmission for people requiring
assistance during a disaster is also being established
[4].

In national and local governments, agencies have
received the “Central Government Business Continu-
ity Guidelines, Edition 17 (Cabinet Office, June
2007) and they are creating and publishing their own
business continuity plans (BCPs). The Ministry of
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Fig. 1. BCM cycle and examples of NTT Group solutions.

Internal Affairs and Communications has also created
guidelines for the information and communications
technology (ICT) departments in local administra-
tions in case of a major earthquake [5], which should
help accelerate concrete initiatives.

In industry, a 2008 survey of the state of BCP devel-
opment found that about 80% of enterprises (mainly
listed companies) had either completed or were in the
process of creating a BCP (compared with 50% in
2006) [6]. The new influenza pandemic (Swine Flu)
in 2009 is one factor that makes it even more impor-
tant to improve BCP measures. However, a shortage
of personnel for business continuity management
(BCM) initiatives and budget shortages for counter-
measures are being recognized as hindrances [6] to
BCM promotion, so ICT solutions that improve effi-
ciency and reduce costs are desirable.

2. NTT Group’s ICT-based BCM solutions

2.1 Overview
With the market trends described above, ICT has
already permeated our society and become an essen-
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tial part of life and business, so analysis in the area of
how to apply ICT for BCM and risk management is
very important. There are two perspectives for using
ICT during emergency and normal times to minimize
the degree of damage and increase the ability to
recover business activities after an incident occurs.
(1) Making ICT environments more robust: Mainly
preparatory measures with facilities, system and
application redundancy, backup measures, etc.
(2) Using ICT as a tool: Gathering and sharing
information both in normal and emergency
times, accelerating response activities after an
incident has occurred, and increasing efficiency
and accuracy.

The requirements for deciding an organizational
BCP and building a BCM system are increasing, not
only from the viewpoint of the menace of natural
disasters, but also from that of the requirements of
stakeholders such as trading partners and compliance
with BCP decision-making guidelines. ICT use areas
in the BCM cycle as well as examples of solutions in
these areas provided by the NTT Group are shown in
Fig. 1.



Special Feature

Office (remote site)

Internal ICT
environment Ny

Examples of ICT tools for
communication and collaboration

Hikari Soft Phone | MobileConnect | MagicConnect

Videophone and high-

sound-quality telephone via

personal computers

(NTT EAST, NTT WEST)

Examples of NTT
Group solutions

Communications
infrastructure able to gather
scattered locations together
safely and securely

(NTT EAST, NTT WEST) __

)

Secure remote access, Simple & safe VPN
safety checking, broadcast connection and remote
notification through SaaS desktop with a single USB

(NTT Communications) key

Biz Communicator

Communication tool set
including web-based
meetings and secure
remote desktop

(NTT Communications)

(NTTIT)

4
Measures that must be handled
beforehand as management issues
C

Introduce teleworking system
available on a daily basis

Make work
processes visible

Use the latest
ICT solutions

NGN: Next Generation Network  USB: universal serial bus
SNS: social network system VPN: virtual private network

Fig. 2. Example of ICT use during a pandemic.

When an incident occurs, risk management infor-
mation such as the state of damage is gathered, and
after this information has been shared with and ana-
lyzed by relevant key persons, decisions are made
regarding proposed responses and communicated to
residents, employees, and staff. ICT can be a useful
tool for supporting this chain of events ((2) in Fig. 1).
It is also necessary to build a communications infra-
structure capable of supporting this cycle in all cases
and to ensure that this environment is always avail-
able and robust against faults ((1) in Fig. 1).

On the other hand, in addition to ICT system coun-
termeasures, human system countermeasures for
executing business processes are also essential for
comprehensive BCM. In the NTT Group, we are also
providing consulting services covering management
strategies and business process environments for our
customers from the viewpoint of our awareness of the
importance of reflecting these issues in efficient ICT
strategies and practical countermeasures (harmoniza-

tion of human and ICT systems).

2.2 Example of ICT use during a pandemic

An example of using ICT to improve business con-
tinuity in the case of a pandemic such as a new influ-
enza virus is shown in Fig. 2. In a pandemic, the focus
of damage is on people, so countermeasures to pre-
vent direct contact between people are taken to con-
trol the spread of the infection. ICT can play a major
role in promoting remote communication and col-
laboration (mainly the communication/collaboration
infrastructure in Fig. 1). Teleworking, using technolo-
gies such as thin clients, is effective at reducing con-
tact at the office, while remote communication such
as videoconferencing and web-based meetings can
help reduce the need for business trips. A secure net-
work environment is essential for implementing these
measures. Considering that absence from the office
could be high, cloud-computing services (such as
software as a service (SaaS)) can also be effective at
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enabling human and physical resources to be accessed
from outside an organization.

On the other hand, when implementing measures
like teleworking, there may be concern regarding
weaker information security and governance, ques-
tions about cost effectiveness, and feelings of alien-
ation or cultural barriers due to insufficient face-to-
face communication among employees or between
employees and customers. Thus, it is vital that man-
agers introduce the teleworking system for use in
normal times and not just during emergencies to help
establish it and improve cost effectiveness with the
latest ICT solutions taking into consideration aspects
such as enriching the work-life balance and reducing
the environmental impact.

3. NTT R&D initiatives

The Disaster Prevention Produce Team of the NTT
R&D Planning Department is working mainly on the
following initiatives in the risk management and
disaster prevention field.

(1) Decision making and execution of business and
technical development policy for risk manage-
ment and disaster prevention.

(2) Forming a bridge between research and develop-
ment (R&D) technology and real business, feed-
ing back market and user needs to the R&D
department, and developing new markets based
on the seeds created by R&D.

The main directions of technical development for
expansion of NTT business are in support of R&D for
ICT use addressing the needs of users as presented at
the beginning of this article at the national govern-
ment, local government, and enterprise levels by
enriching the sharing and distribution of information
(national government), improving information con-
veyed to residents, sharing disaster prevention infor-
mation, and supporting those requiring assistance
during a disaster (local government), business conti-
nuity support (enterprise).

Below, we introduce technology for improving the
transmission of information from local governments
to residents and estimating damage to enrich disaster-
prevention information, as well as initiatives for cre-
ating new services for sharing disaster-prevention
information within and between organizations on the
basis of these technologies.

3.1 Disaster prevention information transmission

control system
Thus far, government radio broadcasts have been
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used to distribute disaster prevention and rescue
information from local governments to residents.
However, improvements such as changing from ana-
log radio to digital formats and integrating the emer-
gency broadcast systems of municipalities that have
merged require a huge amount of investment for local
governments. Because of this, NTT has developed a
disaster-prevention information-transmission control
system as a means of complementing or replacing
these government broadcast systems [7].

This system can distribute disaster-prevention
information from local governments to residents via
a variety of networks, including existing assets such
as local governments’ own fiber-optic networks, the
Internet, and mobile phone networks, and a variety of
terminals such as outdoor loudspeakers, mobile
phones, and touch-panel-operation terminals (Fig. 3).
In this way, the cost of facilities for local govern-
ments can be controlled, while the likelihood of get-
ting the required information to citizens is increased.
The system supports the delivery of the same infor-
mation to various different terminals via a single
operation, which improves the speed and certainty of
information transmission and strengthens its gover-
nance. The system does not require all of the net-
works and terminals shown in Fig. 3 to be used, so
they can be introduced gradually, and the system can
be expanded taking into consideration local govern-
ment plans for disaster prevention, computerization,
financing, and investment.

At NTT, we have performed demonstrations to
verify the system’s effectiveness on a real network in
cooperation with NTT EAST and Iwamizawa City in
Hokkaido. In FY2008, we tested the distribution of
disaster information linked with the digital terrestrial
television broadcasting system, including One-Seg
(one-segment) mobile TV. We have also linked with
products from various NTT Group companies (e.g.,
NTT DOCOMO'’s early warning service Area Mail
[8]) to secure a variety of transmission methods,
which has significantly improved synergy within the
NTT Group.

3.2 Lightning strike prediction technology and
disaster-information distribution & sharing
through SaaS

If it is possible to predict a disaster ahead of time,
countermeasures can be taken beforehand, enabling
real reductions in the amount of damage. Weather
forecasting has long been representative of this type
of disaster forecasting. At NTT Laboratories, we have
developed an online lightning-prediction technology
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Fig. 4. SaaS mash-up service providing lightning prediction technology and disaster-prevention information.
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based on image processing and statistical analysis of
radar imaging and other information published by the
Meteorological Agency (Fig. 4). Damage due to
lightning strikes, such as injury to personnel, power
outages, and damage to electrical equipment from
power surges, can have a bad effect on business con-
tinuity. Electrical companies have services that pro-
vide recent past data after lightning strikes, but our
technology makes it possible to take preventative
measures before a lightning strike by providing users
with lightning hazard data in combination with light-
ning prediction and location data. For example,
industries that use outdoor equipment can adjust
work plans and personnel assignments for outdoor
work, which will help to reduce damage and improve
business continuity.

We are also studying a SaaS service that combines
the above lightning prediction information together
with other free and paid-for disaster-prevention infor-
mation and provides it to users in a mash-up with a
mapping application (Fig. 4). In doing so, we are hop-
ing to verify the effectiveness of geographic informa-
tion systems (GISs) for disaster countermeasures and
recovery efforts [9]. By offering GIS functions with
the electronic map and disaster prevention informa-
tion through networks, we hope to free users from
system management tasks such as map updates and
provide a low-cost service through the benefits of
scale.

4. Future plans

The NTT Group will continue to promote research,
development, and business using ICT to provide con-
nections that work even in times of emergency, trans-
mitting information and supporting required activi-
ties. In technical development, we are using the
disaster prevention information transmission control
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system described in this article and studying methods
for providing information (content, time, etc.) that is
closely related to rescue activities for residents and
those requiring assistance during a disaster. We are
also promoting R&D of ICT technologies to support
the presentation of resources for managerial decision-
making, drafting countermeasures, and directing
employee activities. Finally, we are promoting the
development of technology for analyzing imagery
from monitoring cameras to automatically detect
disaster indicators and phenomena and support early
detection of disasters and ensure that damage is not
overlooked when natural disasters such as landslides
or floods occur. The NTT Group will continue to
promote initiatives toward a safe and secure society
by exploiting ICT.
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