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Abstract

This article outlines our research and development of secure information sharing platform technology
for the safe and reliable sharing of information in information technology systems and introduces a
prototype system for an e-government platform.

1. Introduction
In recent years, information and communications
technology (ICT) systems have increasingly come to
be used in a variety of fields that affect our daily lives.
Such systems require a mechanism for sharing information in a safe and reliable manner. In response to
this need, we have been researching and developing
secure information sharing platform technology to
prevent information tampering and information leakage to unintended parties. Our secure information
sharing platform technology consists of three components: scalable secure file sharing [1], information
access control, and virtual smart card technologies
(Fig. 1).
1.1 Scalable secure file sharing technology
This enables large electronic files to be transferred
safely and reliably. In addition to data encryption
using the Camellia cipher [2] and user/server mutual
authentication by the public key infrastructure (PKI)
scheme, it supports the issuing of delivery certificates
in conjunction with a timestamping authority so that
the user can confirm delivery of an electronic file to
the intended party. Also included is a mechanism for
resuming file transfer in the event of an interruption
due to network faults or other problems.
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1.2 Information access control technology
This controls who can perform what operations on
information on the server. Here, who can be indicated
by specifying a particular individual or a certain relationship with the information owner. And operations
refers to viewing, editing, or performing other actions
on that information. For example, for information
belonging to Mr. A, typical settings would let Mr. A’s
family view that information but allow only Mr. A
himself to edit it. Access rights may be set beforehand
or later while viewing the information, for example.
In addition, the permissible operations for a certain
user can be chosen to be dependent on the authentication method used. For example, authentication by a
smart card would allow the user to edit the information, but authentication by only an ID/password
method would only allow the user to view the information.
1.3 Virtual smart card technology
This provides smart card functions on a server in a
virtual manner. A smart card can perform various
kinds of processing for the user when accessing an
information system. For example, it can create a
digital signature for the user or compute the user’s
balance after a product has been purchased. Achieving some or all of such smart card functions on a
server enables the burden of providing those functions to be divided flexibly between the server and
actual smart cards. This should help reduce the comNTT Technical Review
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Fig. 1. Secure information sharing platform technology.

plexity of functions required on smart cards and simplify the issuing and distribution of smart cards.
Furthermore, as the user’s key-pair is highly confidential information, the virtual smart card technology
stores that information in a hardware security module
to prevent tampering. This technology also allows
applications to be added to the virtual smart card on
the server as needed in a similar manner to that in
actual multi-application smart cards.
2. Application to e-government
The idea behind e-government is to make the work
of government more efficient and provide government services that are truly easy for the public to use
through administrative mechanisms that use ICT. The
need for e-government is becoming increasingly
apparent, but there are a number of issues that need to
be resolved before it can be truly realized. In this
regard, we have studied the application of secure
information sharing platform technology to the field
of e-government and consider that the following
issues need to be addressed for e-government implementation to be solved (Fig. 2).
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2.1 Issue 1: Safe sharing of personal information
In e-government, a government institution must be
able to deliver information pertaining to a certain
person to that person in a secure manner. At the same
time, a member of the public may wish to submit an
application of some kind to a government institution.
Performing such tasks safely over the network
requires, for example, document-encryption and
mutual-authentication technologies. In addition, the
transfer of critical information requires a delivery
certification function to enable the user to confirm
that the information has indeed been delivered to the
other party. To meet these requirements, we can consider the use of scalable secure file sharing technology, as described above. This can provide safe and
reliable information transfer, and, if combined with
virtual smart card technology, it can provide a high
level of security by performing authentication and
data encryption using the user’s key-pair without the
need to distribute high-performance smart cards
equipped with PKI functions to users.
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2.2 I ssue 2: Appropriate control of access to personal information
In e-government, there are situations in which
information related to a certain person on a server
needs to be read or edited by someone other than that
person. For example, a doctor may need to check a
patient’s health-insurance information or medicalexam history and a parent may wish to submit an
application to a government institution on behalf of
his or her child who is still a minor. In such situations,
we can consider the use of information access control
technology. This allows systematic control of who is
allowed to do what to information concerning a certain individual. In this way, the abovementioned situations can be handled in e-government.
2.3 I ssue 3: Diverse access terminals and user
authentication methods
This issue relates to the likelihood of people wishing to access e-government services using various
types of terminals and forms of access, which will
have to be supported by the system. For example, we
can imagine people using personal computers, mobile
handsets, television sets, and terminals in public locations. We can also expect user authentication methods
to be just as diverse: an ID/password method, mobile
handset ID, smart card, and so on.
The smart card is commonly used as a device distributed to users for personal-authentication and digital-signature purposes, but looking forward, there
will no doubt be a need for access to e-government
services from terminals that cannot be equipped with


a smart card reader/writer. In response to this need,
we can use virtual smart card technology to create a
system that allows e-government services to be
received even without the use of physical smart
cards.
Furthermore, as e-government continues to progress and a wide range of public and private services
comes to be provided, the pressure on smart cards to
become even more sophisticated and the complexity
of smart card issuance and distribution may become a
problem. We expect virtual smart card technology to
be an effective means of avoiding this problem.
3. Prototype system
On the basis of the study described above, we
developed a prototype system for an e-government
platform as a system that applies secure information
sharing platform technology to the field of e-government. As schematically shown in Fig. 3, this system
consists of five subsystems: the core, virtual smart
card, authentication processing, and portal sections
and the information-holding institution.
3.1 Core section
As the heart of the system, this section interacts
with the other subsystems and controls various processes. Using scalable secure file sharing technology,
it safely and reliably exchanges information with the
information-holding institution (see section 3.5). The
core section is also connected to a database for storing information received from the information-holdNTT Technical Review
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Fig. 3. Schematic of prototype for e-Government platform.

ing institution. This storage area is divided into sections, one for each user, and information access control technology is used to achieve detailed control of
access to information stored in this database.
3.2 Virtual smart card section
This section uses virtual smart card technology to
achieve smart card functions on a server. This section
includes a hardware security module for storing
users’ secret keys. It receives successful user authentication results from the authentication processing
section (section 3.3), generates digital signatures, and
performs document decryption and other processes
using the user’s secret key.

markup language (XML) documents) sent from the
information-holding institution for the user and displays that information to the user. It also has a function for accepting user applications destined for the
information-holding institution. After receiving successful user-authentication results from the authentication processing section, the portal section presents
the information to the user.
3.5 Information-holding institution
This corresponds to the system of government institutions for holding information pertaining to each
citizen. It uses scalable secure file sharing technology
to exchange information with the core section.

3.3 Authentication processing section
This section performs user authentication. It supports two authentication methods: ID/password and
smart card. Using the security assertion markup language (SAML) mechanism, it passes authentication
results to the portal section (section 3.4) and the virtual smart card section.

Using the prototype system described above, we
executed the following three process flows on actual
equipment and verified that the countermeasures for
the three issues described in the previous section
could be achieved (Fig. 4).

3.4 Portal section
The portal section formats information (extensible

4.1 Viewing
In this process, the user views his or her personal

Vol. 8 No. 6 June 2010

4. Process-flow verification
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information held by the information-holding institution. That information can be stored in the user’s own
data-storage area in the core section as needed.

is needed to attach the digital signature.

4.2 Confidential messaging
In this process, the information-holding institution
sends information about a particular user to that user.
That information is encrypted using the user’s public
key and cannot be decrypted by anyone other than the
user. To decrypt the information, this process requires
the user’s secret key, which is stored in the user’s
actual smart card or virtual smart card section on the
server. The information can be stored in the user’s
own data-storage area in the core section as needed.

This article described a study on applying secure
information sharing platform technology to the field
of e-government and reported on the development of
a prototype system for an e-government platform. In
future research, we plan to use this system to investigate the scaling up of the system and backup operations and for developing techniques and systems
applicable to real-life operations. We also plan to
investigate the application of this technology to fields
other than e-government.

4.3 Confidential application
In this process, the user sends application information to the information-holding institution. The application information includes a digital signature generated using the user’s secret key that enables any
tampering with the content of the application to be
detected. The user’s secret key, which is stored in the
user’s actual smart card or virtual smart card section,
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