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1.   Introduction

It is great to produce easy-to-read manuals that 
guide users without confusing them, applications that 
provide an enjoyable experience, and operating 
manuals that significantly minimize the possibility of 
human errors. How can we achieve these goals? 

One of the criteria used for evaluating products and 
services is the quality of experience (QoE) [1]. Users 
have various feelings when they use products and 
services such as being happy or bored. When the feel-
ing is positive, the QoE of the product or service is 
considered to be high. Two products with the same set 
of functions may have quite different sales volumes 
because of differences in their QoEs.

The QoE of a product or service is determined not 
only by the experience of using it but also by the pur-
chasing process, packaging, and manual. In particu-
lar, user experience from opening a product’s pack-
age to its first use (called the out-of-box experience) 
affects the QoE significantly. Making this experience 
smooth and pleasant increases the QoE and decreases 
user support costs [2].

Usability is the concept of how easy-to-use and 
user-friendly a product or service is. Nielsen, one of 
the masters of usability studies, defines the elements 
of usability as learnability, efficiency, memorability, 
errors, and satisfaction [3]. Steps needed to improve 
the QoE and usability include analyzing users’ 
thoughts and behaviors, identifying problems and 
their causes (evaluation), and consequently improv-
ing the design (improvement).

Network maintenance technicians use well-struc-
tured operation manuals that include a lot of know-
how gleaned from a long history of consideration. 
The manuals help to reduce human error. To reduce 
the error even more, we can utilize knowledge dis-
cerned through cognitive science. For example, by 
measuring the cognitive load (number of items that a 
technician must take care of at the same time) in each 
step of the operation, we can identify operations that 
require too much attention. In this case, the two steps 
of evaluation and improvement, are important.

Human-centered design is a design philosophy 
focusing on human thinking and behavior [4], [5]. 
This concept can be applied to improve various busi-
ness procedures as well as the usability and QoE of 
products and services.

The ICT Design Center (IDeC) of NTT Cyber 
Solutions Laboratories is striving to create user-
friendly information and communications technology 
(ICT) services by utilizing various techniques of 
human-centered design and cognitive psychology. 
This article reviews human-centered design and 
briefly introduces IDeC’s activities. More details of 
specific activities are given in the other Feature Arti-
cles on this theme.

2.   Human-centered design

It is essential to know human characteristics in 
order to use the human-centered design process 
(Table 1). For example, knowing the user’s behavior 
and the underlying psychology in depth is important 
in order to respond appropriately when a user claims 
that a service or product is hard to use.

The general procedure of human-centered design is 
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shown in Fig. 1. The first step is to identify the prob-
lems in existing products and services or in early-
phase prototypes. For this purpose, user behavior 
observations and interviews targeting usability are 
commonly performed. Once the problems have been 
identified, the designers think of solutions and a pro-
totype is made. Next, the prototype is evaluated and it 
is determined whether or not the problems have been 
solved. If the results are unsatisfactory, the designers 
must return to the solution-creation step and make a 
new prototype (repeating the design cycle).

The choice of evaluation methods used in the prob-
lem-identification and prototype-evaluation phases is 
important. In human-centered design, it is fundamen-
tal to study and analyze user behaviors and the 
thoughts behind them precisely.

The human-centered design methodology has been 
developed most actively in the design areas of home 
appliances and office equipment. It can be applied to 
various work process improvements. For example, 
replacing “existing products and services” in Fig. 1 
with “network troubleshooting procedure” yields the 
following process: first, observe a network technician 
trying to fix a problem with an existing operation 
manual; it is then possible to improve the identifica-
tion of problems and points in the procedure, improve 
the manual, and improve the manual’s evaluation. 
The important point is to trace the technician’s 
thoughts step by step in order to identify what caused 
the problem.

3.   Methods for studying and analyzing  
human behaviors and thoughts

Many methods have been proposed for studying 
and analyzing the behaviors and thoughts of people 
using products and services. It is important to choose 
the one best suited to the purpose of the analysis [6], 
[7]. This section briefly introduces some of the meth-

ods. Note that the users who participate in the study 
and analysis are called subjects here.

3.1   �Research and analysis methods for problem-
identification phase

Imagine that you have a vague feeling that the QoE 
or usability of a product or service needs to be 
improved (perhaps on the basis of user feedback that 
it is hard to use), but you do not know what the real 
problems are or where they lie. In such cases, you 
first need to identify the real problems and their fun-
damental causes. This is called the problem-identifi-
cation phase.
(1)	 Observation

Observation is a powerful tool for finding the prob-
lems and causes of poor usability in products and 
services. If possible, you can record such scenes on 
video and analyze them in detail afterwards to get 

Human attributes

Perception

Cognition

Body

Emotion

Explanation

Sight, hearing, touch, etc.

Comprehending things, e.g., understanding that
clicking a button on a web page loads and displays
another page

The structure and size of the human body, e.g.,
finger size

Emotion from the experience of using a product or
service: fun to use or not

Examples of problems in human interface

Display is too small, bad audio quality, slippery knobs.

A button on a web page may not be well recognized as
a button if the design is done poorly. 

A button on a control panel is hard to press if it is too
small compared with the size of the finger tip.

The design of the product is unfriendly or unattractive.

Table 1.   Human characteristics.

Existing products and services

Identification of problems and their causes

Evaluation

Implementation

Improvement of ideas and prototype creation

Initial design

Fig. 1.   Procedure of human-centered design.
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better results. To analyze a subject’s thoughts directly, 
we sometimes ask the subject to say what he or she is 
thinking at each moment (speak aloud method). 
Observation is done either at an actual place of use or 
in a usability lab. An example of a usability lab is 
shown in Fig. 2; here, the task was to evaluate the 
manual for setting up an IPTV (Internet protocol tele-
vision). Observational methods allow us to find prob-
lems that are hidden in the subject’s unconscious 
behavior.
(2)	 Interviews and questionnaires

Interviews and questionnaires are commonly used 
in usability testing to identify problems and their 
causes. It is easy to find superficial problems by a 
simple analysis of the results. However, to find funda-
mental and hidden causes of the problems, it is neces-
sary to analyze in depth the interview scripts and the 
free descriptions submitted as questionnaire results.

For example, using the grounded theory approach, 
we first break scripts down into sentences and words 
and then find the relationship among them. Thus, we 
can comprehend the transitions in the subjects’ 
thoughts at a deep level and find the fundamental 
causes of the problems.
(3)	 Evaluation by usability specialists

Usability specialists perform a heuristic evaluation 
using a checklist that consists of known and common 
causes of misunderstanding, misdirection, and 
misoperation. This method is mainly used in the early 
phase of prototyping to identify superficial problems 
with usability.

3.2   �Research and analysis methods for evaluating 
prototypes

Once the problems have been identified and you 
come up with a solution, you then need to evaluate its 
effectiveness. When you have multiple solution can-
didates, you need to measure the effectiveness of each 
solution to choose the best one. In these cases, quan-
titative evaluation methods are used.
(1)	 Subjective evaluation

Subjects grade the usability and performance using 
multiple levels (e.g., five) to grade characteristics 
such as response speed.
(2)	 Objective evaluation

Subjects perform tasks using an improved target 
product or service. By measuring the task’s success 
rate and the time taken to complete the task, we can 
quantitatively compare the effectiveness of different 
improvements. The quantitative data are processed by 
using statistical methods. For example, when we per-
formed subjective tests on two interface design candi-
dates, one candidate had a slightly higher average 
score than the other. To determine whether the former 
candidate is really better, we can use the t-test (a com-
monly used statistical method) to take into account 
the number of subjects and the dispersion of the 
data.

4.   IDeC activities

IDeC is studying the methodologies needed to 
implement the human-centered design concept and 
improve the QoE of the products and services of the 
NTT Group and to improve the group’s work 

Camera to capture line of vision
Experimental room

Monitoring room

Researcher

Manual: the target for the evaluation

Subject

One-way window

Monitor

Target equipment for
the task

Fig. 2.   Configuration of usability lab.
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processes (Fig. 3). Its main activities are to provide 
solutions and support for common problems in the 
NTT Group and to provide consultation for specific 
problems in work places. For the former purpose, it 
studies common problems in the diverse areas cov-
ered by NTT and provides solutions. Some examples 
of such solutions are popularization through the use 
of universal design for web applications (web acces-
sibility) and a tool for checking this and related con-
sultation and producing design guidelines for various 
human-machine interfaces [9]. IDeC provides con-
sultation to resolve specific QoE problems, improve 
usability, and reduce human error. For example, one 
project aimed to improve the user manual for home 
gateway replacement, as described in the third article 
in this set of Feature Articles [10].

5.   Concluding remarks

The Feature Articles on this first theme introduce 
the concept of human-centered design and the direc-
tion of NTT’s research and describes four examples 
of the application of human-centered design. The 
authors hope that these examples will let readers bet-
ter comprehend the human-centered design concept 
with a view to applying it to their own ongoing or 
future development projects.

The ultimate goal of IDeC is to reach a state where 
the human-centered design process and techniques 
are commonly used in every region of the ICT indus-
try. In 1999, an international standard for human-cen-
tered design was established [11]. Unfortunately, the 
current human-centered design processes and tech-

niques are not very easy for beginners to utilize effec-
tively and get desired results. In particular, there are 
few examples of their use in ICT.

IDeC continues to contribute by developing human-
centered design methodologies suitable for ICT busi-
nesses and by expanding their deployment in the 
business sectors to support QoE enhancement activi-
ties.
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1.   Introduction

Japan is becoming an aged society and more and 
more elderly people are now using the Internet. 
Moreover, a huge number of people are using per-
sonal computers and the Internet, including disabled 
people. Therefore, it has become increasingly impor-
tant that everyone can use web content to acquire 
information, regardless of age or disability. This char-
acteristic is called web accessibility.

To reveal the characteristics of web content, let us 
compare web content and newspapers. With a news-
paper, people who feel that the text and photographs 
are too small may use a magnifying glass to enlarge 
them. However, totally blind people cannot read the 
text in a newspaper and need someone else to read it 
for them. With web content, on the other hand, it is 
impossible to obtain information without using some 
sort of information and communications technology 
(ICT) such as a web browser on an electronic device. 
Moreover, people accessing web content can use their 
own preferred device and browser, and the range that 
must be supported is quite large. 

Blind people can use screen-reading software that 
utilizes a synthesized voice to read out web content, 
as shown in Fig. 1, and obtain information for them-
selves without relying on other people. This advan-
tage is a huge feature of web content. In addition, 
information in the web content can be converted into 

various presentation formats besides voice. Content 
can also be displayed on mobile phones and can be 
converted into braille for presentation on braille 
devices. Text can be resized or displayed in a high-
contrast mode (reverse video) for people who find 
screens too bright. People who have trouble using a 
mouse can use input methods that have been tailored 
for them. 

In this way, one web page can be accessed from 
various different types of devices. An important con-
cept is that web content can be converted into the 
optimal form for each person using it and that it can 
be changed. With a newspaper, one would probably 
have to enlarge the text and make a special issue 
intended for elderly people, in the same way that 
some books are available in a large-print edition. 
However, with a web design intended for elderly 
people, it is not necessary to enlarge the text before-
hand; it is enough to have a web design that allows 
text to be resized without causing problems.

It should be noted, however, that this conversion 
needs to be done skillfully; otherwise, problems 
related to web accessibility can occur. Some specific 
examples are listed in Table 1. Various different sce-
narios can be considered for the use of web content, 
such as information being converted into voice, text 
being displayed, and text being enlarged and dis-
played. In each of these cases, problems occur, as 
indicated by these examples. In addition, since a 
completely blind person cannot use a mouse to con-
trol an ICT device because he or she cannot see the 
cursor on the screen, it is also necessary to have a web 
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design that can be operated by keyboard alone. A 
design that supports keyboard operation can also 
accommodate various other types of input device. 

Web accessibility problems related to color occur 
not only when information is being conveyed by 
voice, but also when it is printed out on a mono-
chrome printer or when the user has color vision 
deficiencies. Web designs should consider such prob-
lems.

2.   Standardization of web accessibility

Guidelines that summarize how best to produce 
web designs have recently been created and standard-

ized in order to address web accessibility problems. 
The guidelines that are currently used globally are the 
Web Content Accessibility Guidelines (WCAG) 2.0 
recommended by the World Wide Web Consortium 
(W3C) [1]. WCAG 2.0 has been incorporated into 
standards and legislation in many countries and has 
become a worldwide standard.

WCAG 2.0 has also been adopted in Japan, and JIS 
X 8341-3 (JIS: Japanese Industrial Standards) was 
revised accordingly in August 2010 [2]. This standard 
has two main features: (1) the criteria are explicit, so 
it is possible to test whether a criterion has been satis-
fied and (2) there is no dependence on specific coding 
techniques such as HTML (hypertext markup 

Voice browser

Monochrome printerMobile terminals

High contrast function

Input methods
other than mouse

Festival
announcement

Braille display

Web content

Content enlargement
on screen

Web browser

Fig. 1.   Web accessibility and various types of ICT equipment.

Situation

Conversion of
information to voice

Problem

Because there is no text representation of an image, there is nothing that
can be read out, so the image’s meaning cannot be understood.

Solution

Provide a text description of an image
(text alternative).

Conversion of
information to voice

When the synthetic voice reads out “red text indicates the current stock
prices”, no one can understand which of the spoken numbers were red.

Refer to text in a non-visual manner, i.e.,
without referring to its color.

Conversion of
information to voice

Because the information in a table is read out in the order given in the
source code, the spoken order is unsuitable and difficult to understand: 
“time, location, 11 o’clock, Yokosuka”.

Arrange information in an order that is
understandable when read out such as
“time, 11 o’ clock, location, Yokosuka”.

Display of text It is difficult to read white text against a light-yellow background. Use color combinations for text and
background that provide enough contrast.

Resizing of text Enlarging the text size may result in a heading overlapping the body text,
making the text difficult to read.

Ensure that text does not overlap when
enlarged.

Keyboard operation If a user uses the tab key to select a part, the focus is trapped within that
part.

Enable the focus in a web page to be
moved by keyboard operation.

Table 1.   Specific examples of web accessibility problems.
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language).
The first feature of JIS X 8341-3 is testability. 

Among the examples in Table 1 is the problem of low 
contrast between the text color and background color, 
which makes the text difficult to read. More specifi-
cally, what level of contrast would be sufficient? A 
formula for calculating contrast is included in JIS X 
8341-3, with the criterion being that the result must 
be at least 4.5:1. Such a criterion is clear, so we can 
perform an objective test for accessibility. 

The second feature is that specific web techniques 
are not mentioned in the standard. If web techniques 
were to be mentioned in detail in the standard, the 
standard would be unable to keep pace with technical 
advances. The main part of the standard is in terms 
that can be used even if web techniques progress fur-
ther, and users can refer to related technical docu-
mentation for specific techniques. 

W3C has been set up to ensure that web designers 
can respond to advances in web techniques by creat-
ing and updating the related technical documentation. 
JIS X 8341-3 also refers to the technical documenta-
tion related to WCAG 2.0. The technical reference 
materials to be used along with the JIS standard, such 
as Japanese translations of WCAG 2.0-related techni-
cal documentation, are maintained by the Web Acces-
sibility Infrastructure Committee (WAIC) of the Info-
communication Access Council [3].

3.   Web accessibility evaluation technology

To create a web design that considers web accessi-
bility, it is necessary to determine whether there is a 
problem with accessibility and, if so, to adjust the 
design. Technology for investigating whether or not 
there is a problem with a web design from the view-
point of accessibility is called web accessibility 
evaluation technology. We are deepening our under-
standing of JIS X 8341-3 by participating in WAIC 
activities and have been working on the research and 
development of evaluation technology based on JIS X 
8341-3. We have worked on the development of 
evaluation tools in the past [4], [5], but have changed 
the evaluation details in line with JIS revisions. We 
have developed an evaluation procedure manual that 
summarizes the evaluation procedure using the most 
recent evaluation tool, which promotes automatic 
evaluations and confirmations, to enable people who 
are not particularly familiar with accessibility to per-
form evaluations simply.

The relationship between the evaluation procedure 
manual and the evaluation tool is shown in Fig. 2. The 
manual’s evaluation items include automatic-evalua-
tion items, which can be evaluated automatically by 
the evaluation tool according to rules, and confirma-
tion-required items that require human judgment and 
correction of the tool’s rule-based evaluation. For 
example, if a text description is attached to an image 

Automatic-evaluation
items

JIS
 X 8341-3 Confirmation-needed

items

Evaluation procedure manual

Web content

Ok

Evaluation procedure for
confirmation-needed items
requiring human judgment

No good

Evaluator

Indication of points
needing confirmation

Results are shown
in various formats.

Evaluation rules

HTML CSS

Evaluation tool

Rule 1

Rule 2

Rule 3

Fig. 2.   Relationship between evaluation procedure manual and evaluation tool.
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(text alternative), what the image represents cannot 
be determined mechanically, although the evaluation 
tool points out which element need to be evaluated. In 
such a case, a person (evaluator) must compare and 
judge the image and the text alternative with refer-
ence to the manual. If the text alternative “photograph 
of the sea” is attached to a photograph of mountains, 
the text alternative does not reflect the contents of the 
image, so it is judged not to satisfy the JIS criterion.

The evaluation procedure and judgment criteria are 
written in detail in the evaluation procedure manual. 
In addition, a table format is used to enable viewing 
of evaluation rules at a glance. The evaluation rules 
can be sorted or filtered, and ease of use during evalu-
ation has been considered.

The evaluation tool is installed on a server and can 
be used as a web application. Thus, a feature of this 
system is that it is unnecessary to install the software 
locally and it is immediately available for use. If the 
URL (uniform resource locator) of the web page to be 
evaluated is input into the evaluation tool, the web 
page’s HTML files and CSS (cascading style sheets) 
files are evaluated according to the evaluation rules.

The tool’s evaluation rules were created from the 
JIS-based evaluation rules in the evaluation proce-
dure manual. The evaluation results are displayed as 
one of three categories (compliant, noncompliant, or 
confirmation-required) for each HTML element. 
Compliant and noncompliant elements are ones 
where the corresponding JIS criteria are or are not 
satisfied, respectively. Confirmation-required ele-
ments are ones that must be checked by a human 
evaluator and either confirmed or corrected. 

The evaluation tool displays the results in various 
different formats. A score display giving a summary 

of the evaluation results, the number of extracted ele-
ments corresponding to evaluation rules, and the 
extraction elements within the HTML source code 
are highlighted and displayed in red frames within the 
window displaying the web page. The evaluator can 
evaluate an image’s text alternative by comparing the 
image displayed on the screen with the text alterna-
tive displayed in the source code. A comment page is 
also provided for each evaluation rule. By referring to 
the comment pages, a user can gain a deeper under-
standing of the accessibility.

Our web accessibility evaluation technology is 
designed for the assumed usage scenario illustrated in 
Fig. 3. A web provider such as an autonomous entity 
asks a development director in an NTT Group com-
pany to construct a JIS-compliant website. The devel-
opment director tells the web creator to use NTT’s 
web accessibility evaluation manual and tool in order 
to achieve JIS compliance because it enables even 
web creators who are unfamiliar with accessibility to 
create accessibility-friendly pages and learn about 
accessibility at the same time. This web accessibility 
evaluation technology is used both during web con-
tent creation and during the checking phase after 
content creation but before delivery to the web pro-
vider. We consider that this should be helpful in the 
production of web content that considers accessibili-
ty.

4.   Conclusion

The two main reasons that web accessibility is not 
spreading are a lack of knowledge of methods for 
considering web accessibility and the cost of web 
accessibility evaluation. Evaluation by humans takes 

(6) Delivery and
      systems integration

Evaluation toolEvaluation procedure manual

(4) Website creation

(2) Instruction to achieve
      JIS compliance

(1) Request to build a website
      that is JIS-compliant.

(5) Evaluation before delivery
      to ensure JIS compliance

Website provider Website development director Website creator

(3) Evaluation during
      site construction

Fig. 3.   Example of using web accessibility evaluation technologies.
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time and requires specialist knowledge. In user-cen-
tered design, we follow a cycle of observing and 
interviewing evaluators and then making improve-
ments on the basis of those results and reviewing 
ways of making the evaluation process more effi-
cient.

At the same time, we must expand our awareness of 
web accessibility to make it commonplace to con-
sider it instead of refusing to consider it because of 
the evaluation cost. We participate in the activities of 
the Japan Web Accessibility Consortium (a non-
profit organization) and are working towards promot-
ing JIS-based web accessibility [6]. We will also 
continue our research and development of web acces-
sibility evaluation technology in order to create a 
society in which everyone can enjoy the advantages 
of networks. 
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1.   Introduction

The population of Japan is aging rapidly. The num-
ber of adults over the age of 65 (senior citizens) is 
currently more than 22% of the total population and 
this figure is expected to exceed 30% by 2025 [1] 
(Fig. 1). In comparison with younger people, senior 
citizens include more people with failing health. 
Most senior citizens are losing their motor, percep-
tual, and cognitive functions because of aging, so 
they are becoming unable to do things that they could 
do in the past or they make more mistakes. The 
effects of these factors are limiting the range of their 
activities and hindering their everyday lives. 

Support through information and communications 
technology (ICT) services is considered an attractive 
way of assisting in the lives and activities of senior 
citizens. The NTT Group is currently planning ser-
vices such as community revitalization and shopping 
assistance, using tablet-style terminals that can make 
use of optical fiber services in a simple manner. How-
ever, ICT service utilization has more barriers for 
senior citizens than for younger people.

2.   The importance of design studies for  
ICT services intended for senior citizens

ICT services have interactive interfaces that require 
the user to perform some sort of action in most cases. 
The user must recognize the status of the system and 
perform some kind of operation in order to make the 
system perform the desired function. When senior 
citizens utilize ICT services, they can find them dif-
ficult to use, owing to either their aging or their lim-
ited experience and knowledge. Such difficulties also 
depend on the sort of user interface provided by the 
service. It is therefore important to provide a sophis-
ticated user interface designed taking account of 
aging and limited experience and knowledge in order 
to make the service easy to use by senior citizens. 

There are a number of guidelines related to user 
interface design, such as the Introduction to Apple 
Human Interface Guidelines and the Windows User 
Experience Interaction Guidelines. However, not 
much research has been done on designs that treat 
problems that are specific to senior citizens. 

A number of tips have been proposed to create 
designs intended for senior citizens. However, it is 
difficult to create a truly effective design if only 
incomplete information such as “it would be better if 
the text were larger” is available. It is sometimes 
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unclear why small text is unsuitable or what sort of 
problems would be avoided by making it larger. The 
visual functions of senior citizens deteriorate with 
age, making it difficult for them to read small charac-
ters, but font size is not the only factor influencing 
readability: another is font contrast. If the original 
combination of font and background colors is poor, 
simply increasing the font size will not solve the 
problem. 

Investigations of user interfaces should not attempt 
to correct interfaces that are problematical by simply 
tweaking their appearance; it is critical to determine 
the true causes of the problems, which involve the 
user’s cognitive-behavioral processing abilities. This 
recommended approach to design requirements will 
reduce problems in the most effective manner.

3.   Problems faced by senior citizens  
in web utilization

Below, we present some problems that often occur 
when senior citizens utilize the web. We also intro-
duce the characteristics of senior citizens that cause 
such problems.

3.1   �Problems caused by lack of experience or 
knowledge

The experience and knowledge necessary for using 
ICT equipment includes the terminology and general 
ideas necessary for using services as well as experi-
ence with operating similar equipment. Here, we 

introduce two problems related to terminology and 
operable objects. 
3.1.1   Terminology

We must be cautious about utilizing terminology 
that is not used much in everyday life, or which is 
used to refer to a different concept. For example, 
there have been cases in which “Help” was inter-
preted as “Rescue me!” and the user did not imagine 
that it would open a page containing guidance. More-
over, “Home” was interpreted as “one’s residence”, 
and the user envisioned that it contained information 
about the household. In particular, many senior citi-
zens are unfamiliar with many terms written in 
katakana characters. Designers should confirm that 
katakana terms will be well understood before using 
them.
3.1.2   Operable objects

Most web page contain many links, but many users 
who are not experienced with web operation do not 
know which objects can be selected. In addition, 
there have been many cases in which senior citizens 
with knowledge of selectable objects failed to apply 
their knowledge and so failed to access the links that 
were available. Senior citizens are particularly inex-
perienced with text links, so they often fail to notice 
links that are not underlined or ones that differ only 
slightly in design from ordinary text. In one case, 
when options were rather far apart, as shown in 
Fig. 2, radio buttons or checkboxes were perceived as 
just circles or squares and thus overlooked. 

An experienced user can recognize selectable 
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Fig. 1.   Population trend for those aged 65 and over.
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objects by moving the mouse pointer to hover over 
different objects in the hope of triggering a change in 
appearance such as a change in color. Many users 
who are inexperienced at operating a personal com-
puter (PC), however, have not acquired such identifi-
cation methods and are uncertain of such input opera-
tions. Therefore, it is important to create a design in 
which selectable locations can be found intuitively, 
without pointer movement being required. 

Moreover, it has been observed that users who have 
little experience with input operations by keyboard, 
remote control, or touch panel can experience many 
problems with key or button inputs. Errors include 
inaccurate object selection or excessively long press-
ing. These findings show that the designer must make 
operations simple and also widen the permissible 
range of timing and selection areas. 

The problems that we have introduced above were 
taken from current case examples related to senior 
citizens. Even younger people, who have a lot of 
experience with PCs and games machines, will 
become senior citizens in 20–30 years and they can 
also be expected to suffer aging-related problems 
with new technologies of that time.

3.2   Problems arising from aging characteristics
Aging refers to the tendency for functions such as 

perception, cognition, and motility to deteriorate with 
age. In this section, we introduce readability as a 
problem caused by the deterioration in perceptual 
functions and also failure to notice and coping with 
the unexpected as problems caused by the deteriora-
tion in cognitive functions.
3.2.1   Readability

The eyesight of senior citizens deteriorates with 
age, for various reasons. About 80% of Japanese 
people in their 60s have cataracts. When eyesight 
deteriorates, a variety of symptoms occur, such as 
details becoming difficult to see, colors taking on a 
yellowish tinge, and the visual field narrowing. For 
example, a white-and-orange color scheme will be 
perceived by senior citizens as having an overall yel-
low tinge and also poor contrast, resulting in it having 
reduced readability. For that reason, it is necessary to 
consider readability in detail even in user interface 
design. Various methods of coping are being consid-
ered, such as increasing size and spacing and increas-
ing contrast. It should be noted, however, that increas-
ing the size too much will make the surrounding 
information difficult to identify. 
3.2.2   Failure to notice

Failure to notice desired information even though it 
has been provided is a problem that is often observed, 
particularly in senior citizens. It is said that senior 
citizens have fewer processing resources* [2]. These 
include the attention function, which directs attention 
to information needed to achieve an objective without 
being distracted by unnecessary information, and the 
working memory, which selects the necessary infor-
mation and holds it temporarily. 

Many case examples involving senior citizens have 
been gathered. A highly visible area attracts their 
concentration to the exclusion of other areas [3]. In 
addition, if a large amount of information is presented 
all at once, they might be unable to process all of it 
owing to weak working memory. As countermea-
sures, there are methods of reducing the amount of 
information by visually gathering similar pieces of 
information into a chunk. 

If there is a change in only one part of a page con-
taining a lot of information, a senior citizen may be 
unable to notice the change because a paucity of pro-
cessing resources. Many case examples have been 
observed. For example, in the example shown in 
Fig. 3, when a certain category is selected, subcatego-
ries appear immediately below it slightly indented. 

*	 Processing resources: The finite amount of mental energy that is 
shared between information retention and cognitive processing. 

Since the options are some 
distance apart, the circle at the
head of each option was not 
recognized as a radio button.

Fig. 2.   �Example of design in which radio buttons are 
overlooked.
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However, some users did not notice the subcategories 
[4]. Designers of web pages intended for senior citi-
zens must consider making parts that change more 
obvious in order to attract attention. 

In addition, senior citizens often overlook informa-
tion that cannot be seen without scrolling, which is 
thought to be due to insufficient allocation of atten-
tion. For senior citizens, information should be acces-
sible without operations such as scrolling as far as 
possible. And if scrolling is unavoidable, it must be 
made as intuitive as possible. 
3.2.3   Coping with the unexpected

Senior citizens are often observed to be unable to 
cope with unexpected situations. These problems 
occur when details that differ from anticipated ones 
are displayed, unknown terminology is used, or the 
next operation is not readily apparent. Calmly judg-
ing the situation, flexibly changing earlier strategies, 
and solving problems require advanced cognitive 
processing abilities such as situational judgment, 
problem solving, and mental flexibility. However, 
these abilities are thought to deteriorate with age. 

In particular, senior citizens get confused when a 
motion they made unwittingly is recognized by the 
system as an input and an unexpected change occurs. 
We have observed many problems in experiments 
that examined the use of the iPad. When users touched 
the touch panel with the palm of the hand or with the 
hand being used to hold the terminal or when the 
finger moved while touching the panel, the action was 
misrecognized as a flick. Such errors are due to weak-
ened control of the fingertips due to deterioration of 
the motor functions or due to inadvertent contact 
caused by a poor sense of touch—something that is 
difficult for a senior citizen to notice. These problems 
have been observed to be particularly common among 

senior citizens.

4.   ICT service design taking into  
account aging characteristics

In the previous sections, we examined problems 
observed in senior citizens when utilizing the web 
and introduced relevant characteristics of senior citi-
zens. Besides understanding the characteristics of 
senior citizens, user interface designers should also 
know what problems that these characteristics will 
cause.

Solutions can be found for most of the problems 
caused by perceptional characteristics such as experi-
ence, knowledge, or readability, by understanding 
their relationships with design requirements and con-
sidering individual design elements. In some cases, 
however, a direct solution might lead to a different 
problem. The design needs to proceed with an inte-
grated viewpoint.

5.   Conclusion

Senior citizens have various characteristics and 
needs, so it is not possible to simply lump them all 
together by age. Various other factors are thought to 
be involved, such as health, lifestyle, experience, and 
knowledge. In the service design, it is difficult to 
accommodate all senior citizens with a single 
approach: one must target characteristics and needs 
under specific conditions. It will be necessary to 
study whether senior citizens can be classified. 

In addition, low service acceptability may result 
from a reluctance to allow senior citizens a preview of 
ICT services before they are launched. Acceptability 
is related to factors such as prejudice against using 

Users did not notice that 
subcategories (with gray background) 
appeared when the category “キッチン
用品 (Kitchen goods)” was selected. 

Fig. 3.   Example of design in which the existence of lower levels is overlooked.
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ICT equipment or the degree of concordance between 
the service and the needs. In the future, we will also 
investigate ICT service acceptability to senior citi-
zens in order to promote the introduction and contin-
ued usage of ICT services.
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1.   Introduction

With a greater variety of home appliances being 
connected to the network, consumers are faced with 
the daunting task of setting them all up by themselves 
[1]. Therefore, simplifying this task and providing 
easy-to-understand manuals to users, especially nov-
ice users, are essential tasks for the NTT Group. 
Since most manuals are currently paper-based ones, 
this was our focus.

The ICT Design Center has been helping compa-
nies in the NTT Group to improve router setup manu-
als in order to develop guidelines for the creation of 
user-friendly manuals (ICT: information and com-
munications technology). We have conducted many 
usability studies in which we gave different setup 
manuals to novices and observed their actions. Unless 
we exercise considerable thought and ingenuity in 
designing the manuals, users are sure to run into some 
trouble. For example, they are commonly tripped up 
when the equipment illustrated in the manual does 
not look exactly the same as the equipment they actu-
ally have in front of them. They are also troubled by 
technical jargon that they cannot understand. Further-
more, users sometimes feel overwhelmed and give up 
before they even start, or they may plow through the 
manual and end up skipping over some key informa-
tion.

On the basis of these usability studies, we have 
made many incremental design improvements and 
have accumulated essential techniques to reduce the 
trouble that would otherwise plague users. We have 
focused on designing a one-sheet manual that places 
all crucial information on a single piece of paper to 
simplify the setup. Our challenge was to construct a 
method for designing easy-to-under paper manuals 
for novices. 

2.   Case study

2.1   Device replacement manual
In this article, we consider the specific example of 

an improved manual for Internet router replacement: 
replacing an old router with a new one when the old 
router fails. One might assume that replacing a router 
would be fairly simple, but in fact all kinds of prob-
lems can occur if the manual is poorly designed. For 
example, how to remove the cover of the connector 
compartment on the side of the new router and 
remove the protective shipping cap is illustrated in 
Fig. 1(a). However, we observed that a surprisingly 
large number of users could not figure out where the 
router’s cover was. We believe that this was because 
the figure shows only a closeup view of the location. 
Our tests showed that users did not experience the 
same confusion with the improved figure (larger view 
of the router), shown in Fig. 1(b).

Similarly, we found that just using a closeup view 
of the socket area to illustrate how to connect the 
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router left some users confused. They made mistakes 
simply because they could not figure out what equip-
ment should be connected to what. In this case, just 
showing the two pieces of equipment to be connected 
and the cable together in one figure (telephone, rout-
er, and modular cable) eliminated most of the confu-
sion. 

These results led us to an important insight and 
design guideline: namely, that when inserting figures 
in the manual, provide an overview that includes the 
whole configuration. In this way, we sought to derive 
general design guidelines from various test cases.

2.2   Two design concepts
Besides the modifications and design fine-tuning 

already described, we have also conducted studies in 
which we developed installation manuals according 
to different design concepts and then compared how 
users responded to them [2]. The router replacement 
manuals shown in Figs. 2 and 3 were developed 
according to two different design concepts. The text 
and figures are identical in both manuals: the differ-
ence is the layout of this information. Both manuals 
are also divided vertically into two parts, with the top 
half showing how to remove the old router and the 
bottom half showing how to install the new router. 

While both layouts were designed on the basis of 
the abovementioned concept of a whole-configura-
tion overview, the duplicated-layout (Fig. 2) was 
designed so that the subfigures of all connected 
equipment—e.g., electrical outlet, telephone, and 
personal computer—are arranged in close proximity 
around the router. This lets the user see at a glance 

what equipment the router is connected to. Another 
feature of this layout is that it reflects the spatial loca-
tions of the components. For example, the power 
connector occupies the top-left corner in both panels 
(upper panel: old router; lower panel: new router), but 
the actions for reconnecting the power cord to the 
new router run from right to left.

On the other hand, in the ordered-layout manual 
(Fig. 3), the procedures for both unplugging cables 
from the old router and reconnecting them to the new 
router run from left to right, but the spatial locations 
of components in the upper and lower panels are 
reversed. This sequential manual is designed to get 
the user to perform the steps sequentially from left to 
right. 

2.3   Comparison of the two design concepts
We conducted an experiment in which we asked 

subjects to replace a router using the two manual 
types (duplicated-layout manual and ordered-layout 
manual), and we observed how they went about it. 
The subjects were divided into two groups of seven 
people: one group for each manual type. Although 
both the manuals instructed users to completely dis-
connect the old router first and then connect the new 
router, we found that some of the subjects using the 
duplicated-layout manual went back and forth 
between steps to disconnect the old router and install 
the new router with total disregard for the actual 
sequence of steps. For example, some of the users 
unplugged the power cord from the old router and 
plugged it directly into the new router. They next 
pulled out the local area network (LAN) cable from 

(a)

(b)

Fig. 1.   �Figures (caption text omitted here) illustrating how 
to remove cover and cap: (a) before and (b) after 
improvement.
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the old router and plugged it directly into the new 
router.

We assume that this behavior was motivated by an 
awareness of the overall objective of the task—that is, 
unplugging the old router and plugging the cables 
into the new router—and the users modified the steps 
in the interest of completing the task more efficiently. 
In other words, this behavior conforms to the nature 
of the duplicated-layout manual: easily anticipating 
the overall task that needs to be done. Note that none 
of the subjects who used the ordered-layout manual 
exhibited this behavior of going back and forth 
between steps to disconnect the old router and install 
the new router. 

Nevertheless, the subjects using the ordered-layout 
manual did not strictly follow the steps presented in 
the manual either. They tended to do the tasks involv-
ing familiar types of cable first—phone line, LAN 
cable, and power cord—while putting off the task of 

dealing with the unfamiliar optical cable* until later. 
While the cables can be connected in any order with-
out causing any major damage, if they are not con-
nected in the right order the work flow could be dis-
rupted and there might be other consequences. 

One thing that we learned from these trials is that if 
the design goal is to get users to follow steps in 
exactly the intended order, then not only must the 
steps be arranged in the correct order, but also addi-
tional effort should be taken to ensure that they are 
followed.

For example, Fig. 4(a) shows the figure used to 
illustrate the task of removing the cover and plugging 

*	 Optical cable. The optical cable plug is very different from a con-
ventional telephone cable plug in terms of shape and handling. 
Many of the manual’s target users will never have seen an optical 
cable before even though they are replacing a router because, in 
many cases, the original router was installed by a service engi-
neer.

Fig. 2.   Duplicated-layout manual.
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Fig. 3.   Ordered-layout manual.

Plug in optical cord, replace cover

Remove cover, remove cap

Remove blue cap, plug in optical cord

Remove cover

(a) Before improvement (b) After improvement

Fig. 4.   Figure illustrating the actions: remove cover, remove cap, and plug in optical cord.
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in the optical cord in the trials. The cap should be 
removed before the optical cord is plugged in, but we 
observed quite a few users who did not follow these 
instructions. We observed that many tried to plug the 
optical cord in by pushing it into the cable compart-
ment without removing the cap; this could damage 
the optical cable and will fail to achieve a good con-
nection, but in the experiment, no one actually dam-
aged the cable. We then came up with an improved 
illustration shown in Fig. 4(b) that gets users to fol-
low the procedure by illustrating the procedures for 
removing the cover and plugging in the optical cord 
in a single figure. The main difference between (a) 
and (b) is that in (a) remove cover and remove cap are 
illustrated in one picture and plug in optical cord is 
illustrated in the second picture. On the other hand, in 
(b) remove cover is illustrated in one picture and 
remove cap and plug in optical cord are illustrated in 
the second picture. Our aim with the improved design 

(b) was to get users to realize that you cannot insert 
the optical cable until after the cap has been 
removed. 

In addition, we further improved the ordered-layout 
manual, as shown in Fig. 5, by minimizing the 
amount of text and emphasizing the sequence num-
bers of the steps. Here, we took the minimalist 
approach [3] that is commonly used in software 
manuals. If you try to explain every conceivable func-
tion and operation in a software manual, you can end 
up with a manual as thick as a telephone book, so the 
minimalist approach offers a way to cut out a lot of 
inconsequential excess information. While the mini-
mal software manual enables users to actively learn a 
wide range of functions and procedures, the simpli-
fied replacement manual (minimalistic manual) 
should help reduce the feeling of aversion toward this 
kind of task. 

The effects of these proposed improvements are 

Fig. 5.   Installation guide with much less text.
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now being studied, but one thing is certain: good 
design requires considerable ingenuity so that users 
are guided to execute the actions intended by design-
ers. 

3.   Conclusion

In order to design user-friendly easy-to-understand 
installation manuals, it is important to thoroughly 
understand the users. Yet no matter how well one tries 
to understand the people who will be using the man-
ual, some of them will act in ways not anticipated by 
the designers or authors of the instructions, so com-
ing up with the ultimate perfect design solution in one 
try is practically impossible. In order to develop well-
designed installation manuals, we continue to make 
repeated incremental improvements while periodi-
cally assessing user responses. 

It is also necessary to sift through the content and 
determine what is truly important in terms of the task 
at hand. In the examples presented here, the dupli-
cated-layout manual proved advantageous in that it 
enabled users to easily anticipate the overall task that 
needed to be done, but the ordered-layout manual 

proved better at getting users to follow the steps in the 
intended order. The designer should understand the 
advantages of each type and choose the layout 
according to the situation.

At the ICT Design Center, we are striving to 
improve the quality of product manuals, equipment 
installation manuals, and other instructional materials 
through user observation and assessment. Building 
on what we have achieved so far, we will continue to 
collect data and best design practices necessary to 
create user-friendly easy-to-understand installation 
guides. 
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1.   Introduction

Providing robust, reliable network facilities is one 
of NTT Group’s most important priorities and NTT’s 
various divisions and departments strive to provide 
customers with services that are safe and secure. Net-
work maintenance is particularly important and 
involves various operations: repairing network facili-
ties that have failed, deploying new ones, and decom-
missioning ones that are no longer required. Human 
error in performing these various tasks can adversely 
affect networks—even causing them to crash in the 
worst case—so efforts to mitigate and prevent errors 
are extremely important. Here, we introduce the role 
of NTT’s ICT Design Center (IDeC) in reducing 
human error, taking as an example the network main-
tenance task of decommissioning leased-line net-
works (ICT: information and communications tech-
nology). Operating companies have already done a 
fairly good job of reducing human errors by develop-
ing procedure manuals for conducting maintenance 
work, by adopting procedures that incorporate double 
and triple checks, and by applying many other mea-
sures. IDeC wants to cut human errors to the bare 
minimum and is now working with operating compa-
nies to prevent errors by identifying hidden risk fac-
tors that still exist in current measures and proce-
dures.

2.   Why do human errors occur?

Let us briefly consider why human errors occur in 
the first place. It is often said that people make mis-
takes, and that mistakes can never be entirely elimi-
nated. So does this mean that errors are inevitable? 
Far from being unforeseen one-time events, most 
human errors have been found through studies to be 
similar to errors that have occurred in the past. Nor 
are they minor inconsequential mistakes: more often 
than not, human errors are serious blunders made 
repeatedly by experienced, well-organized people 
[1]. In other words, most human errors have occurred 
in the past and are likely to reoccur in the future. 
Another fallacy is that errors are avoided by those 
familiar with the job. Let us begin by sorting out two 
types of factors that are involved: factors that make 
human errors more likely to occur and external fac-
tors related to multiple people working together. 

The types of human errors that are likely to occur 
and the factors that contribute them are shown in 
Fig. 1. The more likely types of error to occur cer-
tainly vary with the job, but people are the source of 
various types of errors. In particular, slip-ups where 
an omission or action leads to the wrong conclusion 
even though the person thinks the procedure has been 
executed correctly [2] are commonplace (we have all 
had the experience of calling someone by the wrong 
name without realizing it). And when one is faced 
with a difficult situation that one rarely encounters, 
mistakes are sometimes made as a result of a faulty 
hypothesis or wrong understanding of the system 
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structure. This is called a problem-solving error. 
Errors of this type are more prevalent among novices 
and becomes less frequent as a person gains experi-
ence and skill. 

Errors originate in peoples’ minds, but their inci-
dence and likelihood are increased by various exter-
nal factors. For example, improper procedures or 
manuals can lead to errors. Working at the crack of 
dawn or under other non-ideal conditions, such as 
when dealing with multiple problems or when pressed 
for time, can also contribute to errors. Preventing 
errors from occurring in the human mind in the first 
place is obviously very difficult, but figuring out what 
types of factors occur during a particular task is the 
first step in reducing human errors. 

3.   Identifying human error risk  
factors by onsite observation

Here, we consider human errors associated with the 
task of decommissioning leased-line networks, or 
more specifically, removing optical network units 
(ONUs) and other network equipment connected to 
leased lines that are no longer being used. An error 
could have a huge impact since removing the wrong 
device or cable could interrupt other leased-line 
services, so efforts to prevent errors are extremely 
important. 

Strict procedures have been established for doing 
this work, and technicians are required to follow them 

to the letter. If a problem occurs, the technician must 
stop work immediately and consult a controller back 
at the maintenance center, who delivers sequential 
instructions from the procedure manual over the tele-
phone. The controller also monitors leased-line 
alarms, a system that alerts personnel the instant that 
a problem occurs (Fig. 2).

With the idea of cutting back on human errors even 
more, we visited actual leased-line removal sites to 
observe technicians at work with the procedure 
manuals to see if we could discover any concealed 
risk factors using the steps outlined in Fig. 3. First, 
the leader in charge of orchestrating the work gave us 
a detailed demonstration of what the work entails at 
the training facility, while also providing a detailed 
explanation of why the work needs to be done. 

Next, we closely analyzed each work phase using 
the procedure manual: perception (visual inspection), 
cognition (mental rehearsal), and action (manual or 
verbal actions). On the basis of the results of this pre-
liminary assessment, we then considered how the 
technician’s attention varied throughout the proce-
dure, whether the work could be done according to 
procedure while letting go of the cable, and so on. 

Having gained a good understanding of the signifi-
cance and purpose of the work through the above 
steps, we then interviewed the technicians and 
observed them work at actual worksites (typically 
datacenters). In the interviews, the technicians gener-
ally just reiterated the standard procedure, but we 

Factors causing errors

Improper tools and equipment (must perform
task even without the right tool)

Early-morning work (most error-prone), time
pressure

Poor communication (lack of social skills) 
Poor transition

Inexperience (novices cannot escape pitfalls) 
Task frequency (complex unfamiliar tasks are
much more error-prone than routine ones)

Text is hard to read (no consideration of letter
size, layout, etc.)
Inappropriate manual (incorrect procedures)

Human errors

Cognitive failure

Forgetting

Action error (slip)

Misapplication of good rule

Application of wrong rule

Problem-solving error

Violation of procedure (e.g.,
skipping a step)

Various factors are present when
the error occurs.

Fig. 1.   Human errors and factors likely to cause them (modified from ref. [1]).
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asked them picture in their minds how they had actu-
ally done the work in the past and to reproduce that 
actual procedure in as much detail as possible. 

Operating companies have already implemented 
many measures that have sharply reduced the inci-
dence of human error. When we began this project, 
we expected to face a daunting task and that further 
reducing the incidence of human errors might be like 
trying to squeeze water from a stone. It all depended 
on going back to the starting point of human-centered 
design and observing from the perspective of the 
technicians themselves how the work was actually 
done. 

4.   Extracted risk factors

There are two aspects of leased-line decommission-
ing work where human errors can be reduced: (1) in 
the preparation of the procedure manual that is used 
simultaneously by the controller and the technician 

and (2) during the two-way communication over the 
telephone between the controller and the technician. 
As one can see in Fig. 4, our study revealed that there 
are potential risk factors in both of these aspects.

The purpose of having the controller and technician 
use the same procedure manual is to prevent mistakes 
and make sure that no procedural steps are skipped. 
From the interviews, we found that the procedures for 
this decommissioning task were fairly constant, and 
since the technicians receive instructions one step at 
a time from the controller over the telephone*, they do 
not feel that it is necessary to follow their own copy 
of the manual closely as they work. We also identified 
certain risks associated with using the procedure 

(1) Understand planned work.

Identify risk factors.

Identify risk factors.

Understand procedures and purpose of each
task through interviews and onsite observation.

Analyze in detail at cognitive processing level
of work using procedure manuals.

Understand actual work and working environments
through onsite observation and interviews.

(2) Analyze procedures in detail.

(3) Understand actual work to be done.

Fig. 3.   Identification of human error risk factors.

*	 The telephone used for this communication is usually a landline. 
Mobile phones cannot be used because of the high noise levels at 
the work site. Moreover, there are few circumstances where tech-
nicians can use hands-free headsets, so they may have to wedge 
the telephone handset between ear and shoulder while using both 
hands for the work. 

Center

Controller

Procedure 
manual

Procedure 
manual

Instructions

Technician

Work site

Remove obsolete cable
according to instructions
from the controller

Report

Fig. 2.   Decommissioning a leased-line network.
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manual. For example, technicians must keep their 
eyes and hands on the cable at all times as they pull it 
out, but if they are trying to follow along in the man-
ual at the same time, there is a good chance that their 
eyes will stray or that they will let go of the cable as 
they turn the page. People cannot consciously focus 
on more than one thing at a time, so the manual tends 
to draw attention away from the cable. For techni-
cians, the advantages of using the manual must out-
weigh the disadvantages of using it. We must come 
up with a way of using the manual that minimizes the 
risks while maximizing the advantages. 

The significance of the two-way communication 
routine is illustrated in Fig. 5. First, the technician 
grasps the cable to be removed and reads the attached 
cable tag (a small tag that lists the cable number and 
other information) to the controller, who verifies that 
the number is correct. In this way, the controller 
should catch the error even if the technician inadver-

tently selects the wrong cable. After confirming that 
the right cable has been selected, the technician 
marks it with colored tape and eventually pulls it out 
(sometimes immediately but other times after doing 
another job somewhere else). The most important 
point is that the cable to be removed is positively 
identified. Would making the job into two-person 
operation cut down on human errors? One technician 
could actually pull out the cable and the other could 
converse with the controller on the phone. However, 
in the unlikely but entirely possible case that the 
cable-handling technician inadvertently took hold of 
the wrong cable, this error could easily go undetected. 
The whole point of the two-way communication, 
which aims to reduce errors at the worksite, would be 
lost by making it into a two-person operation; hence, 
it would increase the risk factor.

A clear understanding of the work environment is 
also important for assessing human error risk factors. 

Risks in using the procedure manual

Risks of onsite customization

- Distractions can induce slips.
- If the manual is hard to understand, the technician make decide not to
  use it or may depart from the rules.

- Technicians sometimes modify the two-way communication for non-
  standard procedures, but this weakens the potential error-suppression effects.

Fig. 4.   Identified risk factors.

Controller Work site

1 2 3 4

(2) Technician reads out
actual cable information

(3) Controller verifies
cable tag

(1) Technician specifies cable 
by using the procedure manual.

Procedure 
manual Port number

Cable 
tag

Cable info. written on the cable tag

Technician and controller both check the cable, so the
risk of unplugging the wrong cable is reduced.

Fig. 5.   Significance of two-way communication.
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For this particular task, the work is much more diffi-
cult if cables are densely packed in a confined space; 
touching another cable involves a risk of adversely 
affecting its performance. Depending on the cable’s 
position, the technician may have to get down on 
hands and knees or climb a ladder to do the work, 
while keeping hands and eyes on the cable. Moreover, 
it is often hard for technicians to hear and be heard 
over the noise of air conditioners at datacenters, so 
information might be conveyed incorrectly over the 
phone (when people hear speech mixed with noise, 
they naturally tend to make up words that they think 
fit the context even when they cannot really hear 
them, and this is also a risk factor). It is apparent that 
even when work seems relatively simple for techni-
cians, its cognitive process is complicated and impos-
es a high mental workload. To prevent errors in envi-
ronments such as these, personnel must know which 
parts of the procedures are really important and why. 

5.   Error mitigation recommendations

On the basis of the above analysis, we proposed a 
number of design changes to the procedure manual 
while reinforcing the principle objective of two-way 
communication. First, regarding the procedure man-
ual, rehearsing procedures in your mind as you 
approach a task is a useful way to reduce errors, so we 
proposed changes that enable the technician to get an 
overview of the task by stealing quick glances at the 
manual while focusing on the task at hand. Specifi-
cally, we proposed

•	� adding schematic figures at the top of each page 
showing the entire configuration in addition to 
the current step addressed on the page, 

•	� adding warnings at key points: “Keep your hands 
on the workpiece at all times!”

•	� increasing the font size and adding variety on the 
page, 

•	� adding break points that let technicians catch 
their breath before tackling riskier procedures, 
and 

•	� changing the layout so that technicians can fold 
the manual in half. 

We also made the manual easier for controllers to 
understand and highlighted points that they should be 
aware of. The operating companies have adopted our 
recommendations and plan to switch over to techni-
cian-friendly manuals in the near future. 

We noted that the primary purpose of the two-way 
communication is to enable the technician doing the 
actual work to verify that he or she has the right cable 
without taking his or her hands and eyes off the cable. 
A reduction in human error is obviously not some-
thing that can be achieved immediately, but some-
thing that requires repeated effort from various stand-
points. The proposals described here can also be 
incorporated in various well-known approaches to 
help reduce human errors over the long term. 

6.   Conclusion

In this article, we introduced the role of the ICT 
Design Center (IDeC) in mitigating human error, tak-
ing as an example the maintenance task of decommis-
sioning leased-line networks. A number of other 
divisions are engaged in similar work. While the spe-
cific tasks and environments differ, they all involve 
people performing work. IDeC remains committed to 
initiatives based on a deeper understanding of the 
environments that surround people. 
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1.   Introduction

Quantum mechanics, born in the early 20th century, 
has established itself as the fundamental principle 
controlling various types of nanoscale physics, from 
electronics as in transistors to molecules and bioma-
terials. In the 20th century, another rapidly develop-
ing field emerged: information and communications 
technology (ICT). Recently, much attention had been 
attracted to a new research field, quantum informa-
tion and communications technology (QICT), which 
is based on these two seemingly barely interrelated 
fields. QICT provides a deeper understanding of 
quantum mechanics via new approaches for verifying 
its principles, as well as completely new functional-
ities that cannot be realized by classical ICT, for 
example, enabling us to solve extremely difficult 
problems in a short time by using quantum computers 
and to have completely secure communication by 
quantum key distribution and quantum certification. 
Among different quantum media from elementary 
particles to macroscopic quantum states such as 
superconducting states, the quantum of light, the pho-
ton, is the most suitable candidate for quantum com-
munication. The most fundamental form of quantum 
communication, quantum key distribution (QKD), 
enables secret keys to be shared between two remote 
parties through the sending of photons with informa-
tion encoded on them. The significant feature of this 
technology is that the act of eavesdropping can be 
detected, which is almost impossible in conventional 
communications.

2.   Short history of QKD

The risk of the digital data exchanged over the 
modern Internet being stolen or eavesdropped upon 
cannot be diminished to zero. Therefore, the technol-
ogy of cryptography is used when people send pass-
words or credit card numbers. Widely used is the 
public key cryptosystem: its security is based on cer-
tain hard mathematical problems. Therefore, the 
strength of its security depends on the development of 
computer performance and mathematical algorithms. 
In contrast, the one-time pad cryptosystem has long 
been known to be impossible to break. However, two 
parties (a sender called Alice and a receiver called 
Bob) need to share secret keys that are completely 
random, the same size as the message to be sent, and 
never used again. QKD can provide a method of dis-
tributing such keys in an ultimately secure manner. 
The basic principle of QKD is depicted in Fig. 1. 
Alice prepares a long random bit array made of 0s 
and 1s and encodes this binary information on pho-
tons, which are sent to Bob through a quantum chan-
nel (e.g., an optical fiber). Bob obtains a logical bit 
array by measuring each photon. So far, this seems 
the same as classical communications, but a differ-
ence becomes evident when an eavesdropper tries to 
steal the bit information. In classical communication, 
the classical information can be stolen by branching 
part of it. But the quantum information encoded on an 
elementary particle, a photon, cannot be divided any 
more: the only choices are to take it all or leave it all. 
The stolen data is equivalent to simple loss, and the 
remaining random bits can be used as a secret key if 
Bob later tells Alice the positions of the bits that he 
knows have been lost. A clever eavesdropper might 
send fake photons that depend on the measured 

Feature Articles: Quantum Cryptography

†	 NTT Basic Research Laboratories
	 Atsugi-shi, 243-0198 Japan

Quantum Key Distribution Technology
Yasuhiro Tokura†

Abstract
Quantum key distribution provides the highest security in the communication channel by using the 

principle of quantum mechanics. This article briefly reviews recent trends of this technology and the 
status of NTT’s research. The following articles give more details.



Vol. 9 No. 9 Sep. 2011 �

Feature Articles

results of the stolen photons. However, one cannot 
measure a photon quantum state without changing it 
in an uncontrollable manner (measurement back-
action), so the fake signals depending on this mea-
surement inevitably introduce bit errors into Bob’s 
measurements. The no-cloning theorem of quantum 
mechanics prohibits the eavesdropper from making a 
copy of a photon before measurement. Therefore, the 
eavesdropper cannot obtain the key information with-
out inducing bit errors. In other words, Alice and Bob 
can recognize the presence of an eavesdropper by 
checking the bit errors.

In the first QKD protocol proposed in 1984, called 
BB84 after the proposers C. H. Bennett and G. Bras-
sard, Alice assigns logical bits 0 and 1 to a polariza-
tion state of a photon using two randomly chosen sets 
(bases), namely, circular polarizations (right-hand 
circular and left-hand circular) or linear polarizations 
(horizontal and vertical). Bob measures the photon 
after choosing the measurement basis at random, but 
he obtains the correct result only if he has chosen the 
same basis as Alice. Therefore, after photon transmis-
sion, Alice and Bob exchange information about their 
bases and sift out only the key for that corresponds to 
the same basis. They compare part of the obtained 
sifted key to check the error rate. If the error rate is 
less than a certain threshold value, they can conclude 
that no eavesdropper is present. Finally, a secure key 
is generated with post-processes—error correction 
and privacy amplification—to diminish information 
that might leak to an eavesdropper.

Unconditional security proof, which certifies secure 
key distribution even when an eavesdropper tries all 
physically allowed actions, has been known for the 
BB84 protocol when we can use an ideal single-pho-
ton emitter that emits photons exactly one-by-one. 

More recently, unconditional security has been prov-
en for an attenuated coherent (laser) source, instead 
of a single-photon emitter, with the use of an addi-
tional procedure (decoy-BB84). Other QKD proto-
cols than BB84 have also been proposed and their 
security has been investigated. 

Optical fibers have been the most popular quantum 
channel to date, but the polarization states, which 
were initially proposed in BB84, cannot be main-
tained stably over a long distance. Instead, as shown 
in Fig. 2, the time-bin basis (a photon is in either the 
first or second pulse) or the phase basis (the relative 
phase of a photon extending over two pulses is either 
0 or p) can be used. Alternatively, one can use two 
bases of relative phases {0, p} or {p/2, 3p/2}.

In real systems, the secure key’s generation rate and 
distribution distance are limited by the sensitivity, 
dark count rate (rate of signal detection without 
actual arrival of photons) of the single-photon detec-
tor (SPD), and the loss of the quantum channel. How 
far can we distribute a secure key? When we use opti-
cal fibers, we need to use photons with a wavelength 
of 1.5 µm since that has the minimum transmission 
loss. The biggest technical issue has been the lack of 
an adequate SPD sensitive to photons of this wave-
length. However, the recent development of SPDs has 
enabled 1-Mbit/s secure key generation for 50-km 
transmission through fiber [1] or 200 km if the key 
generation rate is very slow [2], [3]. Although much 
longer transmission with further-improved SPDs may 
be difficult, there are three possible solutions. One is 
to locate trusted relay points every 50–100 km and 
share the secret key between two distant points by 
exchanging keys at the relay points. Field testbed 
experiments were demonstrated in 2008 by the EU’s 
SECOQC project [4] and also in 2010 by the Tokyo 

01010101100101010110

Sender (Alice) Receiver (Bob)

Eavesdropper

Fig. 1.   Principle of quantum key distribution.
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QKD Network project [5], [6] in which NTT partici-
pated. The second candidate is to generate a secret 
key between a satellite and a ground base and then 
have the satellite swap the key with another ground 
base. In fact, such experiments are currently being 
prepared by the EU and Japan [7]. The third candi-
date is the quantum repeater, which is a future tech-
nology for repeating quantum information without 
converting it into classical information. This is con-
sidered to be the core technology for future QICT, as 
well as QKD, and is now being actively investigated 
all over the world [8].

3.   NTT research and development (R&D)

NTT has been engaged in the basic research field of 
QICT: quantum optics. For QKD, theoretical investi-
gation came first and experimental efforts started 
later, in 2000. Our collaboration with Professor 
Yoshihisa Yamamoto of Stanford University led to 
BB84 QKD experiments using a single-photon emit-
ter with a quantum dot (wavelength: 0.8 µm) [9]. 
Single photons emitted from the quantum dot embed-
ded in the pillar structure shown in the scanning elec-
tron micrograph, Fig. 3 (left), are sent to Bob after 
being encoded in one of four polarization states (two 
logical bits × two bases). Bob measures the photons 
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Fig. 3.   BB84 QKD experimental setup using single-photon source.
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by randomly choosing a basis using polarization 
beam splitters and four SPDs.

NTT and Stanford University proposed a new QKD 
protocol, Differential Phase Shift Quantum Key Dis-
tribution (DPS-QKD), in 2003 [10]. It applies a mod-
ern optical communication protocol, differential 
phase shift keying (DPSK) to the quantum regime. 
DPS-QKD uses a weak coherent state extending over 
multiple pulses, which is in clear contrast to the for-
mer QKD proposals that used quantum states of sin-
gle photons, as shown at the bottom of Fig. 2. The 
DPS-QKD system is simple and applicable to a high 
clock rate and has good tolerance to the photon num-
ber splitting attack, which is an attack in which the 
number of photons in a pulse is counted and informa-
tion is stolen by splitting one of the pulse’s many 
photons. Moreover, in DPS-QKD, all the arriving 
photons can generate a key, whereas in BB84, half of 
them on average do not generate a key because of 
basis mismatch. A related protocol is the Coherent 
One-Way (COW) protocol [3]. NTT Basic Research 
Laboratories has used this DPS-QKD protocol and 
reported system experiments for clock rates from 1 
GHz to 10 GHz.

NTT is also developing various improved SPDs. A 
conventional telecommunications wavelength SPD is 
the InGaAs avalanche photodiode (APD), which has 
the problems of low efficiency, high dark count rate, 
and limited slow gate-mode operation because of the 
after-pulse signal produced by the residual charges 
after photon detection. In contrast, the Si APD has a 
low dark count rate and does not need gate mode 
operation, but it is highly efficient only for photons 
with a relatively short wavelength. We have devel-
oped and verified a frequency-up-conversion SPD 
system by raising the photon frequency (making the 
wavelength shorter) by using periodically poled lith-
ium nitride (PPLN) nonlinear-optics crystal and an 
intensive pump light and by detecting the photons 
with a Si-APD. We have also performed a QKD 
experiment that demonstrated a very high key genera-
tion rate with a fast hybrid single-photon detector and 
frequency up-conversion [11]. Recently, over-1-GHz 
clock operations have been demonstrated by improv-
ing the InGaAs-APD’s optical signal analyzing cir-
cuit [12]. A superconducting single-photon detector 
(SSPD) has attracted much attention for its extremely 
small dark-count and high-speed operations. SSPD 
performance has been improving rapidly [13].

So far, we have discussed QKD with single photons 
or attenuated coherent light. It is known that quantum 
mechanics can allow an intriguing state of multi-

quantum systems: the quantum entangled state. The 
technology for generating entangled photon pairs has 
matured; in particular, NTT has been leading tele-
communications-band entangled photon-pair genera-
tion and its QKD applications [14]. In the future, we 
will pursue R&D of quantum repeaters and the con-
nection of remote quantum computers to achieve 
highly developed quantum networking.

4.   Prospects

From the perspective of the importance of privacy 
protection in the modern information society, the 
unconditional security of QKD seems appealing. 
However, the security of a system is not the sum of 
the securities of its components, but their product. For 
example, the total security is zero if the obtained 
secret keys are treated carelessly. In this sense, we 
could regard QKD R&D as a challenge toward ulti-
mate security. Moreover, while previous R&D has 
been seeds- or hardware-oriented, more weight is 
expected to be given to applications and software in 
the future. QKD is an attractive subject with practical 
applications as well as a fundamental science.
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1.   Introduction

1.1   Quantum key distribution
Quantum cryptography, especially quantum key 

distribution (QKD), is a way to securely distribute a 
secret key to legitimate parties. Here, a key is a table 
of random numbers shared by legitimate users in such 
a way that the information is known only to them, and 
secure means secure against any possible eavesdrop-
ping, which is the highest level of security. In this 
article, we introduce the theory of the security of 
QKD and say a few words about practical security 
where we use practical devices.

1.2   One-time pad
What would you think if you received an email 

from a friend that read “rdlmgvmyroorlmbvm”? At 
first glance, it does not make sense and looks like a 
random alphabetic string. You might be worried that 
your friend’s cell phone or personal computer is 
infected by a computer virus. If you are a good puz-
zle-solver, however, you would notice that this sen-
tence actually does make sense. Instead of the mes-
sage being typed directly, this sentence was processed 
(encrypted) to make it difficult to understand its mes-
sage. The encryption method used here is uses com-
plementary letters. For instance, to convey Z, you 
write A; for B, you write Y, and so on. Once you 
notice this rule, the sentence turns out to be “iwonbil-
lionyen” meaning that your friend won a billion yen 
and wanted to tell you privately (the message to be 

conveyed is called plain text). This is a simple exam-
ple, but it captures the essence of cryptography in the 
following senses.
(1)	� Someone who knows the encryption rule can 

immediately decrypt the message.
(2)	� Those who do not know the rule, for instance 

hackers or eavesdroppers, cannot immediately 
decrypt the message.

The former is the requirement that the sender and 
receiver communicate faithfully. In our example, the 
relationship among the words corresponds to this 
encryption rule, and an encrypted text can easily be 
decrypted by sharing this rule between the sender and 
receiver (hereinafter, we call this rule the key). The 
latter condition refers to the requirement that the 
communication between the sender and receiver must 
be secret and must be kept from eavesdroppers. It 
would be natural to define secure cryptography as a 
process that ensures an eavesdropper (usually called 
Eve) will take a long time to decrypt the message. In 
the case of an encryption method with a fixed key, 
however, it seems to be impossible to make Eve’s 
decryption time very long. One of the most important 
points here is that some information, such as email 
address, header information, receiver’s name, time 
information, etc., has already leaked to potential 
eavesdroppers in most communications. Thus, Eve 
can acquire information about the key by using this 
information together with the encrypted message, 
and it follows that the more the sender and receiver 
communicate, the more information about the key is 
leaked to Eve. Eventually, all the information about 
the key is known to her.

To resolve this problem, how about changing the 
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key every time we communicate, or even changing 
the key for each word? This approach does not protect 
information already known to Eve, but makes the 
already-known-information useless for obtaining the 
rest of the key information. This type of encryption 
method where different encryption methods are used 
for each message is called a one-time-pad, and it has 
the strongest security (Fig. 1).

It is very common for usual communications to 
encode the message into a bit string, so encryption is 
done by randomly choosing encoding methods where 
0 is encoded as 0 (1 is encoded as 1) or where 0 is 
encoded as 1 (1 is encoded as 0). The former encod-
ing method assigns the bit value 0 in the key, and the 
latter assigns the bit value 1 in the key. Thus, the key 
is a random bit string shared by the sender and receiv-
er of the message. The important points for security 
are that the key length must be the same as the length 
of the bit string encoding the plain text and that we 
use each bit of the key only once. Consequently, the 
one-time pad satisfies the abovementioned condition 
(1), and as it is impossible for Eve to obtain informa-
tion that was previously unknown to her, it also satis-
fies condition (2). 

The rest of the question is how to distribute such a 
key without leakage of its information to Eve? If we 
want to distribute the key by means of telecommuni-
cations, then we have no alternative to using commu-

nication channels that are fully accessible to Eve. One 
assumption that we have to make is that the sender 
and receiver can authenticate each other (otherwise 
users might talk with Eve!), which can be achieved by 
using an authentication protocol, which is a form of 
classical cryptography. Once secure distribution has 
been successfully achieved, the one-time-pad 
becomes a very powerful form of cryptography. But 
secure key distribution seems to be an impossible task 
at first glance since Eve seems to be able to obtain all 
the information flowing over the channels. It turns 
out that the amount of information about the key that 
can be extracted by Eve can be made very small by 
making use of the strange properties possessed by 
dim light (hereinafter, called a single photon) and of 
post-selection, and that this asymmetry between Eve 
and the users in terms of key information does make 
secure key distribution possible. This key distribution 
technique is QKD. It is not a way of communicating 
directly, but a way of sharing the key to be used later 
to encrypt the plain text.

1.3   Quantum mechanics
In this section, we give a brief explanation of quan-

tum mechanics, which is necessary to understand 
how QKD works. Roughly speaking, quantum 
mechanics is a set of principles describing the behav-
ior of very small particles, such as atoms, electrons, 

Plain text

Key

Key

Plain text

Encrypted text

0 1 1 1 0 0 0 1 1 1 1 0

0 0 0 1 0 1 0 1 1 1 0 0

0 0 0 1 0 1 0 1 1 1 0 0

0 1 1 1 0 0 0 1 1 1 1 0

0      1      1      0      0      1      0      0      0      0      1      0

Fig. 1.   Cryptographic communication using the key.
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and photons. One of the principles tells us that a par-
ticle can be in multiple states that are mutually exclu-
sive. For instance, a single particle can exist in many 
locations simultaneously, which seems very odd to us 
since we take it for granted that objects normally exist 
at a single location; a state of this kind is called a 
superposition state. Another principle in quantum 
mechanics says that if you observe the location of a 
particle in the superposition state, then the particle 
appears in a single location (this principle is called 
wave function collapse), and it is impossible to deter-
ministically predict where it will appear: we can only 
determine the probability of the particle appearing at 
various different locations. Moreover, when more 
than one particle is in a superposition state at multiple 
locations, then the superposition states at some loca-
tions enhance each other while those at other loca-
tions decrease each other. This state behavior is the 
same as the interference of waves on the surface of 
water, and just as in the case of the interference of 
water surface waves, which is mathematically deter-
mined by phase, the superposition state also has 
phase. This property is called the wave character of a 
particle, and we can say that a particle behaves like a 
particle as well as like a wave.

One might ask why everyday macroscopic objects 
do not exist at multiple positions? The answer is that 
such a relatively big object is always under observa-
tion: its location is revealed by light incident on it or 
through collisions with other particles, such as mol-
ecules or dust, so it exists at only a single position. 
Here, we note that it does not matter whether or not 
anyone actually observes the object’s location: what 
matters is the fact that the incident light or colliding 
particles/dust in principle contain information about 
the object’s location, and this information is enough 
to cause the object’s wave function to collapse.

2.   QKD

2.1   QKD protocol
Now, we are ready for the explanation of how QKD 

protocol works. In this article, we explain differential 
phase shift QKD (DPS-QKD), which was proposed 
by NTT in collaboration with Stanford University. 
Here, protocol means a sequence of steps, and in the 
description of the protocol, we usually assume that 
the devices used by the sender and receiver operate as 
those mathematical models require. We will come 
back to the issue of using actual devices later on. 

The protocol starts with the generation of a single 
photon in the superposition state of position 1, posi-

tion 2, ..., position N. Since the speed of light in a 
communication channel such as an optical fiber is 
constant, this position information is equivalently 
transformed into time-slot information. Furthermore, 
we encode a random bit string (N-1 bits) of informa-
tion as N-1 adjacent relative phase differences. More 
precisely, the bit value 0 (1) is encoded as the relative 
phase 0 (p). 

The receiver performs a measurement that reads out 
the relative phase differences. This measurement can 
be implemented by using beam splitters, which are 
optical components, and a single-photon detector, 
which can detect a single photon. An important point 
here is that since the sender sends only a single pho-
ton, the detector receives at most one photon, so at 
most only one out of the N-1 bits of relative informa-
tion can be read. As we have mentioned, no one, 
including the sender and receiver, can ever predict 
which relative phase information will be read out. 
Thus, to share the same bit value, the receiver informs 
the sender over a conventional communication chan-
nel, such as a regular telephone, which relative phase 
information out of the N-1 bits has been read out. 
Here, note that the receiver must not report the bit 
value itself. After the sender keeps only the corre-
sponding phase information, the sender and receiver 
share an identical bit value, and, after many repeti-
tions of above steps, they can share multiple bit val-
ues, which form the key.

2.2   Can one eavesdrop on key information?
Next, we consider whether it is possible for Eve to 

obtain information about the key. A possible form of 
eavesdropping is one where Eve conducts the same 
measurement as the receiver. With this measurement, 
she can successfully get to know about 1 bit of infor-
mation. Since the sender sends only a single photon, 
however, she has no idea about the rest of the bit 
string information. Thus, she has trouble choosing the 
remaining N-2 bits of information when she sends a 
single photon to the receiver. Suppose that she choos-
es the N-2 bits of information randomly. If the receiv-
er accidentally reads out bit information that Eve 
knows, then the Eve has been successful. However, 
since no one can ever have control over which time 
slot information will be read out, there is always 
some probability that the receiver will read out N-2 
bits of unknown information. Moreover, one bit of 
information that the receiver accidentally reads out 
from among the N-2 bits will be different from the 
sender’s bit information with probability of 50% (this 
error is called the bit error). It follows that many 
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repetitions of such communications makes the occur-
rence of bit errors very likely, which can be detected 
with high probability. More precisely, after many 
repetitions of one photon being sent by the sender and 
one bit information being received by the receiver, the 
sender and receiver agree by phone on randomly cho-
sen sample bits among the bit data and check by 
phone whether they really match. If the bit error rate 
is below a certain value, then they accept all of the 
remaining bit data and proceed to data processing to 
distill the key over a public communication channel; 
otherwise, they discard all the remaining bit values. 
This threshold is determined from the theory of QKD, 
and it has been proven that the sender and receiver 
can generate a  key if the bit error rate is below the 
threshold, regardless of Eve’s eavesdropping strategy. 
This security does not assume any restrictions on the 
technologies that Eve may exploit. This highest level 
of security is called unconditional security.

2.3   Other types of QKD protocol
In this section, we briefly mention other types of 

QKD protocol. The QKD protocol that we have just 
described above assumes the use of a single-photon 
source, which it is known can be replaced by attenu-
ated laser light without sacrificing the security. This 
kind of QKD protocol is called discrete variable 
QKD since the measurement outcome is bit informa-
tion. On the other hand, a strong reference light or the 
difference in the output powers of the detectors can 
be used in another type of QKD protocol: continuous 
variable QKD (Fig. 2). Continuous variable QKD 
allows us to use efficient detectors that operate at 
normal temperatures, which is one advantage, but its 

security analysis is not as advanced as that for dis-
crete variable QKD.

2.4   In what sense is QKD secure?
So far we have had a quick look at QKD. In this 

section, we would like to mention in what sense QKD 
is secure. As we have explained above, we can detect 
Eve’s existence probabilistically, not deterministi-
cally, and we can never reduce to zero the probability 
of failing to detect Eve when she is present. For 
instance, the probability of the receiver detecting the 
relative phase information that Eve has extracted is 
very low if the number of detection events is large, 
but it still cannot be reduced to zero. In this sense, 
QKD cannot generate a key perfectly.

According to the theory of QKD, however, the 
probability of the actually generated key showing dif-
ferent properties, such as information leakage, from 
the perfect key can be made arbitrarily small by the 
users whatever form of eavesdropping was conducted 
by Eve. This should be okay since a very small prob-
ability should be fine in many communications. For 
instance, it would be realistic to set this probability to 
say 10-6, which means that we would get a single bad 
event out of a million key generations. In the case of 
a perfect key with the length of a million bits, this 
number is 10-106

, which is an extremely small number 
and completely negligible. It corresponds to worrying 
about a single bad outcome in the lifetime of the uni-
verse. The fact that users can arbitrarily choose this 
failure probability is a very good point, and we use 
this probability to quantify key security in the QKD 
community.

Finally, we would like to mention the imperfections 

Photon detector
A photon

is detected twice.

No photon
is detected.

“0, 0” is detected.

Photon detector

Intensity of
light is 0.6231.

“1” is detected.

0.5
0 1

Continuous variable QKD Discrete variable QKD

Swinging back and forth... Click Click

1

0

Fig. 2.   Comparison of continuous and discrete variable QKDs.
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of users’ devices. In our discussion, users’ devices 
were assumed to operate as required for the QKD 
protocol. However, actual devices do not necessarily 
operate as required; moreover, they may allow 
unwanted leakage of information. It is almost impos-
sible to characterize all the details of all devices, so it 
follows that though such imperfections or unwanted 
information leakage may be made small through the 
development of technology or theory, they can never 
be eliminated. This kind of information leakage due 
to device imperfections is called a side channel and 
side channels exist in all types of communications 
(Fig. 3). 

Some recent articles have reported a violation of 
QKD security, but we must note that this violation 
was done only by exploiting the side channel: one can 
never violate the QKD protocol itself. Moreover, the 

violation of QKD implementation by exploiting the 
side channel does not compromise the worth of QKD 
since the QKD protocol is at least unconditionally 
secure whereas no modern cryptographic protocol is. 
Therefore, in QKD research, we can concentrate our 
attention on the side channel. Further research on the 
QKD side channel is essential to achieve communica-
tion that is as secure as possible.

On the other hand, recent QKD systems can handle 
distances of only 50 km or at most 100 km and the 
key generation speed still needs to be improved: these 
are big disadvantages of QKD. Thus, we still need 
modern cryptography in many situations. Moreover, 
a side channel exists also in modern cryptography. 
Thus, collaboration between the QKD and modern-
cryptography communities is very important to make 
the field of cryptography richer.

Prescribed sequence of steps
Prescribed sequence of steps

Mathematical device models

Proven security

Side channel

Implementation of 
QKD protocol

Unconditionally secure 
QKD protocol

Actual devices do not operate
as the theory assumes.

Fig. 3.   Differences between protocol and its implementation.
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1.   Differential phase shift quantum  
key distribution (DPS-QKD)

Quantum key distribution (QKD), which is a cryp-
tosystem that uses the principles of quantum mechan-
ics, has recently been attracting much attention as a 
way to achieve ultimate security in communication. 
In 2003, NTT and Stanford University jointly pro-
posed differential phase shift quantum key distribu-
tion (DPS-QKD) [1], which uses the fact that only 
part of the relative phase information of attenuated 
light pulses can be read out. The setup and protocol 
of DPS-QKD are shown in Fig. 1. 

First of all, the sender (called Alice) prepares a 
coherent pulse train and modulates the relative phase 
of the light pulses randomly with 0 or p. The light is 
then sent to the receiver (Bob) after being attenuated 
such that the number of photons per pulse is less than 
1. Bob uses a one-pulse delay interferometer to cause 
successive pulses to interfere and measures the rela-
tive phase information with a set of photon detectors 
located at the interferometer’s outputs. Since the 
source photon power is weak, only part of the relative 
phase information can be read out, but the obtained 
relative phase should be exactly the same as the phase 
modulations at the sender. Bob records the timestamp 
when a photon was detected and which of the detec-

tors clicked (relative phase information itself). He 
then generates a key by assigning bit 0 to relative 
phase 0 and bit 1 to relative phase p. Bob then sends 
back to Alice only the timestamp information. Alice 
uses this information and her phase encoding records 
to generate a key, which is called the sifted key*. 
Finally, after error-correction and privacy-amplifica-
tion processes, final secure keys are generated and 
used in cryptic communication.

2.   Proof-of-principle experiments

We have demonstrated the principle of this protocol 
and evaluated the limits of the key distribution dis-
tances and key generation rates using real optical 
fibers. The experimental setup is shown in Fig. 2. 
Alice modulates the intensity of the light from a laser 
with a wavelength of 1551 nm to generate 1-GHz 
repetition pulses. Random phases 0 or p are encoded 
using a pulse pattern generator. After the light inten-
sity has been adjusted to 0.2 photons per pulse on 
average, the pulses are sent into an optical fiber. Bob 
receives the light pulses from Alice and inputs them 
to a one-pulse delay interferometer and detects 
photons with the two single-photon detectors 
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positioned at the interferometer’s outputs. A time 
interval analyzer records the photon detection time 
and information about which of the detectors clicked. 
The sifted key is generated from this record by the 
abovementioned protocol, and the key generation 
rates and error rates are estimated.

The main issues so far have been the stability of the 

interferometer and the performance of the photon 
detectors. To obtain stable photon interference, we 
used a Mach-Zehnder interferometer (MZI) based on 
planar lightwave circuit (PLC) technology using 
quartz glass waveguides; this technology was devel-
oped by NTT. Since the optical path difference was 
ten times longer than that of conventional optical 
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communications, stabilization had previously been a 
problem, but this PLC MZI showed an extinction 
ratio of more than 20 dB (corresponding to a bit error 
of less than 1%), which enabled us to perform a suc-
cessful demonstration. As for the photon detectors, 
performance improvement accompanies the use of a 
longer key distribution length. The first demonstra-
tion in 2004 used an InGaAs avalanche photodiode 
(APD), and 100-km distribution was demonstrated 
using a photon detector system by converting long-
wavelength photons to a shorter wavelength and 
detecting them with a fast, high-efficiency Si photon 
detector [2]. In 2007, we succeeded in achieving 200-
km distribution with superconductor-based single-
photon detectors, which enabled us to raise the repeti-
tion frequency to 10 GHz [3].

As shown in Fig. 1, this protocol requires huge ran-
dom numbers. While a pseudo-random generator is 
usually used, a fast physical random generator is nec-
essary to improve the security. Recently, a random 
generator with a generation rate of more than 1 Gbit/s 
using chaotic fluctuations of laser light has been 
developed and applied to DPS-QKD experiments 
[4].

3.   Prototype system

DPS-QKD has been confirmed through several 
experiments, and we have started developing a proto-
type system. Its appearance is shown in Fig. 3. For the 

prototype implementation, we developed a high-
speed signal generator and its memory unit using a 
field programmable gate array (FPGA). This is on 
Alice’s side for generating signals to modulate the 
phase and for keeping them until the key generation 
stage. As in the proof-of-principle experiments, Alice 
modulates the intensity of the laser light to generate a 
1-GHz pulse train and then modulates the relative 
phases depending on the phase signal from the FPGA 
board. After being attenuated, the pulses are sent to 
Bob. On Bob’s side, the relative phases are detected 
with a PLC MZI and single-photon detectors, and the 
obtained signal is continuously retrieved by a time-
interval analyzer and fed to a personal computer, 
where a sifted key is generated. At the same time, 
only the detection time is sent to Alice via a network. 
Alice extracts the phase information stored in the 
FPGA board according to Bob’s detection times and 
generates a sifted key. Finally, the sifted keys on both 
sides are sent to the key distillation engine (developed 
by NEC), which executes error correction and privacy 
amplification and generates the final secret key for 
cryptic communication.

4.   Field experiments

With our prototype system, we participated in a 
testbed network experiment called Tokyo QKD Net-
work [5], led by the National Institute of Information 
and Communications Technology (NICT). The 
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Fig. 3.   Prototype system.
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participants were NEC, Mitsubishi Electric, NTT 
supported by NICT, Toshiba Research Europe, Id 
Quantique (Geneva), and the All Vienna team. This 
QKD network was constructed using the testbed opti-
cal fiber network JGN2plus, connecting nodes at 
Otemachi, Koganei, Hakusan, and Hongo. 

The network structure of this experiment is shown 
in Fig. 4. The transmission distances were Otemachi 

to Koganei: 45 km, Otemachi to Hakusan: 12 km, and 
Otemachi to Hongo: 13 km. There are many fibers in 
parallel on the Koganei-Otemachi, Otemachi-Haku-
san, and Otemachi-Hongo routes and various network 
topologies are configured. 

The lower layer, called the QKD layer, had six 
nodes; each team put its equipment at the nodes at 
both ends of a link. The QKD layer was constructed 
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over the physical layer. For example, NTT used 90 
km of fiber between Koganei and Otemachi in a loop-
back configuration, NEC used 45 km of fiber between 
Koganei and Otemachi, Mitsubishi used 24 km of 
fiber between Otemachi and Hakusan in a loopback 
configuration, and ID Quantique used 13 km fiber 
between Otemachi and Hongo.

The secret key generated by QKD was supplied to 
the local key management agent and moved up to the 
key management layer. The key stored in the key 
management agent was used for cryptic communica-
tions such as a videoconference and voice communi-
cation. Between nodes that were not directly con-
nected, the key was exchanged by being repeated at 
intermediate nodes. 

NTT, in collaboration with NICT, was in charge of 
the longest loop-back segment used in the experiment 
(about 90 km). With the combination of our prototype 
system and the superconducting single-photon detec-
tors developed by NICT, we were able to achieve 
stable key distribution. The stability test of sifted key 
generation was successfully run for about 8 days, 
with average generation rate of 18 kbit/s and average 
bit error rate of 2.2%. The stability test of final key 
generation including error correction and privacy 
amplification ran stably for about 4 hours, with a 
generation rate of 2.1 kbit/s. At an international con-
ference (Updating Quantum Cryptography and Com-
munications, UQCC) [6] in Oct. 2011, this QKD 

network demonstrated live detection of eavesdrop-
ping and subsequent automatic changeover to the 
redundant standby route, enabling an ultimately 
secure videoconference.
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1.   Introduction

Quantum cryptography is being intensively studied 
as a future optical network technology that assures 
the ultimate security in communications. In the stan-
dard optical communications network, one bit of 
information is represented by one optical pulse, 
which consists of more than 10,000 photons. In quan-
tum cryptography, an extremely weak optical pulse 
consisting of less than one photon is used for one bit 
of information. It is impossible to amplify the optical 
pulse using an optical amplifier in a quantum cryp-
tography network because quantum fluctuation, the 
essential feature of quantum cryptography, disap-
pears with pulse amplification. The solution is to use 
high-performance single-photon detectors (SPDs) to 
increase the distance and speed of quantum cryptog-
raphy communications. Many kinds of SPDs with 
different operating principles have been developed. 
Among them, SPDs made of a superconducting 
nanowire show the highest performance and are now 
used in many quantum cryptography experiments [1], 
[2].

2.   Superconducting SPD

The superconducting single-photon detector 
(SSPD) developed by NTT Basic Research Laborato-
ries [3] is shown in Fig. 1. In general, superconduct-
ing devices need to be cooled to a very low tempera-

ture, and the complexity and large size of the liquid-
helium cooling equipment often limits the practical 
application of superconducting devices. However, 
NTT’s detector is only 110 cm × 50 cm × 60 cm in 
size and can fit into a standard 19-inch-wide rack. It 
uses a cryocooler, so one can reach below 3 K by 
simply switching on the 100-V AC supply. The super-
conducting device is located at the middle of the 
cylinder shown in Fig. 1(a). As shown in Figs. 1(b) 
and (c), it is 10 µm square. The nanowire inside the 
device is 100 nm wide and 4 nm thick (Fig. 1(d)). The 
device is illuminated by extremely weak optical 
pulses through an optical fiber from outside the cylin-
der.

The mechanism of single-photon detection in the 
device is illustrated in Fig. 1(d). When electrical cur-
rent flows in the superconducting nanowire, no volt-
age appears on the nanowire because the resistance is 
completely zero. When a single photon is absorbed at 
some point in the nanowire, the temperature at that 
point increases, superconductivity is locally de-
stroyed, and the state at the point becomes normal 
(non-superconducting). If the nanowire is very nar-
row, the flowing current is completely protected by 
the normal state, and finite resistivity appears in the 
nanowire. Since the nanowire is being cooled by the 
cryocooler, its finite resistance rapidly disappears and 
it becomes superconducting again. These resistance 
changes create a voltage pulse, which is used to 
detect the arrival of a single photon at the supercon-
ducting nanowire. It may sound strange that only one 
photon can destroy superconductivity. However, 
while the superconducting energy gap of the 
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superconductor is a few millielectron volts, the ener-
gy of a single photon at a wavelength of 1.5 µm is 
0.83 eV, which is high enough to destroy supercon-
ductivity locally. From the above device operating 
principle, it is clear that the nanowire must be narrow 
enough to protect the superconducting current com-
pletely. This is achieved by using superconductor 
nanofabrication as fine as 100 nm and growth of an 
ultrathin superconducting film with a thickness of 
4 nm.

3.   Superconducting materials

As the superconducting materials for the device, 
my colleagues and I used niobium (Nb) or niobium 
nitride (NbN) because they have well established 
nanofabrication and ultrathin film growth technolo-
gies. However, their transition temperatures (Tc) are 
relatively low among superconductors: 9 K for Nb 
and 16 K for NbN. Using a superconductor with a 
higher Tc would make it possible to operate the detec-
tor at a higher temperature, which would lead to fur-
ther downsizing and energy savings. 

The discovery year and Tc of several superconduc-
tors are summarized in Fig. 2. Cuprates and iron- 
based superconductors seem to be good candidates 
for detectors because they have higher Tc values. 
However, these materials are complex compounds 
with four or more elements, so it is quite difficult to 

use them to fabricate high-quality ultrathin films and 
narrow nanowires with today’s technologies [4]. 

Magnesium diboride (MgB2) has a Tc of 39 K. This 
is lower than that of cuprate and Fe-based supercon-
ductors, but the highest Tc among metallic and inter-
metallic compounds. MgB2 has a simple crystal 
structure with only two elements. Furthermore, 
device fabrication with MgB2 is not as difficult as that 
with cuprate and Fe-based superconductors. We can 
also expect faster operation with MgB2 than with Nb 
or NbN.

Some physical superconducting parameters are 
listed in Table 1. The operating speed of an SSPD is 
governed by the inductance of the device and the 
electron-phonon relaxation time of the material. The 
inductance is determined by the device structure and 
by the material’s magnetic penetration depth. For the 
same device structure, a device with a shallower mag-
netic penetration depth has a lower inductance and a 
faster response. On the other hand, a device with a 
shorter electron-phonon relaxation time has a faster 
response because it can rapidly return to the super-
conducting state again by emitting phonons. MgB2 
has a shallower magnetic penetration depth and 
shorter electron-phonon relaxation time than NbN, so 
a device made of MgB2 operates faster than one made 
of NbN. The magnetic penetration depths of MgB2 
and Nb are almost the same, but MgB2 has a much 
shorter electron-phonon relaxation time than Nb, so a 

(a) Detector

50 µm 1 µm

100 nm wide

(b) Enlarged view (c) SEM image

(d) Operating principle

SEM: scanning electron microscope
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Input current

Single photon
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Fig. 1.   Superconducting single-photon detector.
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device made of MgB2 also works faster than one 
made of Nb. The magnetic penetration depth of MgB2 
is shallower than that of cuprate superconductors, but 
its electron-phonon relaxation time is longer. For 
devices with the same structure, one made of MgB2 
operates faster than one made of cuprates. However, 
a cuprate-based device with an optimized structure 
would work faster than an optimally structured MgB2 
device.

4.   Fabrication of MgB2 nanowire

Although MgB2 seems to be a promising material 
for high-performance SSPDs, technologies for ultra-
thin film growth and nanofabrication of MgB2 are not 
well established yet. We have succeeded in growing 
high-quality ultrathin MgB2 film by using molecular 
beam epitaxy (MBE), which lets us precisely control 
the evaporation rates of B and Mg independently. We 
have also developed a new MgB2 film nanofabrica-
tion technique. 

The standard nanofabrication process for thin films 

is illustrated in Fig. 3(a). The resist is spin-coated 
onto the film and patterned by electron beam lithog-
raphy. Then the resist pattern is transferred to the thin 
film by etching. Finally, the resist is removed with an 
organic solvent and a nanopattern is obtained. The 
method can be applied to many kinds of materials if 
an appropriate etching gas is selected. It has been 
used to fabricate nanopatterns for many semiconduc-
tors including Nb and NbN. However, at present, it 
cannot be used for MgB2 because no etching gas for 
MgB2 has been found yet. 

Our new MgB2 film nanofabrication process is as 
follows (Fig. 3(b)). First, amorphous carbon is 
deposited on the substrate and resist is spin-coated 
onto the carbon film and patterned by electron beam 
lithography. Then the pattern is transferred to the 
amorphous carbon film by etching with a gas suitable 
for carbon (oxygen plasma). Next, the MgB2 film is 
deposited on the amorphous pattern by MBE. Finally, 
the amorphous carbon nanostructure is lifted off and 
the MgB2 nanopattern is obtained. The process is 
similar to the standard liftoff process using organic 

Material

Niobium (Nb)

Niobium nitride (NbN)

Magnesium diboride (MgB2)

Cuprate (YBa2Cu3O7)

Tc (K)

9

16

39

92

Magnetic penetration depth (nm)

39

200

40

200

Electron-phonon scattering time (ps)

370

60

2

1.1

Table 1.   Physical parameters of superconductors.
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resist. However, the standard liftoff process does not 
work for MgB2 because the organic resist is destroyed 
by the high temperature used for MgB2 growth. By 
using inorganic amorphous carbon, we can grow 
MgB2 thin film at a high temperature without destroy-
ing the carbon nanopattern.

An atomic force microscopy image of an MgB2 
nanowire fabricated by our new method is shown in 
Fig. 3(c). The nanowire is smooth and 100 nm wide, 
4 nm thick, and 10 µm long. Measurements of the 
superconducting properties of several nanowires con-
firmed that the electrical properties are not degraded 

during the nanofabrication process.

5.   Single-photon-detection capability  
of MgB2 nanowire

The optical response of an MgB2 nanowire at dif-
ferent wavelengths is shown in Fig. 4. It is known that 
the number of photons in one optical pulse from an 
extremely weak coherent light source can be repre-
sented by the Poisson distribution function. In this 
case, the probability of detecting one photon is pro-
portional to the mean photon number, which is equal 

(a) Standard nanofabrication process

(b) New nanofabrication process

(c) AFM image of MgB2 nanowire
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Fig. 3.   Nanofabrication processes and MgB2 nanowire.
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to the optical intensity. Therefore, if the detector is 
capable of detecting a single photon, the number of 
electrical pulses from the detector should be propor-
tional to the optical intensity. As shown in Fig. 4(a), 
this is indeed the case, which means that the detector 
can detect single photons having a wavelength of 405 
nm. For a wavelength of 1560 nm, the number of 
electrical pulses is proportional to the square of the 
optical intensity in the low-bias region (Fig. 4(b)). 
This means that it is impossible to detect a single 
photon since the energy of a single 1560-nm photon 
is too weak. Therefore, two photons are necessary to 
generate an electrical pulse. In the high-bias region, 
on the other hand, the number of electrical pulses is 
proportional to the optical intensity, indicating that 
the MgB2 nanowire can have single-photon-detection 
capability even at 1560 nm. From these results, we 
conclude that the MgB2 nanowire has potential as a 
high-performance SPD.

6.   Conclusion

The superconducting nanowire SPD that my col-

leagues and I have been using for quantum cryptogra-
phy experiments is made of NbN. Toward practical 
quantum cryptography in future communications 
networks, we will continue to make efforts to improve 
the performance and reduce the energy consumption 
and size of detectors. A promising candidate for a 
high-performance SSPD is MgB2 nanowire. 
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1.   Introduction

In the quantum key distribution (QKD) system, 
whose security is based on the fact that one cannot 
copy a photon with an arbitrary quantum state, the 
key distribution distance is limited by the photon loss 
that occurs in the transmission medium (usually, opti-
cal fiber). In conventional optical communication 
systems, the transmission distance can be extended 
by using optical amplifiers; however, with QKD, 
optical amplification cannot be used to extend the 
distance. Therefore, the maximum key distribution 
distance over optical fiber in previous QKD experi-
ments was limited to 200 km. Even if single-photon 
detectors are significantly improved, it is considered 
extremely difficult to achieve key distribution over 
more than 500 km of fiber. However, the distance can 
be increased by using entangled photon pairs. More-
over, entangled photon pairs are essential resources 
for building scalable quantum communication sys-
tems based on quantum repeaters.

2.   Entangled photon pair generation  
in the telecommunication band

An entangled photon pair is a state in which two 
photons show a correlation that cannot be explained 
by classical theory [1]. For example, a polarization-

entangled photon pair is a state in which the polariza-
tion state of each photon is not fixed, but the relation-
ship between the polarization states of the two pho-
tons is predetermined. My colleagues and I have been 
studying time-bin entangled photon pairs, which are 
suitable for fiber transmission. 

As the first step towards generating time-bin entan-
gled photon pairs, we generate temporally correlated 
photon pairs by using spontaneous parametric pro-
cesses. We input a pump light into a nonlinear medi-
um with the 2nd- or 3rd-order nonlinear optical 
effect. If we use a 2nd-order nonlinear medium, a 
pump photon is annihilated and a photon pair is cre-
ated through spontaneous parametric downconver-
sion (SPDC). With a 3rd-order medium, two pump 
photons are annihilated and a photon pair is created 
by spontaneous four-wave mixing (SFWM). In both 
cases, two photons are always generated simultane-
ously, and we call these photons a photon pair. Here-
inafter, one photon of the pair is called the signal and 
the other is called the idler. 

To generate time-bin entangled photon pairs, we 
input coherent double pulses into a nonlinear medium 
as a pump. If the pump power is small and the prob-
ability that the two pulses will generate photon pairs 
simultaneously is very low, we can obtain a state con-
sisting of the coherent superposition of the photon-
pair state generated by the 1st pulse and that gener-
ated by the 2nd pulse. This state can be expressed as

|F〉=(|1〉s|1〉i+|2〉s|2〉i)/√2 ,� (1)
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where |X〉y denotes a quantum state having a photon 
in the Xth time slot in mode y (s: signal, i: idler). This 
state shows a correlation in the measurement that 
distinguishes the photon’s temporal position. More-
over, a correlation is also observed in a measurement 
that is nonorthogonal to the temporal measurement of 
the photon. One such measurement distinguishes 
whether a photon is a superposition of the |1〉y and |2〉y 
states with relative phase 0 ((|1〉y+|2〉y)/√2) or 
p ((|1〉y–|2〉y)/√2 ).

NTT has succeeded in generating 1.5-µm-band 
entangled photon pairs by SFWM in optical fibers 
[1], [2] and silicon wire waveguides [3] and by SPDC 
in periodically poled lithium niobate (PPLN) wave-
guides [4]. The setup for entanglement generation 
using optical fiber [2] is shown in Fig. 1(a). We gen-
erated time-bin entangled photon pairs by SFWM in 
an optical fiber pumped by a double pulse whose 
temporal interval was 1 ns. The generated photons 
were separated into signal and idler photons by an 
optical filter. Then, each photon was launched into a 
1-bit delay-line interferometer (an optical interferom-
eter whose two optical paths have a length difference 
that corresponds to the temporal difference between 
two pulses). One of the output ports of each interfer-
ometer was connected to a single-photon detector. By 
adjusting the phase difference (fy) between the inter-
ferometer’s two paths, we can achieve a measurement  

that detects a photon with quantum state 1
√2

(|1〉y+ 

e–ify|2〉y). We used silica-waveguide-based interfer-
ometers in which the phase difference could be tuned 
by changing the substrate temperature. By measuring 
both photons in this way, we can investigate the cor-
relation between photons in terms of phase differ-
ence. The experimental results are shown in Fig. 1(b). 
Here, the × symbols denote the idler photon count 

rate when we swept the phase difference of the idler 
interferometer. We did not observe any significant 
variation in the idler count rate, which means that the 
phase difference was not predetermined. We then 
swept the phase difference of the idler interferometer 
while fixing that of the signal interferometer and 
measured the coincidence rate between two photons. 
The results are denoted by squares: they show a clear 
sinusoidal modulation. Thus, we experimentally con-
firmed the characteristic of entangled photon pairs: 
the state of each photon is not fixed but the relation-
ship between two photons is predetermined.

3.   QKD using entangled photon pairs

We can implement QKD using entangled photon 
pairs. We place an entangled photon pair source 
between two users (Alice and Bob). One photon from 
the pair is sent through an optical fiber to Alice and 
the other is similarly sent to Bob. Alice and Bob have 
instruments for performing two nonorthogonal mea-
surements. They measure each photon with a measur-
ing instrument chosen randomly from the two. With 
time-bin entangled photon pairs, we can use a time 
measurement that discriminates state |1〉y from state 
|2〉y and a phase measurement to distinguish 
(|1〉y+|2〉y)/√2 ) from (|1〉y–|2〉y)/√2 as the two nonor-
thogonal measurements. These measurements are 
implemented by using a 1-bit delay-line interferom-
eter and two single-photon detectors that are con-
nected to the output ports of the interferometer. In 
collaboration with the National Institute of Standards 
and Technology (NIST), Stanford University, and the 
National Institute of Information and Communica-
tions Technology (NICT), NTT has successfully 
performed a long-distance QKD experiment using 
time-bin entangled photon pairs [5]. We used a 
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high-purity time-bin entangled photon pair source 
based on a PPLN waveguide and superconducting 
single-photon detectors and achieved secure quantum 
key distribution over 100 km of fiber.

4.   Towards quantum networking:  
entanglement swapping experiment

In theory, by using an entanglement-based QKD 
scheme, we can roughly double the key distribution 
distance compared with that obtained with conven-
tional QKD without entangled photons. However, the 
distance is still limited by the photon loss caused by 
the transmission fiber. It is considered difficult to 
achieve a key distribution distance exceeding 1000 
km using current optical fibers as the transmission 
medium. A quantum repeater is expected to overcome 
this distance limitation. One key technique for a 
quantum repeater is entanglement swapping. In this 
section, I describe an entanglement swapping experi-
ment that was undertaken in the 1.5-µm telecommu-
nications band [6].

The experimental setup, which is shown in Fig. 2, 
includes two entanglement sources, an intermediate 
node between the sources (referred to as Charlie), and 
two users: Alice and Bob. The entanglement sources 
are based on SFWM in optical fibers pumped by a 
500-MHz pump pulse train. These sources generate 
sequential time-bin entangled photon pairs, whose 
quantum state is given by

|S〉→
 
1
N  


 

 
N
∑
j=1

| j 〉1s| j 〉1i


⊗

 
 
N
∑
k=1

|k〉1s|k〉1i


.  

�
(2)

Here, subscripts 1 and 2 indicate that the states origi-
nated from sources 1 and 2, respectively. As shown in 
Fig. 2, the idler photons from the two sources were 
sent to Charlie through optical fibers, while the signal 
photons from source 1 (2) were sent to Alice (Bob). 
Alice, Bob, and Charlie performed coincidence mea-
surements on the kth and (k+1)th time slots, where k 
is a natural number between 1 and N. The state of the 
two idler photons was therefore a mixed state com-
posed of the following four states.  

|Fk
±〉= 1

√2
(|k〉1i|k〉2i±|k+1〉1i|k+1〉2i)

� (3)
|Ψk

±〉= 1
√2

(|k〉1i|k+1〉2i±|k+1〉1i|k〉2i)

These four are all maximally entangled states known 
as Bell states. We can transform Eq. (2) by using 
these four Bell states to 

|S〉→ 1
N√2

 




 
N
∑
k=1

|k〉1s|k〉2s(|Fk
+〉+|Fk

–〉)

� . (4)

+ ∑
k=1



(|k〉1s|k+1〉2s+|k+1〉1s|k〉2s)|Ψk

+〉+

(|k〉1s|k+1〉2s–|k+1〉1s|k〉2s)|Ψk
–
 




N–1

Here, terms that do not contribute to the coincidence 
measurement between the kth and (k+1)th slots are 
omitted for simplicity. 

The idler photons that arrived at Charlie were input 
into a fiber coupler having two input/output ports. 
The idler photon from source 1 (2) was input into port 
1 (2) of the coupler, and the two output ports were 
denoted ports x and y. These ports were connected to 
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beam-
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1 2
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Fig. 2.   Setup for entanglement swapping experiment.
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single-photon detectors whose gate frequency was as 
high as 500 MHz. With current technologies, there is 
no way to distinguish which of the four Bell states the 
two incoming idler photons were in. However, it is 
relatively easy to implement a measurement to show 
that the incoming state was |Ψk

–〉 by using a fiber 
coupler followed by two single-photon detectors. It 
can be shown that the incoming photons were in the 
|Ψk

– state if the two idler photons were output from 
different ports of the coupler and both were counted 
by the detectors. According to Eq. (5), the state of the 
two signal photons sent to Alice and Bob is projected 
to an entangled state (|k〉1s|k+1〉2s–|k+1〉1s|k〉2s)/√2. 
Thus, by extracting events where two idler photons 
were observed to be in the Bell state |Ψk

–〉, we can 
entangle the two signal photons generated in two 
independent fibers that were originally uncorrelated. 
This procedure is called entanglement swapping. 

We performed coincidence measurements similar 
to the one described in section 2 under the condition 
that the two idler photons were measured as being in 
the |Ψk

–〉 state at Charlie. The results are shown in 
Fig. 3. As we swept the temperature of Bob’s interfer-
ometer, we observed a clear sinusoidal modulation in 
the coincidence counts. Thus, we confirmed that two 
signal photons generated in two independent sources 
were entangled. 

To date, we have achieved only one-stage entangle-
ment swapping using two sources. As a natural exten-
sion, we will try to achieve multistage entanglement 
swapping using three or more sources. In this way, we 
should be able to significantly extend the entangle-
ment distribution distance. 

5.   Future work

By implementing QKD using an entangled state 
distributed by entanglement swapping, we can, in 
theory, extend the key distribution distance. However, 
in reality, since the probability of generating a photon 
pair at each source is not 100%, the probability of 
successful entanglement swapping decreases expo-
nentially if we perform multistage entanglement 
swapping. Therefore, although it is theoretically pos-
sible to extend the entanglement distribution distance, 
the entanglement generation rate may be very small. 
Consequently, it is very difficult to construct a useful 
QKD system based on simple entanglement swap-
ping. 

We can solve this problem by using a quantum 
memory that stores the quantum state of light. A 
quantum memory is a device in which the quantum 
state of a photon is transferred to another quantum 
system such as an atom. Then, after the state has been 
stored for a while, we can convert it back to a photon 
state at an arbitrary time. This technique should let us 
improve the success probability of multistage entan-
glement swapping in the following way. When we 
succeed in entanglement swapping at a link, we store 
the entangled photons in quantum memories placed 
at the link’s edge until an entanglement is generated 
at the adjacent links by entanglement swapping. 
Then, we convert the photons in the adjacent memo-
ries back to photons that engage in another round of 
entanglement swapping. Thus, we can avoid the 
exponential decay of the entanglement generation 
rate. This quantum communication scheme based on 
entanglement swapping using entangled states stored 
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in quantum memories is called a quantum repeater, 
and it is expected to be an essential scheme for 
achieving global-scale quantum communication. 
Many institutions, including NTT, are currently 
undertaking research aimed at achieving quantum 
repeaters.
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1.   Introduction

The Smart Grid is a new electricity network that 
highly integrates advanced sensing and measurement 
technologies, information and communications tech-
nologies (ICTs), analytical and decision-making 
technologies, and automatic control technologies 
with energy and power technologies and the electric-
ity grid infrastructure*. With energy and environmen-
tal issues becoming more important recently, various 
efforts related to the Smart Grid are being conducted 
around the world.

The establishment of the Focus Group on Smart 
Grid (FG Smart) [1] was officially approved in the 
ITU-T TSAG (International Telecommunication 
Union, Telecommunication Standardization Sector, 
Telecommunication Standardization Advisory 
Group) meeting held in February 2010 [2]. It fol-
lowed on from discussions at an earlier meeting—the 
first ITU-T CTO (Chief Technology Officer) group 
meeting held in October 2009—about ITU-T’s role in 
the field of smart grids as a hot topic of ICT. Because 
the technical area covered by smart grids is very wide 
ranging, FG Smart was established under TSAG to 
deal with issues related to multiple ITU-T Study 
Groups (SGs). Incidentally, the February 2010 TSAG 
meeting also officially approved the establishment of 
FG Cloud (Focus Group on Cloud Computing).

2.   Management structure

After the February 2010 TSAG meeting, the Chair-
man and Vice-Chairman of FG Smart were nominated 
and approved by April 2010, and the first meeting of 
FG Smart was held in June 2010 in Geneva under a 
management structure consisting of one chairman 
(Germany) and three vice-chairmen (China, Japan, 
and Korea). Furthermore, in this first meeting, anoth-
er vice-chairman from NIST (National Institute of 
Standards and Technology), which has had a lot of 
achievements in the smart grid area, was proposed by 
the chairman and approved. As a result, the manage-
ment structure currently consists of one chairman and 
four vice-chairmen.

 
3.   Activities

FG Smart has held seven official meetings to date. 
Its initial period was one year, so the seventh meeting 
held in June 2011 on Jeju Island, Korea, would have 
been the last one; however, the February 2011 TSAG 
meeting approved a half-year extension to enhance 
the output documents and promote collaboration with 
other standardization bodies. The meetings that have 
been held and are currently scheduled are listed in 
Table 1.

In the first FG Smart meeting, standardization 
development organizations (SDOs) and industry 
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groups such as NIST, ETSI (European Telecommuni-
cations Standards Institute), IEC (International Elec-
trotechnical Commission), IEEE (Institute of Electri-
cal and Electronic Engineers) and ZigBee Alliance 
introduced contribution documents that described 
their activities and outcomes. Participants discussed 
the target of FG Smart and methods of investigation, 
for example, the advantages and disadvantages of a 
vertical approach to studying each application related 
to smart grids and a horizontal approach to studying 
common issues such as smart grid architecture and 
requirements. As a result of this discussion, the sec-
ond FG Smart meeting (August 2010), approved the 
establishment of three Working Groups (WGs): the 
Use Cases WG, Requirements WG, and Architecture 
WG. Each WG will create an output document called 
a Deliverable. In addition, it was agreed that a Termi-
nology deliverable would also be created as a com-
mon activity among these three WGs. Since then, FG 
Smart has mainly conducted studies on the basis of 
contribution documents that proposed input texts for 
each deliverable in the corresponding WG meeting; 
in practice, however, the WG meetings have been 
held sequentially during the FG Smart meeting so 
that all FG Smart meeting participants could discuss 
and study all of the deliverables. The WG structure 
and the deliverables are listed in Table 2.

The fourth FG Smart meeting in Chicago, USA, 
and the sixth meeting in Sophia Antipolis, France, 
were held jointly with other conferences relevant to 
smart grids at the same locations in order to enhance 
interaction among participants of both. This is one of 
the features of FG activities: they are usually dis-
closed to even non-ITU-T sector members.

The fifth meeting was held in Yokohama, Japan, 
hosted by Mitsubishi Electric. In addition to the regu-
lar meetings, a workshop conference and tours to a 
smart house experimental project in the Minato-Mirai 

area of Yokohama supported by the Japanese Minis-
try of Internal Affairs and Communications (MIC) 
were provided to highlight Japan’s efforts in the smart 
grid area.

4.   Overview of studies

In the Use Cases WG’s study activities, NIST’s 
knowledge base called IKB (Interoperability 
Knowledge Base) [3], which was derived through its 
significant efforts, is considered to be a very impor-
tant and useful information source. The high-level 
use-case categories currently proposed on the basis of 
IKB and input contribution documents to the Use 
Cases WG are listed in Table 3. For each category, 
detailed and specific use cases are being organized in 
a table format that includes items such as Actors, 
Domains, and Exchange Information. So far, many 
use cases, especially ones corresponding to AMI 
(Advanced Metering Infrastructure), Existing User’s 
Screens, Managing Applications through/by Energy 
G/W (gateway), and Electric Vehicle, have been pro-
posed. For example, in the case of Existing User’s 
Screens, many use cases about systems for visualiz-
ing energy consumption in houses have been proposed.

In the Requirements WG and Architecture WG, as 
study activities progress, a new issue has arisen: the 
contents and scope of each deliverable should be 

Date Place

1st

2nd

3rd

4th

5th

6th

7th

8th

9th

June 14–16, 2010

August 2–5, 2010

October 11–15, 2010

November 29 to December 3, 2010

January 10–14, 2011

April 4–8, 2011

June 9–15, 2011

August 22–26, 2011

December 18–22, 2011

Geneva, Switzerland

Geneva, Switzerland

Geneva, Switzerland

Chicago, USA

Yokohama, Japan

Sophia Antipolis, France

Jeju Island, Korea

Geneva, Switzerland

Geneva, Switzerland

Notes

Establishment of  three WGs

Joint with SGIP/Grid-Interop2010

Workshop and tours to experimental project in Japan

Joint with ETSI Workshop on Smart Grid

Final meeting

Table 1.   Meetings of FG Smart.

WG1

WG2

WG3

Ad hoc

Plenary

Use Cases

Output documents (Deliverables)

Requirements

Architecture

Terminology

Overview

Table 2.   Structure of WGs and Deliverables.
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clarified and organized. To deal with this issue, the 
fourth meeting in Chicago approved the creation of a 
new Overview deliverable describing the basic con-
cept of smart grids, goal of FG Smart, relationship 
with other SDOs, architecture overview from an ICT 

perspective, and so on.
The conceptual model of smart grids in this Over-

view deliverable refers to NIST’s seven-domain 
model already incorporated in the activities of vari-
ous SDOs. The Architecture overview is based on the 
three-layer (Service/Application, Network, and 
Energy) model proposed by ETSI with some modifi-
cations for the ICT perspective (Figs. 1 and 2).

Currently, the Requirements and Architecture 
deliverables are being created in the manner of a 
breakdown Overview deliverable. In the case of the 
Architecture deliverable, a functional architecture 
model the same as the IPTV (Internet protocol televi-
sion) architecture has been introduced (Fig. 3).

5.   Future plans

Although the period of FG Smart has been extended 
to December 2011, all the deliverables will be sent to 
related SGs in ITU-T and other SDOs as liaison 
documents at the end of the eighth FG Smart meeting 
in August 2011. After that, with some feedback from 

Service
ProviderOperations

Markets

Bulk
Generation

Transmission

NIST Smart Grid Framework 1.0, January 2010.

Distribution

Customer

Domain

Secure communication flows

Electrical flows

Fig. 1.   Conceptual domain model of Smart Grid by NIST.

  1

No

  2

  3

  4

  5

Demand Response

Title

WASA (Wide-Area Situational Awareness)

Energy Storage

Electric Transportation

AMI (Advanced Metering Infrastructure) systems

  7

  6

  8

  9

10

11

Market Operations

Distribution Grid Management

Existing User’s Screens

Managing  Appliances through/by Energy G/W

Electric Vehicle

Local Energy Generation/Injection

Table 3.   High-level categories of use cases.
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ITU-T SGs and other SDOs, FG Smart will continue 
to edit and improve the deliverables and finalize them 
by the December 2011 meeting. 

On the basis of FG Smart’s output, a new study 
body for smart grids is scheduled to be approved in 
the January 2012 TSAG meeting. Since the technical 
area of smart grids is so wide-ranging, the candidates 
for this new body are expected to include a JCA (Joint 
Coordination Activity) or GSI (Global Standards Ini-
tiative), which are ITU-T study structures defined to 
span multiple SGs.
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1.   Introduction

1.1   Malaysia
Malaysia is strategically located in the heart of 

South East Asia, along the Straits of Malacca, one of 
the world’s most important sea routes connecting 
Asia, Europe, and the Middle East. Separated by the 
South China Sea, Peninsular Malaysia is bordered by 
Thailand to the north and Singapore to the south 
while East Malaysia is situated on the island of Bor-
neo, which Malaysia shares with Indonesia [1] (Fig. 1). 

Located near the equator, Malaysia experiences a 
hot and humid tropical climate throughout the year 
with warm days and fairly cool nights. The rainy sea-
son varies with two monsoon seasons: the southwest 
monsoon from late May to September and the north-
east one from October to February.

As of 17 June 2011, the Malaysian population was 
approximately 28.5 million, out of which Malays and 
other Bumiputera groups make up 65%, Chinese 
26%, Indians 8%, and other unlisted ethnic groups 1%. 
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Multiculturalism has not only made Malaysia a gas-
tronomical paradise, but also a country with colourful 
festivals.

Malaysia is a distinctive and peaceful country. The 
unity and vivid mesh between the complex diverse 
races, religions, and cultures is a unique characteris-
tic of Malaysia. This multiethnic country, consisting 
of Malays, Chinese, Indians, Eurasians, and other 
races, has lived in a harmonised environment for gen-
erations.

1.2   NTT MSC Sdn Bhd
Established in 1997, NTT MSC Sdn Bhd, short for 

“sendirian berhad” (Malay equivalent to incorporat-
ed), was named after the renowned Multimedia Super 
Corridor (MSC), currently known as MSC Malaysia, 
a national information and communications technol-
ogy (ICT) initiative conceptualised in 1996 as one of 
the main programs to accelerate Vision 2020––the 
strategic intent of the Malaysian government to trans-
form Malaysia into a developed country by the year 
2020.

NTT MSC’s head office is strategically based in 
Cyberjaya, while the sales office is located in the 

heart of Kuala Lumpur’s Golden Triangle (Figs. 2 
and 3).

We were the first foreign company to be awarded 
MSC status, which is awarded to companies that 
develop or utilise internationally recognised multi-
media technologies in their business activities. The 
status comes with a host of privileges including finan-
cial and non-financial incentives and world-class 
physical and communication infrastructure. 

With years of experience in the Asia Pacific region, 
we are committed to providing the right solutions to 
corporate customers in order to meet their stringent 
individual business needs in ICT.

2.   NTT MSC––our current services

As a wholly owned subsidiary of NTT Communi-
cations Corporation, NTT MSC provides enterprises, 
multinational companies, and service providers with 
one-stop business communication solutions. We offer 
ICT services such as NTT Communications’ renowned 
Arcstar™*1 global private network services and 
Global IP Network services, data centre services, 
high-quality connectivity services, systems integra-
tion services, IT (information technology) manage-
ment, and ICT-related services (IP: Internet 

*1	 Arcstar is a registered trademark of NTT Communications.

Fig. 2.   Sales office in the UBN Tower.

Fig. 3.   Head office at Cyberjaya.
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protocol). 
Our Arcstar services are secure closed-network 

services that span more than 159 countries world-
wide. Some of the key features of our end-to-end 
global connectivity solution include access to various 
connectivity technologies, customer support 24/7 
from our multilingual helpdesk, monitoring and 
maintenance services, and service level agreements 
(SLAs) as part of our commitment to providing high 
service availability (Photo 1).

NTT Communications’ Global Tier-1 IP Network 
service provides seamless Internet connectivity using 
a single autonomous system number. Through this 
world-class global tier-1 backbone, which covers 
Asia, Oceania, Europe, and North America, custom-
ers have direct connections to major Internet service 
providers in many countries, making Internet access 
faster with minimal delay. The high-quality Global IP 
Network service enables us to provide customers 
with the highest SLA in the Internet industry. This 
SLA applies automatically to customers of NTT 
Communications’ IPv4 and IPv6 Transit Service and 
Collocation Connectivity Service.

Our data centre solution offers a full range of ser-
vices to provide flexibility and scalability to cater for 
our customer’s growing demand. Our data centres 
deliver a high-quality service based on innovative 
technology, a secure environment, and state-of-the-
art facilities. We have built and designed our data 
centres to include reliable and redundant power and 
network infrastructure, effective cooling mechanism, 
and facility monitoring and management systems. 

To complement our core services, we provide a full 

suite of fast and reliable Internet services, system 
integration services, and IT management services as 
a total one-stop ICT solution. 

3.   NTT MSC––our market potential

In spite of the moderate economic growth projec-
tion (5.2%) current year’s and the fragility of the US 
recovery, there are still attractive opportunities in the 
ICT services area particularly as the Malaysian gov-
ernment implements measures to make Malaysia into 
a world-class data centre hub. The strong growth fun-
damentals and top initiatives that are expected to 
accelerate ICT growth are (1) ICT-friendly budget 
measures, (2) the National Broadband initiatives that 
push for greater broadband penetration, and (3) grow-
ing interest in cloud computing.

In terms of telecommunication services, fixed-line 
(wired) data communications is expected to grow 
12.7% followed by wireless data and wireless voice 
at 10.3% and 3.8%, respectively. MPLS-enabled 
IPVPN service is expected to increase in line with the 
migration of ATM and frame relay services (MPLS: 
multiprotocol label switching, IPVPN: IP virtual pri-
vate network, ATM: asynchronous transfer mode). 
PSTN (public switched telephone network) revenues 
will continue to decline as users shift to VoIP (voice 
over IP) technology.

4.   NTT MSC––our strength

4.1   Global delivery and operations centre
In early 2011, we began full-scale operations of 

NTT Communications’ Global Delivery and Opera-
tions Centre (GDOC). Through our collaboration and 
close relationship with Emerio, we are able to access 
an industry-relevant workforce and a greater pool of 
dedicated and experienced professionals. This multi-
cultural multilingual team supports the Asia Pacific 
region, including China, Southeast Asia, and Japan, 
as well as other regions such as the USA and 
Europe.

At NTT MSC, GDOC supports the Arcstar Global 
Services by providing a full range of implementation, 
maintenance, monitoring, and management services. 
This is executed through three key functions: Arcstar 
Project Management, Arcstar Global Provisioning, 
and Arcstar Global Front. Their main activities are 
outlined below.
(a)	� These functions offer customers a complete set 

of network implementation services ranging 
from large-scale project implementation and 

Photo 1.   NTT MSC staff.
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management and detailed network design to 
customer equipment configuration to meet the 
many stringent requirements of our customers.

(b)	� Together with teams in Tokyo, the USA, and 
Europe, the Global Provisioning Team carries 
out primary regional and global support work 
including processing order receipts, installa-
tions, and circuit operations to ensure that cus-
tomers, network requirements are delivered 
with the highest quality and in a timely manner. 

(c)	� The Global Front Team, which is available 24/7, 
works directly with our telecommunication 
partners, the NTT International Transmission 
and Maintenance Centre (ITMC), and the back-
end Tokyo, New York, and London network 
operations centres (NOCs) to ensure that all 
customer requests and issues are resolved rap-
idly, appropriately, and within stipulated service 
levels, which are provided with all Arcstar ser-
vices. The Global Front Team also works on all 
Level 2 or Level 3 node operation work, net-
work monitoring, trouble isolation, and restora-
tion.

(d)	� Regular monthly videoconference updates and 
key performance indicators monitoring between 
NTT Communications, the respective offshore 
centre function groups, and other stakeholders 
ensure the highest quality of services and func-
tions for both the Global IP Network and Arcstar 
Global network services.

Having the GDOC team located within our 15.6-
acre headquarters in Cyberjaya ensures that deploy-
ments and any expansion of global network services 
are undertaken swiftly and effortlessly. As the hub for 
the regional project managers and system engineers, 
NTT MSC is able to carry out large-scale project 
implementation and management, configuration, 
installation, testing, circuit operations, and support. 
GDOC works directly with NTT’s telecommunica-
tion partners and regional NOCs to ensure that all 
customers’ requests and issues are rapidly resolved 
within the stipulated service-level parameters, rein-
forcing our commitment to high-quality service. 

4.2   Flexible and scalable data centre services
In Malaysia, we have two dedicated data centres 

located in Cyberjaya. They have been designed to 
cater for enterprises that require secure, resilient, and 
reliable data centre services as well as multinational 
companies that need quick, flexible solutions with 
high power requirements. 

Data centre demand has continued to grow steadily 

over the past few years. Demand was further fuelled 
by the recent 9.0 magnitude earthquake in Japan, 
where requests for disaster recovery solutions—par-
ticularly disaster backup, recovery operations, and 
remote office sites—have increased. The increasing 
trend was consistent with our expansion plan to con-
struct a third facility, which is expected to commence 
operations in the first quarter of 2012.

Our new data centre, Cyberjaya 3 Data Centre 
(Fig. 4), which consists of a three-storey data centre 
and four-storey office building, comes with a modular 
design to address customers’ needs for cost effective, 
energy-efficient, and scalable infrastructure solu-
tions. This tier-3 data centre will offer customers a 
low total cost of ownership (TCO), equivalent to one 
third of the TCO in Japan. Equipped with a well-
developed infrastructure and facilities that meet inter-
national standards, this data centre will emphasise 
green technology innovations including solar energy 
generation, rainwater harvesting systems, renewable 
energy technology, inverter techniques, and double-
wall technology. Amongst the services offered at this 
data centre are disaster recovery solutions, cloud 
computing, and server consolidation platforms.

4.3   Multiservice telecommunication licences
After fourteen years of operations, we currently 

hold three out of the four different multiservice tele-
communication licences in Malaysia. Achieving this 
as a wholly owned foreign company was possible 
only through our active participation in the develop-
ment of the MSC and continuous commitment 
towards making Malaysia an ICT hub and regional 
centre for Internet traffic.

Since August 2000, we have held an Application 
Service Provider (Class) licence issued by the Malay-

Fig. 4.   New Cyberjaya 3 Data Centre.
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sian Communications and Multimedia Commission 
(MCMC), the industry regulator in Malaysia. This 
licence enables us to provide specific services to 
end-users such as IP telephony services, Internet 
access services, and public switched data services.

In 2005, we were awarded the Network Service 
Provider (NSP) licence by MCMC for the provision 
of Global IP Network and Arcstar global private net-
work services. The NSP licence authorises us to pro-
vide connectivity and bandwidth services that support 
a variety of applications. Subsequently, in Sept 2010, 
we received the Network Facility Provider (NFP) 
licence, which authorises us to offer network facili-
ties services including fixed links and cables and a 
submarine cable landing centre.

Through such licences, we are working towards 
offering competitive products and services and intro-
ducing new Internet developments to further enhance 
the Internet industry in Malaysia. 

5.   Information security management

ICT has become a powerful enabler improving both 
communication and the exchange of information. As 
organisations become heavily reliant on ICT to sup-
port their core business operations, processes, and 

systems, they require assurance and peace of mind 
that their information is safeguarded.

To demonstrate our commitment to information 
security, we attained the ISO/IEC 27001:2005 certifi-
cation in 2010 for our operations and supporting 
functions in Malaysia and for the delivery of services: 
specifically data centre and network services (IEC: 
International Electrotechnical Commission). The cer-
tification further validates that our operations and 
service provision have surpassed the rigorous require-
ments of the ISO standard. 

The ISMS*2 certification covers data centre and 
domestic network services and all critical business 
functions including network operations, data centres 
and IT managed centres, project management and 
implementation, sales, project strategy, corporate 
planning, accounting, purchasing, legal, human 
resources and administration, management informa-
tion systems, product management, and business 
development.

6.   Social responsibility

In NTT MSC, we believe in contributing positively 
to our communities. To fulfil this commitment, we 
have participated in numerous projects that help cre-
ate knowledge workers and build the ICT industry.

6.1   MSC Malaysia
Since 1996, NTT MSC and the NTT Group have 

contributed to the establishment of the MSC Malay-
sia Master Plan and the following flagship applica-
tions [2] (Fig. 5). They have actively participated in 
the MSC Malaysia project’s initial planning stages 
and development. Specialist teams from NTT MSC 
and the NTT Group have worked on various aspects: 
the electronic government project with MAMPU 
(Malaysian Administrative Modernisation and Plan-
ning Unit), multipurpose smartcards with Bank Neg-
ara, the smart school project with the Ministry of 
Education, and telemedicine implementations with 
the Ministry of Health. All these projects were incor-
porated into the policy blueprint for MSC Malaysia 
flagship applications.

NTT MSC has seconded staff based at the Multi-
media Development Corporation (MDeC) to advise 
on the construction of communications infrastructure 
and support Japanese investment in Malaysia, espe-

Fig. 5.   Multimedia Super Corridor (MSC).

CyberjayaCyberjaya PutrajayaPutrajaya

MSC area

Flagship
zone

Flagship
zone

Flagship
zone

50 km

15 km

Kuala Lumpur
From Subang

25 minutes
from KLIA

To Kuala Lumpur
International Airport

To Seremban

From Petaling Jaya
From

Maju Expressway

30 minutes
from KLCC

*2	 ISMS is a part of the overall management system, based on a 
business risk approach, to establish, implement, operate, monitor, 
review, maintain, and improve information security.
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cially in the MSC Malaysia area. For technology 
transfer, the NTT Group has worked together with 
MIMOS (Malaysian Institute of Microelectronic Sys-
tems) for the transfer of large-scale integration tech-
nology since 1998.

NTT MSC and the NTT Group have been recog-
nised and commended by the Malaysian Government 
as active and strong supporters of the MSC Malaysia 
project. This commitment was demonstrated through 
the annual participation in the International Advisory 
Panel (IAP) by the NTT Group. The former President 
and CEO of NTT Communications Corporation, 
Masanobu Suzuki, personally attended most of the 
IAP meetings and continuously provided valuable 
advice and support to the Panel towards achieving the 
MSC Malaysia’s objectives (Photo 2).

6.2   Multimedia Scholarship Foundation
Incorporated in March 1998, the Multimedia 

Scholarship Foundation (MSF) was a collaboration 
between NTT Corporation, NTT DATA, NTT 
Finance, and NTT Urban Development. Its objective 

was to provide financial assistance to undergraduates 
and postgraduates to pursue their studies at Multime-
dia University (MMU) Cyberjaya through a scholar-
ship program (Photo 3).

This program is part of an initiative to support and 
develop knowledge workers as well as contribute to 
the growth of the ICT industry in Malaysia. As the 
program administrator, NTT MSC manages the 
scholarship fund, scholarship awarding process, and 
consequent employment opportunities with compa-
nies in the NTT Group. Since its inception in 1998, 
there have been more than 30 scholars in this program 
(Photo 4).

In addition to the scholarship program, we have 
contributed to MMU in other ways such as technical 
assistance, collaborative research and development 
activities, educational activities such as classes and 
seminars, research and development programs, advi-

Photo 2.   �NTT MSC head office official opening ceremony 
and MSF governor and scholars.

Photo 3.   MSF governor and scholars.

Photo 4.   MSF scholarship awarding ceremony.
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Open house
In Malaysia, festivities are commonly celebrat-

ed together by all communities and races through 
the open house tradition, where everyone is 
invited to join the festivities. This unique and 
distinctive tradition is practiced by all races in 
Malaysia. 

During the various cultural and religious festi-
vals, friends, families, and even strangers are 
invited into the homes of those celebrating the 
festivals. All are welcomed with open arms and 
hearts to enjoy the special feast prepared by the 
hosts.

This tradition of celebrating cultural events 
together with those of the different races and cul-

tures has helped create goodwill and improve 
tolerance and mutual understanding among com-
munities and society. Even government officials 
participate in such activities by organising open 
house events at public halls where everyone is 
invited to enjoy the traditional delicacies and 
meet the ministers.

Wearing a jacket back to front 
Motorcycles are a common sight on roadways 

throughout Malaysia. What is surprising to for-
eigners is to see a motorcyclist wearing his or her 
jacket back to front! It is not a local fashion trend 
but a means of 
protecting one’s 
front from wind 
chill  and arms 
from the strong 
sunlight. The hot 
humid tropical 
w e a t h e r  c o m
bined with wind 
chill makes it extr
emely unpleasant 
to wear a zipped- 
or buttoned-up 
jacket in the more 
usual manner. In 
fac t ,  wi th  the 
year-round heat, 
many Malaysians 

NTT MSC — short column

sory activities, and planning for the university’s edu-
cational enhancement program. 

6.3   IT and HR seminars
We have endeavoured to contribute to IT and 

human resource (HR) development and knowledge 
transfer into Malaysia. One of the initiatives under-
taken in early years of establishment was organising 
IT/HR-related complementary seminars to increase 
IT awareness among Malaysians.

NTT MSC together with the Overseas Vocational 
Training Association (OVTA) in cooperation with the 
Malaysian Ministry of Human Resources and the 
Japanese Ministry of Health, Labor and Welfare has 
organised Asia Pacific Economic Cooperation 

(APEC) IT/HR seminars in Malaysia. This yearly 
event is organised with the objectives of creating 
awareness of the benefits of IT and the influences of 
applying IT to business and management. Various 
distinguished speakers from industry and academia 
have been invited to share their knowledge, experi-
ence, and findings with the public.
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tend to wear short-sleeved shirts or tops to keep 
cool. Thus, the simple jacket on the front serves 
two key roles for our motorcyclists: it protects the 
front upper torso from wind chill while allowing 
heat and moisture to escape from the back and it 
protect the arms from the scorching sun.

Lah!
When you speak to a Malaysian, you may 

notice the frequent usage of the word ‘lah’ in con-
versations, especially at the end of a sentence, 
regardless of the language. It may seem confus-
ing at first, but this simple word can be applied in 
numerous ways to assert a position and entice 
solidarity. Commonly appended to the end of a 
word, it is often used to emphasise or reinforce a 
feeling such as ‘Don’t disturb me lah’ or to soften 
a tone that may seem impolite ‘No lah’. At times, 
it is used for reassurance, for example, ‘Don’t 
worry lah’ or ‘It’s okay lah’.

Lah is not a separate word by itself, so there is 
never a pause before it. And in spite of being com-
mon, it is not used at the end of every sentence. 
Using it properly is actually quite difficult for 
those who were not born into the language envi-
ronment. It is a typical manglish word originating 
from the English, Malay, Hokkien, Mandarin, 
Cantonese, Tamil, etc., commonly spoken in 
Malaysia, reflecting the county’s unique identity.

Malaysia batik
Malaysian batik is famous for its geometrical 

designs, leaves, and flower motifs. Unlike 
Javanese batik, Malaysian batik tends to have 
larger and simpler patterns with lighter and more 

vibrant colours. It is no surprise that with its his-
torical significance and in line with the 1 Malaysia*3 
concept, the Malaysian government is now 
endorsing Malaysian batik as a national dress. 

This beautiful batik cloth was originally worn 
as casual and daily wear. Now, it is combined 
with modern fashion, and even a baby cradle has 
been commercialised. Batik has gained global 
and international recognition and is available in a 
variety of textile types for both men’s and wom-
en’s garments. Batik has been well received as 
one type of formal attire that can be worn to any 
formal event in Malaysia and it is commonly used 
for formal office wear.

With unlimited creativity in ideas nowadays, 
many other things have been created from batik 
including scarfs, neckties, furnishing fabrics, 
heavy canvas wall hangings, tablecloths, and 
household accessories. Although it is undeniable 
that batik is also produced in some other coun-
tries, Malaysia, with its own particular technique 
reflecting the unity of the country’s multicultural-
ism and ethnic diversity, has given it a new touch 
and created a bigger presence in the current fash-
ion industry.

Use of lah in daily conversation.

Next time, 
wear a necktie 

lah!

Hmm …. 
Okay lah.

Batik designs.

*3	1 Malaysia is an on-going programme created by the Prime 
Minister.
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External Awards

Heisei 22 IPSJ Best Paper Award
Winners: Atsuhiko Maeda*1, Hirohito Inagaki*2, Minoru Kobaya-
shi*1, and Masanobu Abe*3

*1	 NTT Cyber Solutions Laboratories
*2	 NTT Cyber Space Laboratories
*3	 Okayama University

Date: June 2, 2011
Organization: Information Processing Society of Japan

For “A Link Selection Technique Using “Arrow Tag” for Web 
Browsers on TV”.

Television sets and video game consoles equipped with a web 
browser have appeared, and we are now able to browse web pages on 
television screens. However, existing navigation techniques are too 
difficult in this situation. In this paper, we propose Arrow Tag, a new 
link selection technique for web browsers on TV. In this technique, 
sequences of arrow signs called Arrow Tags are assigned to the links 
of the web pages, so a user can select the links by pushing the four 
direction keys a few times, while keeping her/his gaze fixed on the 
TV screen. User studies show that Arrow Tag significantly outper-
forms the conventional techniques of Focus Move and Number Tag. 
Moreover, most participants preferred Arrow Tag to either Focus 
Move or Number Tag.

Published as: A. Maeda, H. Inagaki, M. Kobayashi, and M. Abe, “A 
Link Selection Technique Using “Arrow Tag” for Web Browsers on 
TV,” Transactions of the Information Processing Society of Japan, 
Vol. 51, No. 2, pp. 346–355, 2010 (in Japanese).

Best Paper Award
Winners: Lin Ma, Nobutomo Hanzawa, Kyozo Tsujikawa, and 
Shigeru Tomita, Advanced Media Research Group, Access Media 
Project, NTT Access Network Service Systems Laboratories
Date: July 6, 2011
Organization: The 16th Opto-Electronics and Communications 
Conference (OECC 2011)

For “Ultrawide-band WDM Transmission in a Multi-mode Fiber 
Using PCF Devices”.

We demonstrate ultrawide-band (850 to 1550 nm) WDM transmis-
sion in multi-mode fiber by using single-mode photonic crystal fiber 
for center launching and as mode-filtering devices.
Published as: L. Ma, N. Hanzawa, K. Tsujikawa, and S. Tomita, 
“Ultrawide-band WDM Transmission in a Multi-mode Fiber Using 
PCF Devices,” Proc. of OECC 2011, 6C2-3, Kaohsiung, Taiwan, 
July, 2011.


