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Abstract

NTT Service Integration Laboratories has developed a security device management platform that
includes functionality for issuing smart cards, adding applications to cards after they have been issued,
issuing temporary cards when a smart card is lost, and linking with external systems. The platform can
support the management of smart cards and other tamper-resistant security devices in a wide range of

operational scenarios.

1. Introduction

Security and personal authentication have recently
become increasingly important in enterprise, aca-
demia, and the public sector. The variety of tamper-
resistant security devices used for personal authenti-
cation also continues to increase: it currently includes
SD (secure digital) cards that incorporate an inte-
grated circuit (IC) chip, mobile phones with a sub-
scriber identity module (SIM) card, and other devices
in addition to conventional smart cards.

NTT Service Integration Laboratories has devel-
oped the Security Device Management (SDM) plat-
form for centralized management of this diverse
range of tamper-resistant security devices. The plat-
form enables efficient management and operation of
a safe and secure societal infrastructure that uses
these tamper-resistant security devices, including
configuration and updating of personal identification
and authentication information and addition and
removal of applications. This platform is expected to
be used to generate new business and as a replace-
ment for the Network-based IC Card Environment
(NICE) [1]-[3], a platform for managing smart card
information that is currently in use by companies.

2. Overview

SDM is platform software that provides integrated
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management of tamper-resistant security devices,
from device issuing through operational functions
(Fig. 1). Its functionality can be divided into issuing
functions, which gather user information for each
service and configure tamper-resistant security devic-
es so that they can be used, and operational functions,
which add and remove applications from tamper-
resistant security devices and manage the multiple
devices of different types used by users.
(1) Gathering user information for each service

SDM provides an interface for linking with external
systems. Through this interface, user information can
be automatically retrieved from an external, corpo-
rate information database system. This allows user
information accumulated during registration for vari-
ous services in the past to be used when a tamper-
resistant security device is being issued. Thus, SDM
reduces the work involved in creating new user infor-
mation, reduces errors in data entry, and otherwise
improves the efficiency of issuing tamper-resistant
security devices.
(2) Managing smart cards

SDM can manage all of the smart cards held by
each user.
(3) Adding and removing applications from tamper-

resistant security devices

SDM allows applications to be added or removed
from tamper-resistant security devices that have
already been distributed to users. Thus, applications
for a variety of services such as a facility entry sys-
tem, personal computer login, and cafeteria and
library systems can be added to a tamper-resistant
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security device such as a company ID (identity) card
that has already been issued and distributed to
employees. This allows the range of applications for
the tamper-resistant security device ID to be expand-
ed and enriched gradually.
(4) Supporting multiple tamper-resistant security
devices of various types

SDM can issue and manage multiple types of
devices. The functionality for managing different
types of tamper-resistant security devices makes
operation easier in the case of migration among tam-
per-resistant security devices, for example, to update
a tamper-resistant security device when encryption
has been compromised. The ability to manage multi-
ple tamper-resistant security devices allows a device
to be created with the same applications as the
employee’s original ID card; for example, a tempo-
rary ID card can be issued to an employee who has
forgotten his or her ID card or the ID card can be reis-
sued if it has been lost. Systems can thus be operated
at a higher level of security and aspects such as issue
numbers and expiry dates can be managed strictly.

3. Technical features

SDM is implemented as a client-server web ser-
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vice, so operators can perform various operations
using a web terminal, such as issuing new tamper-
resistant security devices or performing operational
tasks. An open source framework was used, so the
user interface and business logic can be customized,
modified, and maintained easily.

3.1 Script for generating device issuing informa-
tion

SDM is easily customizable for various solutions
owing to the development of an easy scripting lan-
guage called Apdu Markup Language (AML). AML
makes it easy to write task rules, such as rules for
generating commands to issue or operate a tamper-
resistant security device or to transform data when
linking with an external system (Fig. 2). Writing and
modifying AML scripts not only makes it possible to
link with external systems, but also enables systems
to handle new tamper-resistant security devices,
whether they are a new type of IC card or an SD or
SIM card incorporating an IC chip.

3.2 User-oriented data model

SDM uses a data model to manage the number,
types, and states of tamper-resistant security devices
that users possess, enabling multiple tamper-resistant
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Fig. 2. Script-based generation of card issuing information.

security devices of different types to be issued and
managed for each user.

3.3 Secure online tamper-resistant security device
management technology adopted in the inter-
national standard

SDM can safely add services to a tamper-resistant
security device over a network after the device has
been issued because it uses online tamper-resistant
security device management technology developed
by NTT based on a public key infrastructure (PKI)
and secure messaging. This technology has been rec-

ognized for its ability to add applications safely to a

temper-resistant security device through its functions

for flexibly managing applications on it and for flex-
ibly handling global geographical regions, and it has
been adopted in the Global Platform 2.2 international

standard [4].

4. Application to system integration

The flow of a typical SDM application scenario for
a company is shown in Fig. 3 and some specific
examples are described below.
(1) University student identification

When new students enter university, the informa-
tion required to issue tamper-resistant security devic-
es for all new students can be generated from student
information in the registration system, and devices

for all students can be created at once, by contract
with a printing company, for example.

In the past, when a university spanned multiple
campuses, students would have to go to another loca-
tion where there was a card-issuing machine in order
to add applications to their student ID card in order to
use new facilities or services on another campus.
SDM makes this much more convenient because
applications can be added, or removed to stop a ser-
vice being used, wherever there is an operator termi-
nal. Temporary cards can be issued if a student forgets
or loses an ID card, which helps prevent unauthorized
use of student cards and enables the student to con-
tinue using the services on the card.

(2) Corporate identification

When an employee’s employment status or location
changes or the card’s expiry date is approaching,
information for issuing a new ID card or reissuing a
new version of the existing one is generated. SDM
allows the card to be issued immediately, rather than
through a processed contracted out to a printing com-
pany, for example.

When an employee needs access to in-house thin-
client devices or entry to secure areas, the required
application can be added to his or her employee ID
card. Moreover, when an employee forgets or loses an
ID card, a temporary card with only the minimum
applications and limited to the required use can be
issued. This helps prevent abuse of ID cards and
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allows employees to continue to use the added ser-
vices.
5. Future development

For some time, we have been working on updating
and expanding existing systems such as employee
and student ID cards that have been used in environ-
ments where they are relatively limited. This has
included organizing and streamlining public and
other external use of smart cards and extending basic
functionality such as gathering user information,
issuing cards, and performing other operational
tasks.

We will continue to work on needs and issues
selected from both domestic and global perspectives,
targeting cost reductions and business continuity
planning and considering general market trends such
as cloud-services business and smartphones equipped
with near-field communications, as well as trends
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toward external use in national and regional govern-
ments. As technical development advances, we will
also contribute to the development of businesses that
offer superior solutions for enterprises.
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