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View from the Top

The Cloud as Trigger for
a Global Strategy Leveraging
the Strengths of a Telecom Carrier

Akira Arima,

President & CEO, NTT Communications

Overview

NTT Communications is taking up the challenge of creating new business
under its Vision 2015 growth strategy. What kind of approach is needed to
achieve true globalization in an ICT market that demands quick results? We

Providing global and total ICT outsourcing services
as only a telecom carrier can

—MTr. Arima, in the three years since you took up your
present position, how has NTT Communications been
progressing?

These last three years have been a period of transi-
tion for our business. As for sales, operating revenue
for the 2012 fiscal year of the NTT Communications
(NTT Com) Group could not help but fall due to a
structural decrease in revenue in voice communica-
tions and a revenue drop accompanying fierce price
competition in the data-network business. Unfortu-
nately, revenue increases in cloud services and other
growth fields could not cover this decrease in reve-
nue. Although we have not been able to apply a brake
to this overall decrease in revenue, we nevertheless
achieved a record operating profit since the founding
of the company, following the record profit in fiscal
year 2011. The issue we face now is boosting our
topline growth. My goal is to increase our revenues
without a moment’s delay.

I feel that the efforts I have made since taking up

this position in greatly restructuring the company’s
internal organization and making business processes
more efficient are putting the company on the right
path to profits.

Although the things that I want to do have not in
essence changed since the time that I assumed this
office, the pending issue is how to create new busi-
ness as a means of increasing revenues, which is the
foundation for growing profits under Vision 2015.
Looking forward, I will promote global and total out-
sourcing services befitting a telecom carrier as an
opportunity for our customers to convert their infor-
mation and communications technology (ICT) to the
cloud under our Global Cloud Vision.

—Please tell us how you plan to position and execute
the Global Cloud Vision business strategy.

I believe that achieving corporate growth solely on
the basis of the Japanese market is very difficult.
Adding the word “global” to our strategy reflects my
desire to make the provision of cloud services on a
worldwide basis a core strength of our company.

As for the cloud, I can say that there are many
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diverse ways of implementing and providing cloud
services, and there are many companies competing in
this field. Developing services that can differentiate
NTT Com from other companies is essential. For us,
the cloud, in the end, is a trigger. My aim in leverag-
ing our strengths as a telecom carrier is not simply to
provide cloud services but also to provide global and
total ICT services that include our networks and data-
centers connected to the cloud as well as general-pur-
pose applications, security, operations management,
and other attractive services.

Demonstrating all our strengths in
providing total ICT services

—It would appear that safety and security are strong
requirements in operating a cloud. What are your
thoughts on this?

As companies continue to adopt ICT at an acceler-
ated pace, it becomes more important than ever to
maintain a safe and secure network environment.

For example, while a datacenter operator would
ensure the reliability of the datacenter itself by secur-
ing a stable supply of power, our strength as a telecom
operator would be to comprehensively provide total
ICT services in a safe and secure manner. Some
people probably have the idea regarding this strength
that instead of a comprehensive, total provision of all
services, it would be better for the customer himself
to assemble a set of services from among those con-
sidered to be the best in the market in each field, such
as the infrastructure, datacenter, or network field.

An ICT system, however, would generally become
unusable if any one of its constituent components—
such as the cloud, datacenter, or network—fails. Our
strength lies in our ability to provide services under
an ICT system that is totally under our control. For
this reason, we pay close attention to maintaining
close ties between the various sections within NTT
Com so that we can fully demonstrate to our custom-
ers our strength in being a one-stop provider of ser-
vices. Furthermore, as a dedicated network operator,
we can embed the cloud within the network, which
means that we can provide a cloud connection as a
free service. While other operators charge for such a
connection, we can provide it for free.

At present, we provide the same services in various
regions around the world. We feature 146 global data-
centers including those scheduled to be launched next
fiscal year, and we have clouds set up in 10 bases
spanning 8 countries. Moreover, to differentiate our
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clouds in the marketplace, we are rolling out func-
tional enhancements such as automatic cloud migra-
tion (on-premise connection service), automatic vir-
tual private network (VPN) connections, and inte-
grated customer portal sites based on software-
defined networking (SDN). We are also working on
expanding our Wide Angle managed security service,
on rolling out a new security platform (security infor-
mation and event management (SIEM) engine) in 9
countries, and on setting up a security monitoring
system at more than 450 locations in 14 countries.

These initiatives have been highly evaluated by
third-party institutions. In just this past year, for
example, NTT Com received the Best Cloud-based
Service and Best Asian Telecom Carrier award at the
Telecom Asia Awards 2013 (held April 2013) and the
Grand Prize in the Security Services section at the
MM Research Institute Awards 2013 (held in June
2013).

The inroads made into foreign markets by Japanese
manufacturing firms and other enterprises have been
truly remarkable, and we have not a few customers
who obtain more than half of their profits from over-
seas operations. These customers are faced with a
variety of issues resulting from M&A (merger and
acquisition) activities with overseas companies such
as the need to merge ICT systems and achieve greater
operational efficiency. We are frequently receiving
inquiries on whether we can provide the same quality
of service overseas as in Japan and whether we can
support global activities. If we cannot support our
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customers in these ways, we will not be able to sur-
vive.

In addition, when thinking about our own transfor-
mation into a global enterprise, we will, of course, be
providing services throughout the world from over-
seas bases, but I think that there is also a need to
reform the company from inside Tokyo headquarters.
One issue, for example, is the ratio of foreign employ-
ees. Ideally, there is a need for foreign representation
at the executive level, but our efforts will begin with
developing a multinational group of employees.

Face reality objectively and choose decisiveness
over hesitation

—NTT Com’s desire to globalize is understandable
given the times and current trends, but moving with
trends also involves some unknowns, which means
that risk too must be taken into account. How do you
assess risk?

Work at the executive level is, in one sense, an
ongoing assessment of risk. As to whether one should
hold back or more forward, I think it is better to
advance than to stay still once the risks have been
thought out. With cloud services, for example, we
were confident that there was a real need for these
services after reading market trends, so we felt that it
was then just a matter of matching our expertise and
business model with those needs.

Multinational companies in various countries
around the world are now focusing on the Asia mar-
ket. They’re investing in Asia as a growth strategy, but
when deciding where to establish a hub, their atten-
tion is unfortunately drawn not to Tokyo but to Hong
Kong or Singapore. We nearly sold out the capacity
of the datacenter we launched in Hong Kong in May
to customers consisting of foreign corporations.

It is natural to keep in mind such data or feedback
that can serve as grounds for decision making, but to
promote even further growth, it is essential that on-
site visits be made to collect comprehensive informa-
tion as a basis for making intuitive decisions. For this
reason, [ see to it that we make fact-finding missions
to our colleagues’ sites scattered throughout the
world to hold discussions and find out what our cus-
tomers really need.

There is always the risk that some sort of problems
will arise when expanding business, so it cannot be
said that everything is going fine—there is no other
choice but to deal with those problems accordingly. I
believe that facing reality objectively is very impor-
tant. Since we are always competing with other carri-
ers for business, we must be able to respond to cus-
tomer needs in a timely manner. The time limit for
doing so is set by the market, and if we cannot pro-
pose solutions by that time, we will have achieved
nothing.

—What is the state of collaboration with NTT R&D
(Research and Development), which supports the
business of NTT Com?

We are now in the process of receiving support
from NTT laboratories as we convert the cloud infra-
structure to a virtual network. While it might be easy
to say that a “customer’s existing system should be
migrated to the cloud,” doing so would normally
involve lots of hard work. In contrast, our approach is
to construct a virtual network between our datacenter
and the customer’s system and use it to move the
customer’s system directly to our cloud. This
approach has received high marks from various quar-
ters in the industry as the world’s first auto-migration
system.

Additionally, in the area of security services, we
have developed a SIEM engine combining the know-
how of NTT Com and NTT Com Security and the
advanced technologies of NTT laboratories and have
deployed it as a new security operations infrastruc-
ture. By adding blacklists that incorporate NTT Com
proprietary know-how to this SIEM engine, we have
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made it possible to reliably detect and deal with secu-
rity risks such as by visualizing unknown threats that
have previously been difficult to detect.

On the basis of these activities, we can say that
without NTT laboratories we would not have these
attractive cloud services to offer. I would hope that
this use of research results in the business of NTT
Com being a source of motivation for NTT research-
ers. I would like to strengthen our collaborative
efforts with NTT R&D to provide products and ser-
vices that draw responses such as “NTT technology
is amazing” from customers around the world.

—Mr. Arima, could you leave us with a message for
all NTT Com employees?

In this era in which results are needed promptly, the
provision of services is meaningless if they are not
provided when needed. In this regard, the services
that we can provide at that time will not always sat-
isfy all customers. Even if 100% of our customers
cannot be satisfied, it is important that we provide
services promptly in a way that comes as close as
possible to 100%.

This holds true for cloud services and network ser-
vices. There are many cases in which competing
companies are providing services using similar tech-
nologies, so how can we differentiate our services?
The key is to provide an operation system and find
ways of making operations more efficient. To this
end, we are pursuing automation aggressively and are
working, in particular, to automate routine tasks to
cut down on as much human intervention as possible
and eliminate operating mistakes.

I think that we are gradually achieving results and

Vol. 11 No. 10 Oct. 2013

that customers are coming to use our reasonably
priced services with confidence. We cannot allow
ourselves to think that there is a market with no com-
petitors. It is imperative that we quickly identify the
problems enveloping our customers and that we deal
with them promptly and appropriately.

Interviewee profile
B Career highlights

Akira Arima joined Nippon Telegraph and
Telephone Public Corporation (now NTT) in
1973 after graduating from Hitotsubashi
University, Faculty of Commerce and
Management. He served as Senior Vice President
and Executive Manager of the Corporate Strategy
Planning Department of NTT EAST, Senior Vice
President of NTT, and Senior Executive Vice
President of the Net Business Division, NTT
Communications Corporation, before taking up
his present position in June 2010.
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Abstract

NTT’s Medium-Term Management Policy Towards the Next Stage calls for the early development and
marketing of world-class cloud and security technologies in North America, the most competitive market
in the world. To achieve this objective, NTT Innovation Institute, Inc. (NTT I?) was established on April 1,
2013 as a research and development center in North America. This article introduces the NTT Group’s
global business strategy and the role of NTT I3 in executing this strategy.
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1. Introduction

NTT’s Medium-Term Management Policy Towards
the Next Stage, announced in November 2012, intro-
duced the goal of becoming the value partner that
customers continue to select. The policy also
describes two pillars of this new effort that are central
to achieving this goal: global cloud services as the
cornerstone of NTT’s business operations, and highly
competitive network services.

Global business is the driver of NTT Group growth.
The stated goals are to double global earnings over
the next five years, and in 2016, to earn $20 billion,
with more than 50% of corporate earnings coming
from global business.

To grow its global business, the NTT Group plans
to enhance its consulting and solution-proposal abili-
ties in order to implement effective solutions to its
customers’ business problems through information
and communications technology (ICT). Thus, in
addition to providing existing ICT services, there is a
need for boosting paradigm-shifting services with an
emphasis on cloud services, mobility services, and
advanced analysis of diverse business data for predic-
tion purposes (business analytics). There is also a
need for operating ICT services and business pro-
cesses in an end-to-end manner and for creating
strong relationships with customers as a path to new
service provision. The need is likewise felt to provide

flexible and high-quality services that can combine
the customer’s existing information systems with
NTT’s cloud service menu and even with services of
other companies (Fig. 1).

The NTT Group has formulated a system that
drives a full lineup of business areas combining net-
works, datacenters, managed ICT, applications, solu-
tions, services, and research and development (R&D)
(Fig. 2). As reflected in the phrase Next Value Partner
for Transformation by Total Solution (NTT), the NTT
Group seeks to gain the trust of its customers by
offering differentiated services and technologies that
can support the transformation of their business mod-
els.

NTT may be a trusted brand in Japan, but from a
global perspective, it is ranked number 2 among
Japanese companies and number 16 among all com-
panies in all industries in the world as announced by
Brand Finance in its brand rankings [1]. While this
brand recognition is certainly not unfavorable, there
is still much room for improvement. To gain trust on
a global scale, it is essential that NTT invest aggres-
sively in new fields such as cloud computing and
security and expand its global business.

2. Purpose of establishing NTT I3

NTT I3 was established on April 1, 2013 (Fig. 3) as
part of the NTT Group’s push toward globalization as
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Fig. 1. Global business development in the NTT Group.

Sales: ¥10.7 trillion
No. of employees: 224,000
No. of group companies: over 770,

as of March 2013
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Fig.2. NTT Group overview.
described above. growth of the NTT Group’s global business. To
NTT I3 seeks to become a global hub of NTT R&D achieve this goal, it will focus on four activities, as
and to provide new service creation to support the summarized below.
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Fig. 3. Map image depicting establishment of NTT I3 as one of NTT’s global holdings.

(1) Establish a market foothold: North America is
considered to be an advanced region in terms of secu-
rity, cloud computing, and other ICT technologies.
By establishing a foothold in this market and devel-
oping competitive skills in North America, NTT I*
can expand to other regions where markets can be
opened up and can enhance its competitive skills in a
wider variety of regions.

(2) Leverage the Silicon Valley ecosystem: Silicon
Valley is a center of leading technology companies
and a repository of information on cutting-edge tech-
nology. It is consequently an ideal location for devel-
oping strong partnerships with forward-looking
companies and for quickly collecting information on
advanced technologies. NTT I? will pursue service
development making best use of the advantages of
this region.

(3) Develop intellectual property (IP) for corporate
global business: Being in close proximity to the
North America market, NTT I aims to convert tech-
nologies matching the businesses of NTT Group
companies in North America into IP as quickly as
possible and to bring that IP to this market. The over-
all plan is to modularize this IP and market it global-

ly.

(4) Be a source of differentiation for the NTT Group:
A key strength of the NTT Group is R&D, and the
establishment of a center in North America is a major
step forward for NTT in expanding its R&D. NTT I*
aims to raise the level of product differentiation in the
NTT Group by promoting applied R&D that can only

be carried out in North America based on market
needs while incorporating the results of basic research
and development at the NTT laboratories of NTT
Holding Company. Furthermore, while some service
development has traditionally been undertaken under
the separate visions of the various NTT Group com-
panies, the promotion of applied R&D by NTT I in
the North American market is expected to contribute
to group collaboration and to produce a synergetic
effect among the NTT Group companies.

3. NTT I} approach to R&D

To meet the needs and desires of more than 10,000
enterprise clients around the world, NTT I® seeks to
develop IP in cloud, security, mobility, and operations
technologies with the aim of developing innovative
services and providing superior operations (Fig. 4).

In particular, NTT I3 focuses on innovations that
contribute to the business agility of our clients. Busi-
ness agility is built on five capabilities: (1) Exploring
innovative technology-enabled business models, (2)
responding rapidly to emerging competitive threats,
(3) improving the speed at which these business mod-
els can be brought to the marketplace, (4) dealing
with regulatory, security, and privacy threats in an
increasingly connected global marketplace, and (5)
doing all of these at a price that provides value to their
customers and stakeholders. Today’s organizations
cannot compete successfully in the dynamic global
marketplace without these capabilities.

NTT I® recognizes our clients’ critical need for
business agility and therefore drives innovation in
three layers. Innovations at the top layer should
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Fig. 4. NTT I8 approach to R&D.

redesign our clients’ business models and/or business
processes. Innovations at the middle layer should
accelerate our clients’ activities of developing and
operating new applications while providing up-to-
date security protection. Innovations at the bottom
layer should advance our infrastructure to provide
services at software-speed while achieving high per-
formance and security.

For the present, NTT I* will focus on service and
product development in the areas of security and
cloud computing. The following describes specific
development efforts in these two key areas.

3.1 Cloud

A strong point of the NTT Group’s cloud is that a
wide range of services can be provided. For example,
the NTT Group can provide total customer support
throughout the life cycle of cloud-migration plan-
ning, migration execution, and post-migration opera-
tions. These services cover all layers, i.e., the applica-
tion, cloud platform, and network layers. Another
strong point is that the NTT Group has an R&D
department for cloud development. The NTT Group
strategy seeks to leverage these strengths, and in line
with that strategy, NTT I* will work to develop IP that
can extract the synergy among the wide range of ser-
vices that the NTT Group provides (Fig. 5).

At present, NTT I*’s work in cloud computing can
be divided into three main themes. The first theme is
cloud migration support technology (migration tech-
nology). This technology is being developed to
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reduce barriers at the time of migration and to
improve stability in performance. The second theme
is big-data analysis technology for managing the per-
formance of applications. With this technology,
NTT I? aims to help customers maintain high applica-
tion performance by identifying the dependencies
among multiple performance metrics of a complex
cloud environment. The third theme is network and
storage technologies for cloud computing. In particu-
lar, NTT I® is working intently on software-defined
networking (SDN) technology, which is essential to a
service provider like NTT for creating differentiated
services. For more details, please see the example of
SND presented in “Networking at NTT I? and Out-
look of SDN” [2] in these Feature Articles.

By approaching R&D in the above way, NTT I3 will
first aim for growth in the NTT Group companies
doing business in North America while also planning
to roll out the IP developed and recognized in this
market to developing countries and Japan itself some-
time in the future.

3.2 Security

Security measures and security analysis and man-
agement are undergoing changes due to a number of
factors including changes in the types of threats and
vulnerabilities, changes in the legal system and social
demands, and the influence of stakeholders. The NTT
Group aims to establish a permanent position for
itself as a top-class security integrator in the world by
providing comprehensive managed security services
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Fig. 6. NTT I° development efforts in security.

encompassing consulting, operations, and platforms.

To support this endeavor, NTT I plans to construct
a global security platform that will serve to enhance
the security businesses of NTT Group companies.
This plan includes the development of a Deep Secu-
rity Analysis Platform for analyzing threats and an
NTT Global Security Intelligence Platform for dis-
seminating information on threats and vulnerabilities
(Fig. 6). Incidentally, there is already a history at
NTT I? of analyzing security intelligence in collabo-
ration with NTT’s Computer Security Incident
Response and Readiness Coordination Team (NTT-
CERT) and Computer Security Incident Response

Team (CSIRT) organizations throughout the world.
NTT I3 aims to leverage its experience in these activ-
ities to research and develop advanced security tech-
nologies. A more detailed description of this endeavor
can be found in the Feature Article entitled “Enhanc-
ing Security Analysis at NTT I*” [3] in this issue.
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Abstract

NTT Innovation Institute, Inc. (NTT I?) has been analyzing security intel-
ligence in collaboration with the NTT Computer Security Incident Response
and Readiness Coordination Team, also known as NTT-CERT, and other
CSIRTs, or Computer Security Incident Response Teams, and it aims to
apply this know-how to the research and development of advanced security
technologies. We asked Shin Adachi, the Lead Security Analyst at the center
of security-related work at NTT I3, about the current status of information
security and the benefits of establishing NTT I® as a center for research and

development in North America.
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Introduction

A Computer Security Incident Response Team
(CSIRT) works to prevent (if possible), detect,
respond to, and mitigate security incidents, including
cyber attacks on companies and organizations. In
large corporations or in companies operating a criti-
cal infrastructure, it may be a dedicated organization
consisting of a full-time staff or team whose members
hold concurrent posts in the company. The NTT
Computer Security Incident Response and Readiness
Coordination Team, also known as NTT-CERT, was
launched in 2004 within NTT R&D (research and
development) of NTT Holding Company as the
CSIRT representing the NTT Group. It supports the
NTT Group in security-related matters, including the
provision of up-to-date information, and acts as an
NTT Group contact point for interacting with outside
security organizations and collecting information.

NTT I3 has been supporting the monitoring func-

tions of NTT-CERT since 2012 originally in the form
of its predecessor, NTT Multimedia Communications
Laboratories (NTT MCL). Specifically, it has been in
charge of surveying security conditions especially
outside Japan and of maintaining and boosting inter-
action with outside organizations (Fig. 1). Given that
security and cloud computing are major areas of
R&D at NTT I3, this work can be expected to take on
an increasingly important role in the years to come.
Shin Adachi, the Lead Security Analyst at the cen-
ter of this work, is well known for his activities in
major security-industry organizations including the
Forum of Incident Response and Security Teams
(FIRST)—the global forum of CSIRT organiza-
tions—and is recognized internationally as a security
expert. Last year, he was elected co-chair of the
FIRST Education Committee, one of the oldest com-
mittees in FIRST, succeeding his predecessors from
the CERT Coordination Center (CERT/CC) at Carn-
egie Mellon University, which is known as the first

NTT Technical Review
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CSIRT. Mr. Adachi was elected as co-chair together
with Franz Lantenhammer, head of Computer Emer-
gency Response Team Bundeswehr (CERTBw) of the
German Federal Armed Forces. He is the first Com-
mittee Chair elected from a company based in Asia.

The CSIRTs belonging to individual companies or
organizations form human networks to create mutu-
ally trustworthy relationships, which are often
reflected in daily activities such as obtaining reliable,
up-to-date information from that network and work-
ing together to deal effectively with security inci-
dents. Mr. Adachi has a large network of personal
relationships and extensive experience in the security
industry, and his NTT I3 colleagues often refer to him
as “our treasure” for this reason.

—Mr. Adachi, can you tell us about the present state
of cyber attacks?

To begin with, let me say a few things about these
incidents that we call “cyber attacks” considering that
we don’t usually know from whom or where, or how
an attack will be mounted.

The first thing that probably comes to mind when
hearing the words “cyber security” is attacks on per-
sonal computers (PCs). However, it was not so long
ago that an attack was made on the Subway restaurant
chain in the United States in which a vulnerability in
their POS (point-of-sale) terminals was exploited.
This attack caused considerable damage and was later
found to have originated in Romania.

If we look at recent trends, survey reports and secu-
rity-related literature tell us that there is a consider-
able time lag between the first occurrence of a mal-
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Overview of NTT-CERT (NTT I9) activities.

ware attack and its detection, specifically, from 240
days to more than 365 days. Conditions such as these
make it difficult to obtain an accurate number of mal-
ware incidents. The literature indicates that at least
200 days are now needed to detect that something has
occurred. It can therefore be said that, at any point in
time, we just don’t know what is going on where.

Japan is the home of many globally known corpora-
tions that have a high probability of being targeted by
malware attacks, so it should be acknowledged that
attacks are occurring here and there on a daily basis.

Reports from Microsoft and elsewhere state that the
risk of PC malware in Japan is not that high compared
to other countries, but I believe that it is only a matter
of time before Japan too is affected by some global-
wide incident.

Obviously, malware targets things of high value.
There are numerous cases of financial crimes and
fraudulent uses of information in North America, and
case studies from South America reveal that the meth-
ods used in committing financial crimes can be quite
skillful and varied. Each country, region, and busi-
ness field features particular methods of deception.

It appears that attack techniques that originate in
South America and elsewhere arrive in Japan about
one or two years later. The good news here is that
understanding and analyzing incidents that are occur-
ring in other regions in the world should enable us to
anticipate and prevent to some extent security inci-
dents in Japan. Case studies can help us make
advanced preparations and take appropriate actions.

—Given this state of affairs, what specific activities
are you involved in?



Feature Articles

(Japan’s national CSIRT)
Collaborates on alert information/response

JPCERT/CC
(Japan)

JPCERT/CC
(Japan)

Collaborates on CSIRT creation and
education/training

(Academic organizations in Europe)

TERENA (Europe)
(Trans-European Research and
Education Networking

Association)
(Academic organizations in Brazil)

Collaborates on bot/spam analysis

CAIS/RNP* Web of Trust NTT-CERT Circle of Trust
(Brazil) Forum of Incident (NTT I®) NCA (Nippon
Response and CSIRT Association)
Security Teams
Company
/
Company
ShadowServer

(United States) HoneynetProject

overseas P
( % (Malware/honeypot research organization)

(International organization
collecting attack information)
Exchanges attack information

organizations
9 ) Exchanges honeypot techniques, malware
information, etc.

*The full name is Centro de Atendimento a Incidentes de Seguranca / Rede Nacional de Ensino e Pesquisa (in Portuguese)

Fig. 2. Collaboration between NTT-CERT (NTT I3) and key CSIRTS inside/outside Japan.

I am involved in incident monitoring work in con-
junction with NTT-CERT. The term “monitoring
work” may convey the idea of real-time incident
monitoring, but it also involves the important work of
releasing new information on which companies have
experienced vulnerabilities and when, and of updat-
ing previously released, beneficial security informa-
tion.

Talso act as a liaison to other organizations involved
with information security.

In fact, in addition to issues involving attacks and
vulnerabilities, my work spans the full breadth of the
IT industry. I must consider, for example, judicial and
legal matters, service providers, incident responders,
universities, other CSIRTS, vendor information, and
endorsements.

My job is to uncover important information from a
complex web of data from which I need to determine
what type of information lies hidden and where, and
what kind of impact that information might have. So
it’s not just a matter of keeping myself glued to a
screen 24 hours a day to collect information.

I also exchange information with organizations in
other industries and with security activists in the
same industry via teleconferencing as the need arises.
In short, security work covers a wide range of activi-
ties—the day is over before I know it!

—You have participated in conferences and meetings
throughout the world. What are your prime objectives
here?

First of all, NTT became a member of the Forum of
Incident Response and Security Teams, or FIRST, the
global consortium of CSIRTs, in 2005, which was
relatively early as a CSIRT in Japan (Fig. 2).

Being a member of FIRST helps NTT-CERT facili-
tate trustworthy interaction with other members and
strengthen all sorts of relationships, human or other-
wise. It also ties in with incident response. For
example, there was a case in which we were able to
track an actual incident by receiving exceptional
cooperation from a CSIRT in another country. The
feeling is that we can get our hands on important facts
from reliable information sources in FIRST and
reflect those facts in our response. There are also
cases in which incident reports from FIRST sources
are submitted prior to any problems occurring on our
side. All in all, becoming a FIRST member promotes
bidirectional problem solving.

I recently attended a number of conferences held in
Brazil, Argentina, Malta, and other countries either
for FIRST members or general participants
(Photo 1).

I’ve also attended non-FIRST conferences on an
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Photo 1. Participants at a FIRST meeting held in Thailand
June 16-21 (Lead Security Analyst Shin Adachi
is second from the left).

invitation basis, for example, those sponsored by the
National Cyber Security Center of The Netherlands
(NCSC.NL). These conferences and meetings help
me to build up my knowledge and expand my net-
work of contacts.

Of course, collecting information is an important
task here, but raising one’s profile and obtaining the
trust of others is also an important activity. I also
accept invitations to lecture to increase my exposure
to the outside world. Speaking out in this way enables
me to disseminate the strengths of NTT I3 and NTT-
CERT. Through these activities, I hope to increase the
number of colleagues I have in this field and to decide
on what direction I should take.

Just recently, for example, NTT I3 applied for and
received approval for membership in the Cloud Secu-
rity Alliance (CSA), thereby joining ranks with well-
known companies such as AT&T and Verizon.

I believe that the CSA is the only global industry
body taking on both cloud computing and security. Its
activities include drafting white papers, so I believe
that offering our help in such work is a good way for
others to learn about the highly talented staff, activi-
ties, and core competencies of NTT I2. I also think
that we can engage in effective PR through advertis-
ing and other activities targeting specialized fields.

Establishing a name will take several stages, but at
first, our aim is just to increase recognition of the
NTT I3 name and to signal to the industry that our top
priorities are cloud computing and security.

To spread the word about NTT I*’s capabilities, I
think the best approach is to combine such efforts
with other activities.
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—There are security risks in all regions of the world,
with researchers there to pursue them. Therefore,
what are the benefits of working out of Silicon
Valley?

One advantage of establishing an R&D center in
North America is that the time difference with Japan
can be put to good use. Specifically, in the case of
California, our colleagues in Japan can send us mes-
sages and inquiries before they leave for the day, and
since we are working while they are resting, we can
reply to their messages by the early evening in our
time. This means that they will receive our responses,
results, or progress reports first thing in the morning
the following day in Japan.

At the same time, working in just any location in
the United States is not necessarily beneficial. For
example, New York and Washington D.C., though
being the respective centers of American finance and
government and being located on the East Coast three
hours ahead of California, are disadvantageous in the
sense that software vendors tend to be located in
California.

Let me explain using a specific example, which
occurred some time ago. A new type of malware
began to infect computer systems on a certain week-
end, and as dawn broke around the world, the mal-
ware infections spread from New Zealand and Aus-
tralia to Japan and Europe, and eventually infected
computers on the East Coast of the United States. As
a result, one financial institution after another fell
victim to this malware and suffered damage. How-
ever, because major antivirus software vendors are
concentrated on the West Coast, no effective counter-
measure to stem the effects of that damage could be
taken until the start of the business day on Monday in
California. Such a situation would probably not occur
today, but there are still various reasons why time dif-
ferences can sometimes be a major problem. It can
also be said that there are both good aspects and bad
aspects to having a concentration of vendors in the
California area, but understanding both sides also has
its benefits.

At present, I make an effort to get up before 4:00
AM Pacific Time in California every morning to
collect information on security matters affecting
financial and government institutions, but looking
forward, I would like to enhance and fortify the way
we cover East Coast problems.

At the risk of repeating myself, I’ll say that the
present situation is such that I don’t know what is
going on security-wise at all points around the world.
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But I do know that a new day begins with New Zea-
land and Australia—that will never change!

—What types of activities does NTT I intend to focus
on going forward?

As a new direction from a business point of view,
NTT I? aims to support the datacenters and security
services of three NTT companies doing business in
North America, namely, Dimension Data, NTT
America, and NTT DATA, Inc. Our mission is two-
fold: to protect the business operations of these com-
panies and to determine which technologies are
needed to protect their customers.

Furthermore, to expand NTT’s cloud business, we
must keep two questions in mind: how do we protect
the security of the cloud business, and conversely,
how do we leverage the power of the cloud to protect
security?

The business of the NTT Group differs greatly
between Japan and North America in the services
provided to customers, the temperament and charac-
teristics of customers, the business environment, and
the regulatory environment. This difference has a big
impact on security, the form of attacks referred to as
the “attack vector,” the way of dealing with vulnera-
bilities, and the incident response. I would like to
apply the experience and achievements that we have
built up so far as a CSIRT to develop intellectual
property (IP) that can effectively support managed
security services.

To this end, I am beginning to exchange informa-
tion on a face-to-face basis while also investigating
the specifics of how best to proceed from here on. I
am currently at the stage of establishing a firm foun-

dation, and the key to this process is conducting inter-
views and meetings with the relevant players.

I also think that there is a wealth of talented, hard-
working people in NTT R&D who are a true asset to
the company. In addition to being responsible and
loyal professionals, their knowledge extends beyond
their specialized technologies to a broad range of
peripheral technologies, too. I believe it’s the duty of
NTT I? to inform the outside world about the high
level of R&D activities underway in the NTT labora-
tories.

If we remain silent about this, nothing will get off
the ground. Other Japanese firms may be involved in
similar activities, but I believe that NTT is at the fore-
front of security technologies. I would like the vast
capabilities of NTT to become well known.

Interviewee profile
B Career highlights

Shin Adachi brings experience and expertise on
information security gained over many years to
NTT I3, as the Lead Security Analyst. He cur-
rently represents and serves NTT-CERT in the
Americas. In addition, he has spoken at, played
significant roles at, and/or contributed to, well
recognized organizations such as FIRST, NIST
Cloud Computing Program, Liberty Alliance,
Kantara Initiative, APEC TEL eSecurity, Asia
PKI Consortium, and ITU-T. Currently, he is
serving FIRST as CoChair of its Education Com-
mittee and as a senior member of its Program
Committee.
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Global Cloud Services

Networking at NTT I° and

Outlook of SDN

Robert Raszuk

Distinguished Research Engineer,

NTT Innovation Institute, Inc.

Abstract

NTT I¥ (NTT Innovation Institute, Inc.) has actively been carrying out
the tasks of developing cloud-related network technologies. Software-
defined networking (SDN) in particular is considered to be a key technol-
ogy for creating differentiation services for service providers such as
NTT. Robert Raszuk, Distinguished Research Engineer at NTT I3, has a
lot of experience in achieving company visions of implementing network-
ing and SDN. We asked him about the current status and prospects of SDN.

Keywords: global, cloud, SDN

Introduction

Distinguished Research Engineer Robert Raszuk,
who hails from Poland, has a wealth of experience
needed to develop network solutions and achieve the
Institute’s vision of software-defined networking
(SDN). In 1993, he went to the U.S. to study com-
puter science, which led to his starting a business in
Poland. He completed his master’s degree in electri-
cal engineering in 1995, as the growth of the Internet
was booming, and began his career as a network engi-
neer. He has a wide range of experience in areas
involving network management to the development
of technologies involving internal customers.

How will Mr. Raszuk’s experience at vendor com-
panies be utilized at NTT, a service provider? He had
the choice of working at a number of world-famous
companies. However, he decided to join NTT, saying,
“I admire Japanese culture, and believe that Japanese
companies are No. 1.” We asked Distinguished
Research Engineer Raszuk about the state and out-
look of SDN.

—What is a network and what is SDN?

There are a variety of definitions of a network. My
interpretation is, “A network is composed of data
transport and services.” Please think of it this way.

Right now, the concept of SDN differs from person
to person (Fig. 1). SDN is a technology for quickly
offering new, competitive services. I think that instead
of standing for “software,” the S in SDN really should
stand for “service.”

In general, there is no fixed way of thinking about
SDN, even among people in the industry. I can only
explain my concept by giving specific examples of
what I want to offer.

Some of my colleagues and I think that the value of
SDN lies in the focus on services. But there are also
developers who think that it is also important to build
and reinvent the transport part of the network.

A variety of groups such as I2RS (Interface to the
Routing System) and IRTF (Internet Research Task
Force) working groups (WGs), are working on stan-
dardizing SDN. There are also foundations such as
EWSDN (European Workshop on SDN) that develop
services and the ETSI (European Telecommunica-
tions Standards Institute) Network Functions Virtual-
ization WG, which is focusing on software-based
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Fig. 1. Overview of SDN architecture.

network functions and services.

So, there are many standardization efforts going on.
ONF (Open Networking Foundation) is working only
on the standardization of the OF (OpenFlow) portion,
which is the protocol for controlling the data plane
from the remote server.

Also, similar activities are being advanced by IETF
(Internet Engineering Task Force). They are standard-
izing definitions of methods of building APIs (appli-
cation programming interfaces) into network equip-
ment.

Because of these activities, it is difficult to com-
pletely follow what is happening in the SDN world.
There are activities being undertaken from various
perspectives, so understanding their real value as ser-
vices will take a little more time.

There are many people in this industry who just
focus on services. However, if we don’t strengthen
data transport, we can’t provide safe and secure net-

Vol. 11 No. 10 Oct. 2013

works.

An example of a service is a virtual private network
(VPN). With a VPN, Internet websites and portals can
also be provided. VPNs are therefore highly profit-
able services in the industry.

Using enterprise systems as an example, we see that
many things are involved in the back office. For
example, solving different problems for document
management and server management and figuring
out how to manage them using a cloud-based infra-
structure are issues of great concern right now. In
addition, cloud security is very important.

Instead of companies originally having their own
networks, more and more customers are outsourcing
their back office or using ready-made networks.

Almost all of these services are developed inter-
nally. The task of development is nothing special in
particular, since general programming languages are
used. I think the challenge lies at the level of
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innovation. What determines success is how to turn
something from a concept into something real and
commercial.

The No. 1 purpose of network operators and service
operators is to increase revenue. In this industry,
when one vendor develops a unique service, other
vendors will quickly be able to provide similar fea-
tures. Consequently, taking a year or two to conceive
anew service and to study and realize it will not bring
success to a business.

What is needed is the ability to conjecture what
customers will need and what they will demand, and
quickly provide solutions. Customers want to pay as
little as possible for services that best match what
they need. Also, customers do not like to be locked
into just one service provider.

For mission critical applications, they generally
rely on several service providers. Even for services,
they do not wish to use a company’s proprietary tech-
nology, but prefer to be able to migrate easily from
one service provider to another. They also wish to
integrate service providers’ infrastructure and their
existing applications, especially the applications they
created in-house.

In recognizing these conditions, I think the way to
proceed is to first understand what the customer is
requesting, develop the service, and then design it for
the existing transport method.

For example, instead of using Internet services
from major vendors like Google for existing custom-
ers, I would rather offer services within NTT whose
quality is guaranteed by service level agreements
(SLAs).

Customers are more interested in the services them-
selves than in how they are offered. I think we should
effectively leverage existing technologies. I don’t
think it’s desirable to offer competing technologies
especially for the transport part of networks.

By the way, a variety of work being developed by
IETF can be applied to SDN. Border Gateway Proto-
col (BGP) is becoming an actual service transport
protocol (Fig. 2).

—Mpr. Raszuk, please share with us the specific
research projects you are involved in.

I’m focusing on how to bring my knowledge of
routing protocols into NTT I? products. My first proj-
ect at NTT was the invention of a service called BGP
Free Edge in 2011. This service removed the BGP
control plane from all the network edges and central-
ized the state plane while maintaining the data plane.
For example, we applied research to make use of
technologies such as OpenFlow as applications.

BGP Free Edge is a technology that makes it pos-
sible to expand the footprint without additional costs
for service providers. For example, adding a new
POP (point of presence) can be implemented at an
extremely low cost without purchasing expensive
routers or switches. This project is complete. We are
currently at the stage of carrying out trials with NTT
Communications.

Another project I'm involved in is AP (access
point) gateway automation. This project involves
speeding up connections to customers’ datacenters by
using a type of hotspot. I'm also actively participating
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in IETF’s router-related activities.

I think new services can be produced as a result of
the in-house development of the control portion of
network controllers related to NTT I*’s own two BGP
protocol implementations. I’'m tackling this right
now. We have made it to the trial stage, but we are not
quite there yet for the development release. However,
I expect that the fruit of our labor from this project
will give a boost to its productization. This project
will be the first contribution of NTT I3 to NTT’s tele-
communication companies.

—Why does NTT P need to be involved in SDN?

Right now, it looks like we are in an SDN bubble.
Small companies, not big companies, are beginning
to participate. Opportunities to develop new X86-
based services are being created. There is a trend of
not only big network equipment vendors but also
many hardware manufacturers selling ODM (original
device manufacturer) boxes.

However, service providers, not vendors, are most
dominant in the area of the overall network becoming
software-defined. Also, even as service providers
have become involved in software recently, there
aren’t many companies that can develop their own
services as NTT I can. As a result of NTT I¥’s
involvement in SDN, the NTT Group is more com-
petitive and can provide customers with innovative
products and services.

—How is NTT P positioned in the IT industry with the
research you are involved in?

I believe NTT I® is trusted as a company that deliv-
ers quality services and delivers them securely.

Recently, I have been doing R&D on internal ser-
vice development for NTT Communications. Because
I have been focusing on improving infrastructures
that are associated with operators, my contribution to
the technology being developed that enhances the
overall lives of people in society has only been indi-
rect, and I have not disclosed anything about this
work to the public due to its proprietary nature. How-
ever, I know from experience that this is the first
research of its kind in the industry.

In the future, we can make life richer by building
robust systems, and contribute, for example, to the
medical field. I want to work on such projects that
will make life better and deliver them to the world.

So I want to leverage NTT I*’s strength, which is its
ability to develop services that meet customers’
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needs, in order to build up its competitiveness. Major
vendors tend to provide solutions for worldwide use.
I think we can strike a different path by using open
source software and open stack orchestration to cre-
ate services with value and offer them in a timely
manner.

—MTr. Raszuk, you are living in Poland while working
for NTT P, which is in Silicon Valley. To me, this
reflects a unique lifestyle. Is it natural?

There are various ways to work on a project. A con-
cept is formed by having different ideas. After you
come up with the general idea, you create the basic
design called the system architecture, and then move
on to creating the component architecture. And then
you move onto the actual tasks of development. You
start from the beginning with ideas of individuals,
and gradually move on to forming an organization.
You consider what personnel with what kinds of
skills are needed depending on the project, and build
a team. There are times when we use people who live
in Silicon Valley, and there are times when people
from other countries participate.

I lived in Silicon Valley for a period of time before,
but then moved back to Poland for family reasons.
Since 2002 I have been working in Poland by tele-
commuting. Where a person lives is not an issue for
engineers at companies like Cisco or Juniper. There
are people who communicate with one another
through e-mail and videoconferences even though
they work on the same floor. By the way, when I was
living in Silicon Valley, my entire team was near Bos-
ton, and we communicated by telephone/video con-
ference without any problems.

I’m able to do this because I maintain good rela-
tionships with team members. When we must hold
important meetings for a project in person, engineers
from around the world, including me, gather in Sili-
con Valley. I spend two to three weeks every quarter
in San Mateo (Silicon Valley), or we organize meet-
ings in Japan.

The key to achieving success on a project doesn’t
hinge on where a developer lives, but lies in gathering
outstanding human resources. The only challenge
might be in finding a suitable time for people in dif-
ferent locations to participate in a teleconference.

It’s very exciting to be able to create and develop
new services with my colleagues at NTT I3 in Silicon
Valley. Going forward, I want to improve these ser-
vices by solving the challenges we face together with
NTT Group companies around the world, include the
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Group companies in North America. I’'m looking
forward to collaborating with Dimension Data, which
is a system integrator. We can make a big impact on
the industry overall as a result of having common
goals.

Even now, I’'m building quite a close relationship
with the NTT laboratories. I'm thinking of further
building up and expanding this relationship by
involving the research departments in different NTT
Group companies. To seriously carry the concept of
SDN further, we must focus more on the area of
development than on research when it comes to
“R&D”.

Interviewee profile
B Career highlights

Robert Raszuk began working for NTT in 2011.
His work currently focuses on defining new net-
work architectures for innovative network ser-
vices. He has over 20 years of experience work-
ing with large scale computer networks, including
Nations Bank (now Bank of America), Cisco Sys-
tems, and Juniper Networks. At NTT Innovation
Institute, Inc., he holds the position of Distin-
guished Research Engineer.
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Load Modulation Applied to
Magnetic Resonance Wireless Power
Transfer Technology and Its

Applications

Mamoru Akimoto and Masataka lizuka

Abstract

The newly developed magnetic resonance wireless power transfer technology is being intensively
researched since it is easier to use than conventional technology and has potential applications in various
fields. In this article, we first provide an overview of similar techniques; then we introduce a method of
using this power transfer technology that adopts load modulation in order to increase its range of
applicability. We also describe an example of how this method can be used to reduce the effort needed
for manhole maintenance, and we present evaluation results regarding the optimal placement of the
transmitter and receiver coils in the example application.

Keywords: wireless power transfer, magnetic resonance, load modulation

1. Introduction—magnetic resonance
wireless power transfer

In 2007, a new wireless power transfer technology
was developed at the Massachusetts Institute of Tech-
nology (MIT) [1]. This technology is referred to as
magnetic resonance”! and differs from conventional
wireless power transfer technologies such as radio
frequency radiation and electromagnetic induction,
as shown in Fig. 1 [2]. One example of radio fre-
quency radiation technology is a solar power satellite
(SPS)*2, where energy is changed from an electrical
current to an electric wave and transmitted between
antennas. This method is applied when transmission
distances are comparatively long. By contrast, elec-
tromagnetic induction is used in, for example, char-
gers for electric toothbrushes and electric shavers.
Another name for this technology is the non-contact
method. As the name suggests, electrical power is
transmitted when one of a pair of coils is brought into
close proximity with the other coil. Current is passed
through the transmitter coil, and magnetic flux is

transmitted to the receiver coil where a current is
induced. In 2010, Qi, an international inductive
power standard (Ver. 1.0) for up to 5 W, was estab-
lished, and devices based on this standard have since
been commercialized [3]. In comparison to these con-
ventional technologies, magnetic resonance has inter-
mediate characteristics, as shown in Fig. 1. Further-
more, even if the direction or position of the opposite
coil is not aligned perfectly, the degradation in the
transmission efficiency is slight, and in this sense it is
easy to use. Research and development on this tech-
nology is being actively pursued over a wide range of
fields such as automotive, consumer electronics, and
medical fields, and new applications are expected to
be introduced.

*1  This technology is referred to by many names, including magnet-
ic resonance and magnetic coupling. For consistency, we use the
term magnetic resonance in this article.

*2  Solar power satellite (SPS): Research is being conducted on gen-
erating electrical power from sunlight in space and transferring
the electrical power to terrestrial power stations using micro-
waves regardless of the time of day or the weather conditions.
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Fig. 1. Comparison of wireless power transfer methods.
(http://bwf-yrp.net/menu-03-06-01.html)

The principle of magnetic resonance power transfer
is often explained by using the example of two distant
tuning forks, where when one is struck the other reso-
nates and begins to generate sound. A more precise
explanation is that the quality factors (Q factors) of
the transmitter and receiver coils are increased, and
by matching the resonant frequencies of both coils,
the electromagnetic coupling between the coils is
strengthened, and electrical power is transferred. This
transmission principle is basically the same as that for
the electromagnetic induction mentioned earlier. The
transmission efficiency of both methods is given by
the product of the coil Q factor and the coupling coef-
ficient. The electromagnetic induction approach
increases the coupling coefficient by bringing the
coils into close proximity, and the magnetic reso-
nance approach increases the coil resonance charac-
teristics, i.e., the Q factor.

2. Adopting load modulation

The NTT Access Network Service Systems Labo-
ratories is engaging in preparations for plans to fur-
ther improve the utilization of various anticipated
applications for magnetic resonance power transfer
technology. One such application involves adopting
load modulation [4]. Load modulation is a technology
used in conducting communications. An example is
passive radio frequency identification (RFID) tags,
which are already widely used. A reader-writer trans-
mits a carrier wave, and in response, the internal

Vol. 11 No. 10 Oct. 2013

impedance in the RFID tag changes depending on the
response data and generates a reflected wave, which
is then received by the reader-writer. A schematic
illustration of a magnetic resonance power transfer
setup that adopts load modulation is shown in Fig. 2.
In the figure, the receiver is connected to a sensor, and
electrical power that is transmitted from the transmit-
ter coil drives the receiver circuit and sensor. Con-
versely, on the receiver side, the load impedance
inside the receiver changes depending on the sensor
information, and the resonant state between the trans-
mitter and receiver coils changes. This change mani-
fests a change in the reflection characteristics of the
transmitter coil input port, and through detection and
demodulation, information is extracted as a signal.
With this construction, the use of power sources such
as commercial power supplies and batteries is unnec-
essary on the receiver side (maintenance-free). It is
then possible for the receiver side to draw power off
the power supplied to the sensor and obtain sensor
information.

3. Coupling properties of arbitrarily set coils
and application example of manhole
maintenance

As mentioned earlier, various applications of the
magnetic resonance wireless power transfer technol-
ogy are expected since it is easier to use than conven-
tional power transfer technology. The transmitter and
receiver coils do not need to be positioned facing
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Power source is not used because the receiver side receives
electrical power from the transmitter coil.
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By controlling the impedance to the receiver coil, the resonance
states of both coils are changed. The transmitter coil side
receives information by detecting this change.

Fig. 2. Overview of magnetic resonance wireless power transfer method with load modulation.

each other and therefore, the transmission efficiency
properties of an arbitrarily arranged coil configura-
tion need to be ascertained. On the basis of coupling
mode theory, we show the transmission efficiency of
magnetic resonance wireless power transfer using
performance index U in the following equation [1].

_ V0,0
U—TL;M (D

Here, Q1 and Q> are the respective Q factors for
coils C1 and C3, L1 and L, are the respective self-
inductance values for coils Ci and C», and M is the
mutual inductance between coils Ci and C>. From
Eq. (1), if the Q factors of the coils and self-induc-
tance are assumed to be fixed, the transmission effi-
ciency representing the performance index U depends
on mutual inductance M. The following equation
expresses mutual inductance M when it is an ideal
conductor based on Neumann’s formula (uo: mag-
netic permeability in free space)

M=

Jin cos6
s Cf gﬁ = dsyds, ()

On the basis of Eq. (2), using the loop coil pair in
Fig. 3, we calculated the mutual inductance, which is
plotted in Figs. 4 and S. It is evident in Fig. 4 that the
mutual conductance is high for the intermediate
range of 45°-70° as the angular position of coil C2, ©,
when the angle of inclination of coil C2, o, is 90°.
Furthermore, we can see in Fig. 5 that the maximum
value of the mutual inductance, M., does not
change significantly (1 => 0.75) even if the angular

—
ds;

: Angle formed between central axis of

coil C; and Z axis direction

O: Angle formed between the direction
from the origin to the center of coil C,
and the Z axis . .

6: Angle formed between ds, and ds,

r: Distance between ds; and ds,

Fig. 3. Loop-coil pair.

position of coil (3, ©, is changed; that Otmax when M
= Mmax depends on ©; and that otmax changes over the
range of 0-180°. Keeping in mind the above charac-
teristics, we describe the maintenance of manholes as
an application example of wireless power transfer
adopting load modulation [5].

There are approximately 680,000 communications
related manholes throughout the country. Among
these, 80% have been in service for more than 30
years [6] and are deteriorating. Furthermore, inspect-
ing the interiors of manholes requires much effort.
Permission must be obtained in advance to access the
road, and arrangements such as for traffic control and
manhole ventilation must be made prior to inspec-
tion. Accordingly, studies have been done on optimiz-
ing the maintenance work using wireless technology

NTT Technical Review
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[7], [8]. In this application example, a receiver coil
and sensors used in structure diagnosis such as a
strain gauge and accelerometer are installed inside
the manhole. Load modulation is used to communi-
cate the sensor information, and magnetic resonance
power transfer technology is used to supply electric-
ity to the sensors. This makes it possible to tackle the
goal of reducing the amount of maintenance work in
manholes and also that of strengthening the cost com-
petitiveness and improving the reliability of the trans-
mission equipment.

Here, we investigate a specific configuration meth-
od for the receiver coil based on the mutual induc-
tance characteristics in Eq. (2) for this type of appli-
cation. The construction of a general manhole is
classified into the cover, the chamber, and the neck
that connects the chamber and surface (Fig. 6). In
some cases, the chamber is constructed of concrete
that contains a rebar grid; because the rebar can affect

Vol. 11 No. 10 Oct. 2013

the magnetic resonance wireless power transfer, the
receiver coil is placed in the neck. In contrast, the
cover is made from cast iron, which has a large effect
on this system. Therefore, the transmitter coil is posi-
tioned level to the ground on the periphery of the
cover to avoid the upper part of the cover and to sim-
plify the maintenance work.

We calculated the mutual inductance based on the
above conditions; the results are shown in Fig. 7.
These results show that when the receiver coil is posi-
tioned in the neck at 90° (vertical), the range of the
angle of the transmitter coil placement (angle at
which the transmitter coil is installed) to achieve high
mutual inductance is extremely wide. Next, we show
the results when the required mutual inductance of
the system is tentatively 0.5, and the range of angles
of the transmitter coil location that exceeds this
requirement is calculated from the depth of the
receiver coil as a parameter (Fig. 8). From these
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results as well, for a practical receiver coil depth (a
few tens of centimeters), when the receiver coil is
installed in the neck at 90°, we find that the range of
angles of the transmitter coil placement that satisfied
the standard value (M = 0.5) is extremely wide.

4. Future development

In this article, we summarized wireless power
transfer technology and introduced the magnetic res-
onance method that has been extensively researched
and developed in recent years. We also described the
magnetic resonance method adopting load modula-
tion, a method for improving applicability, and an
application example. In terms of practical applica-
tion, various problems exist such as achieving high
efficiency of the coils themselves, achieving high
efficiency of the entire system including the load sys-
tem, and determining how to adjust and alleviate the
reduction in efficiency due to variations in impedance
caused by the influence from the surrounding envi-
ronment. The Wireless Power Transfer Working
Group of the Broadband Wireless Forum is actively
discussing standardization with a focus on wireless
power transfer including magnetic resonance,
cooperation with other countries, and legislation and
regulation related to radio laws and human safety.
Over the past few years, extensive discussions and

investigations have taken place from various view-
points, and we anticipate that the day will be upon us
soon when products and services employ this tech-
nology.
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Reducing Electric Power
Consumption for Air Conditioning by
Improving Temperature Distribution
in Telecom Equipment Rooms

Masato Maruyama, Akiko Takahashi, Hiroya Yajima,
Akira Takeuchi, Nobuhiko Yamashita,
Morihiko Matsumoto, and Kimihiro Tajima

Abstract

This article presents the results of an electric-power-reduction experiment that was conducted in
collaboration with the NTT WEST Kochi branch. One effective way to reduce the amount of electric
power required for air conditioning in a telecom equipment room (TER) is to eliminate hot spots. In the
experiment, the causes of two hot spots generated in the existing TER were analyzed, and various heat-
control methods were implemented to eliminate them. Then the effects these methods had on reducing
the temperature and on reducing the required air conditioning power were evaluated.

Keywords: telecom equipment room, air conditioning, electric power reduction

1. Introduction

The suspension of nuclear power plant operations
after the catastrophic disaster in northeastern Japan in
March 2011 caused an electric power shortage during
the subsequent summer and winter in Japan. It has
also led to an increase in the price of electric power.
The NTT Group consumes 8 billion kWh of electric-
ity per year (corresponding to 1% of gross electric
power consumption in Japan) in order to provide its
telecommunication services. Consequently, any
reduction in the power supply is an extremely impor-
tant issue from the viewpoint of corporate social
responsibility and business continuity. The NTT
group has therefore been implementing various mea-
sures to remedy this situation.

One of these measures involves reducing the
amount of power required for air conditioning in tele-
communication equipment rooms (TERs). TERs are
found in NTT buildings throughout Japan and contain

various kinds of information and communications
technology (ICT) equipment such as routers and serv-
ers, as well as the power supply units and air condi-
tioning units required by them. Most TERs utilize a
raised-floor system so that cold air from the air con-
ditioning units can circulate throughout the floor
space in order to cool the ICT equipment. The hot
exhaust from the ICT equipment is then returned to
the air conditioning units located near the ceiling.
However, in many TERs, a variety of factors may
result in the formation of hot spots, where the tem-
perature is higher than in other parts of the room. In
this situation, the air conditioning outputs have to be
set higher in order to prevent failure of the ICT equip-
ment. However, this also causes an increase in elec-
tric power consumption. If such hot spots can be
eliminated, the power consumption could be reduced
by lowering the air conditioning output.

NTT Energy and Environment Systems Laborato-
ries has been researching various methods to cope

NTT Technical Review
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Air conditioning units

Hot spot 2

— Racks for ICT equipment

Air conditioning units

Fig. 1. Temperature distribution map of TER.

with these sorts of heat problems in TERs [1]-[3].
This article presents the results of a power-reduction
experiment that was conducted in collaboration with
the NTT WEST Kochi branch. In this experiment,
various methods to control heat were implemented
and compared. As a result, air conditioning power-
reduction effects were achieved in conjunction with
reductions in hot spots.

2. Visualization of TER in NTT
Kochi-Naka building

The TER in the NTT Kochi-Naka building where
the experiment was conducted covers an area of
430 m? and contains 100 racks for ICT equipment
and seven air conditioning units. It also houses the
power and temperature visualization system that
NTT Energy and Environment Systems Laboratories
developed and installed. This system monitors the
value of electric power that each piece of ICT equip-
ment consumes and the temperature around it, and
displays the data as a two-dimensional distribution
map or time-domain graph. The sensors that record
the data are installed in each rack and air conditioning
unit.

The temperature distribution map for the entire
room is shown in Fig. 1. The color of each balloon in
the figure signifies the temperature at that point. As
shown in the figure, there were originally two hot
spots in the room. One (hot spot 1) was found near the
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center of the room on the left-hand side, where the
maximum temperature recorded was 31.4°C. The
other (hot spot 2) was located near the center on the
right-hand side, and the maximum temperature
recorded there was 29.6°C.

We investigated the causes of the elevated tempera-
tures at these two hot spots, introduced some modifi-
cations in an attempt to overcome the overheating
problem, and evaluated the effectiveness of these
solutions. We carried out this work with the coopera-
tion of the NTT WEST Kochi branch, NTT WEST-
SHIKOKU, NTT NEOMEIT Shikoku branch, and
NTT FACILITIES KANSAL

3. Solutions for hot spots in TERs

3.1 Solution 1: Airflow control panels

Our investigations revealed that hot spot 1 had two
causes. One was the rear-to-front layout in which the
exhaust port of one ICT unit faces the intake port of
another. As a result, the high-temperature exhaust
from the ICT equipment (emitter equipment) flows
directly into the intake port of adjacent units (affected
equipment), thereby raising the intake temperature
(Fig. 2(a)). To avoid this situation, ICT equipment
has in recent years been arranged to form a cold aisle
(hot aisle) across which intake ports (exhaust ports)
face each other when new TERs are constructed.
However, in TERs that were constructed before this
arrangement was introduced and that are still in
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operation today, the rear-to-front layout is still com-
mon.

To improve this state of affairs, we added airflow
control panels to the exhaust port of the emitter
equipment, so that the exhaust was now directed

\

B

)

Outlet port—iniet pdrt fof
of emitting™=affected
equipment=equipment

(a) Before (rear-to-front layout) (b) After

Fig. 2 Airflow control panel for rear-to-front layout.

Hot aisle

Cold aisle

upwards (Fig. 2(b)). As a result, the direct effect of
the high-temperature exhaust on the affected equip-
ment was eliminated without needing to alter their
actual layout. The shape of the panel was designed
with the help of airflow computer simulations so that
other equipment nearby would not be affected.

3.2 Solution 2: Blank panels

The other cause of elevated temperatures at hot spot
1 was the hot air exhaust emitted from the top face of
the equipment. When ICT equipment has an exhaust
port on its top face, bottom face, right side or left side,
the exhaust from that port enters the cold aisle as well
as the hot aisle and raises the temperature (Fig. 3).

To correct this, we installed blank panels so that the
hot exhaust only flowed into the hot aisle (Fig. 4).

3.3 Solution 3: Adjustment of air quantity taken

in by forced-air cooling racks
While investigating hot spot 2, we found that the

Hot aisle

Side-outlet equipment
(bad)

Rear-outlet equipment
(good)

Rear-outlet equipment
L (good)

Top-outlet equipment

(bad)

Fig. 3. Example of hot air inflow into the cold aisle.

N

(a) Before

(b) After

Fig. 4. Blank panels installed to block hot air inflow into the cold aisle.
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(a) Exterior

(b) Rack fans

Fig. 5. Forced-air cooling rack.

Air conditioning units

Air conditioning units
(a) After implementing solutions 1 and 2

Air conditioning units

W Forced-air
cooling rack

Air conditioning units

(b) After implementing solutions 1, 2, and 3

Fig. 6. Temperature reductions after implementing solutions.

circulation of cold air under the raised floor was inad-
equate in that area. One of the reasons for this was
suspected to be excessive cooling of the forced-air
cooling racks, 30 of which were installed in that
particular room. A forced-air cooling rack is a type of
closed rack that takes in cold air from under the raised
floor using fans, and then uses this cold air to cool the
ICT equipment (Fig. 5). It is often used for equipment
that produces a lot of heat because it can supply large
amounts of cold air for cooling purposes. Generally,
the quantity of air that the rack takes in is set in the
design phase and is not changed after that. As a result,
the quantity of air that the rack takes in may be con-
siderably larger than the amount of cooling the equip-
ment in the rack actually requires. Massive overcon-
sumption by a number of racks may, therefore, cause

Vol. 11 No. 10 Oct. 2013

a lack of cold air under the raised floor.

We adjusted the quantity of air taken in by the racks
so that the inside temperature was maintained at the
optimum level. This was achieved by measuring the
temperature of the exhaust from the upper surface of
each rack and then minimizing the number of fans
running so that the temperature of the exhaust did not
exceed the steady-state value determined in advance.

4. Some solutions to optimize temperature
and prevent hot spots

The temperature distribution throughout the room
after introducing the airflow control panels and the
blank panels is shown in Fig. 6(a). A comparison of
the results with the image in Fig. 1, which shows the
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Fig. 7. Air conditioning electric power consumption versus outdoor temperature.

temperature distribution before alteration, shows that
the temperature at hot spot 1 was significantly
reduced. The maximum temperature fell from 31.4°C
to 28.9°C. By contrast, the temperature at hot spot 2
did not change significantly. This is because the solu-
tions implemented only have a localized effect.

The temperature distribution after adjusting the
quantity of air taken in by the forced-air cooling
racks, in addition to the two solutions implemented
earlier, is shown in Fig. 6(b). Comparing Fig. 6(a)
with Fig. 6(b) shows that the temperature of most of
the racks (except the forced-air cooling racks) was
reduced as a result. The maximum temperature of hot
spot 2 fell from 29.6°C to 27.9°C, and that of hot spot
1 dropped to 28.5°C.

5. Electric power savings achieved by
reducing air conditioning

Adopting the three solutions described above
reduced the maximum temperature of the room to
28.5°C. This meant that it was now possible to reduce
the amount of air conditioning needed, so we altered
the settings of all the air conditioning units and
observed the change in electric power consumption.
The temperature setting for the return air entering the
air conditioning units was raised by 1.5°C in order to
raise the maximum temperature of the room to 30°C
(the usual temperature maintained in TERs).

The relationship between the total amount of elec-
tricity used by all the air conditioning units in the
room and the outdoor temperature is shown in Fig. 7.
The blue and red points show the power consumption
levels measured when the room temperature was at its

original setting and at the raised setting, respectively.
Air conditioning power consumption decreased by
3.2 kW (11%) after raising the temperature setting by
1.5°C (at an outdoor temperature of 20°C). This
means that the cost of air conditioning could be
reduced by 300,000—400,000 yen every year.

6. Conclusion

As a result of this joint experiment carried out in
conjunction with the NTT WEST Kochi branch, the
status of hot spots in the TER inside the Kochi-Naka
building was improved significantly, and the air con-
ditioning requirements were reduced. Changing the
temperature settings by 1.5°C achieved an 11%
reduction in air conditioning power consumption
when the outdoor temperature was 20°C. We are con-
tinuing to research and improve these power-saving
techniques so that they can be adopted more widely,
in cooperation with each company within the NTT
Group.
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Global Standardization Activities

IEEE 802.11 Wireless LAN
Standardization Trends

Yusuke Asai, Yasuhiko Inoue, and Yasushi Takatori

Abstract

This article gives an overview of the Institute of Electrical and Electronics Engineers (IEEE) 802.11
Working Group (WG), which creates standards for wireless local area networks (LANs). We include
information on its relationships with external organizations, its standardization processes, and a list of
existing amendments to IEEE 802.11. Some of the latest trends in standardization are also introduced,
including IEEE 802.11ac, which is an amendment of the IEEE 802.11 standard to increase system
throughput, and we explain the status of the High Efficiency WLAN Study Group (HEW SG), which has
begun standardization work to enhance transmission efficiency in high-density deployment of access

points and stations.

Keywords: IEEE 802.11, wireless LAN, multi-user MIMO

1. Overview of 802.11 WG

2. 802.11 WG standardization process

The Institute of Electrical and Electronics Engi-
neers (IEEE) 802 Committee (from here on, “802
Commitee”) is the organization that develops and
maintains standards for the physical and data-link
layers of transmission media for wired and wireless
networks. The 802.11 Working Group (WG) was
established within this organization in 1990 to create
standards for implementing wireless Ethernet. The
802.11 WG carries out development by cooperating
widely with standardization and industry organiza-
tions within and outside of the 802 subcommittees
(Fig. 1). In particular, the Wi-Fi Alliance, which certi-
fies interoperability among IEEE 802.11 wireless
local area network (LAN) devices, has played a large
role in the explosive spread of wireless LAN products
[1]. As shown in Fig. 2, since the initial 802.11 stan-
dard was published, it has been extended with many
amendments that address the increasing speed and
functionality, which include faster transmission
speeds (802.11a/b/g/n/ac/ad), priority control based
on type of traffic (802.11e/aa/ae), security improve-
ments (802.11i/w), extended wireless LAN function-
ality (802.11F/h/k/r/s/u/v/z), and support for frequen-
cies used in different countries (802.11d/j/y).

The standardization process adhered to in the
802.11 WG is as follows. First, the needs for a new
standard for future wireless LAN systems are dis-
cussed in the Wireless LAN Next-Generation Stand-
ing Committee (WNG SC). Here, the need for a new
standard is proposed, and if this is approved by the
New Standard Committee (NesCom) in the IEEE
Standards Association (IEEE-SA), which is a higher-
level organization of the 802.11 WG, a study group
(SG) is established. In the SG, a prospectus is created
that outlines the goals of the new standard to be cre-
ated, including the scope, marketability and feasibil-
ity of the study. After the prospectus is approved, a
task group (TG) is established, and concrete discus-
sion toward creating the specification begins.

The TG decides, to some extent at its own discre-
tion, how the work will proceed. The following is one
example. First, documents summarizing the func-
tional requirements to achieve the goals of the activ-
ity and the evaluation methodology for each technical
proposal are created. Then, technical proposals that
satisfy these conditions are invited. If there are mul-
tiple competing proposals, the technology to be used
is narrowed-down through voting or other means.
After a single technical specification has been
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Fig. 1. Positioning of 802.11 WG within the IEEE 802 Standards Committees.

selected, a draft summarizing the basic technical
specifications is created. The 802.11 WG and the
IEEE-SA hold an electronic ballot to vote on the
draft. In each ballot, voting members vote to either
support the specification of the draft or not, and they
optionally attach comments for revision. The TG
resolves these comments by revising the draft as nec-
essary; then the next electronic ballot is carried out.
This process is repeated until the comments are
resolved through the ballot and voting process and the
approval rate meets certain prescribed conditions.
Finally, when the proposal receives approval by the
802 Commiittee, it is published as a standard specifi-
cation.

3. Status of work in 802.11 WG

The active TGs and SG in the 802.11 WG, as of
July 2013, are listed in Table 1. This article focuses
on the activities of the following two groups in creat-
ing amendments of the 802.11 standard for increasing
throughput. The current state of their work is also
discussed.
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1. TGac, which is working on creation of the stan-
dard that achieves system throughput of 1 Gbit/s
and greater.

2. The High Efficiency WLAN SG (HEW SG),
which is preparing to form a TG to work on real-
izing high system capacity in the dense deploy-
ment of wireless LAN access points (APs) and
stations (STAs).

3.1 Status of TGac
TGac began its activities in November 2008; these
activities concerned the next generation of wireless
LAN to follow 802.11n, which has been widely
adopted. It assumes use of the 5-GHz band. TGac has
set the following two target values for speed increas-
es:
(1) Throughput of 500 Mbit/s on a single wireless
link
(2) Total throughput of 1 Gbit/s on multiple wire-
less links
For target (2), a multi-user MIMO (multiple input,
multiple output) (MU-MIMO) technology that
extends the MIMO technology specified in 802.11n,
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Table 1. Active TGs/SG in 802.11 WG. (As of Sept. 2013)
Completion date
TG/SG Focus of study Status (planned)
Very high throughput below 6 GHz (System
e throughput of Gbit/s and above) Dl [ iz 2
TGaf Wireless LAN in TV white space Draft D5.0 Jun. 2014
Wireless LAN supporting wide areas and many
TGah terminals under 1-GHz frequency band Bl PO WL B0
TGai Fast initial link setup Draft D1.0 Feb. 2015
TGaj Millimeter-wave-band wireless LAN in China Technology under study Oct. 2016
TGak Enhancements for transit links within bridged Technology under study (undecided)
networks
TGaq Pre-association service discovery Technology under study May 2015
HEW SG | Highly efficient wireless LAN SG U_sage r_nodels and scope under _TG to be established
discussion in Jul. 2014

is adopted to achieve simultaneous transmission to
multiple STAs over the same frequency band. Exper-
imental results from NTT’s testbed in real environ-
ments [2] are being used to confirm the feasibility of
this technology. The technologies to be adopted have
been refined over approximately two years since
TGac began its activities, and the work of conducting

ballots and revising the draft is still continuing. As of
September 2013, the work to resolve comments on
the sixth edition draft (D6.0) had been finished, and
efforts are proceeding on target to complete standard-
ization by February 2014.
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Table 2. Comparison of 802.11ac requirements and maximum values.

Speed increase function/ 11n 11ac

characteristic Regulated max. Min. value Max. value
Spatial multiplicity 4 1 8
Transmit bandwidth 40 MHz 80 MHz 160 MHz
Modulation 64QAM 64QAM 256QAM
Maximum frame size 65,535 Bytes 8191 Bytes 1,048,575 Bytes
Physical layer transmit speed 600 Mbit/s 292.5 Mbit/s 6933.3 Mbit/s
Maximum throughput 485 Mbit/s 157 Mbit/s 5.85 Gbit/s
(Transmission efficiency) (81.0%) (53.4%) (84.4%)

"

"

Throughput using only the required conditions
and functions is limited to approximately 1/3 of
the 11n maximum.

There is a large difference between the required and
optional functions.

- PHY transmit speed: 23.7 times

- Throughput: 37.3 times

3.2 802.11ac Specification for throughput
enhancement

For target (1) (increasing the speed of individual
wireless links), the techniques already defined in
802.11n such as spatial multiplexing, and techniques
related to channel bandwidth and the number of con-
stellation points have been extended further (Fig. 3).
Wideband transmission using the 80-MHz or
160-MHz channel specified in 11ac was not previ-
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ously allowed under Japanese Radio Regulatory
Rules, but recent changes in the regulatory rules in
March 2013 make it possible to use these bandwidths.
There are also large differences between the manda-
tory conditions, which must be supported, and the
maximum provisions in 802.11ac (Table 2). This is
intended to reflect the diversifying needs of wireless
LAN terminals and to impart high scalability.

To achieve target (2) (increasing system throughput
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Fig. 4. Depiction of SU- and MU-MIMO.

by transmitting over multiple wireless links simulta-
neously), MU-MIMO technology is specified for the
downlink (DL) transmissions. An AP transmits to up
to four STAs simultaneously using beamforming
techniques to cancel inter-user interference in order
to implement simultaneous transmission to multiple
STAs.

Single-user MIMO (SU-MIMO) technology, which
transmits between individual STAs using spatial mul-
tiplexing, is already specified in 802.11n. Addition-
ally, 802.11ac defines DL MU-MIMO technology,
which enables increases in transmission efficiency
without requiring multiple receiver antennas or com-
plex signal processing at each destination (Fig. 4).
The 802.11ac standard specifies wireless frame for-
mats, methods for allocating user groups, methods
for channel state information feedback observed at
each STA in order to achieve transmit beamforming,
and other aspects needed to implement DL. MU-
MIMO transmission. With DL. MU-MIMO technol-
ogy, even if STAs do not support SU-MIMO technol-
ogy, the AP’s spatial multiplexing transmission using
transmit beamforming makes it possible to transmit
multiple frames to different STAs simultaneously
over the same frequency band, which enhances the
total system throughput.

In addition to a variety of transmission modes

including combinations of spatial multiplexing,
transmission bandwidth, and SU/MU-MIMO trans-
mission, 802.11ac defines the frame format encapsu-
lated in the same header format as 802.11a/n. This
format enables compatibility among 802.11a/n/ac
transmissions on the 5-GHz band.

3.3 Status of HEW SG

Recently, wireless LAN has been widely deployed.
These networks are now being implemented in
mobile terminals such as notebook PCs, smartphones,
and tablet computers. Transmission speeds have also
increased to up to several hundred Mbit/s with the
advent of 802.11ac. However, the frequencies avail-
able for wireless LAN are severely limited. These
frequencies are also used by many wireless LAN
systems in crowded environments such as train sta-
tions and airports, which results in problems such as
significantly reduced transmission speeds and longer
times required to connect to the network.

The WNG SC has been deliberating on these condi-
tions in its discussions of next-generation wireless
LAN systems to follow 802.11ac since the end of
2011, including the need to increase transmission
efficiency in environments with a high concentration
of terminals. At the March 2013 meeting, a motion to
establish a new SG was approved, which had been
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proposed jointly by 19 companies including NTT.
The motion to establish the HEW SG confirmed the
need to begin working on various issues. The proposal
was as follows.

“Do you support starting a new study group called
high efficiency WLAN to enhance 802.11 PHY and
MAC in 2.4 and 5 GHz with a focus on:

- Improving spectrum efficiency and area through-

put

- Improving real world performance in indoor and

outdoor deployments
- in the presence of interfering sources, dense
heterogeneous networks
- in moderate to heavy user loaded APs?”

The HEW SG began its activities at the May 2013
meeting [3]. At that meeting, the following officers of
the SG were elected:

- Chair: Osama Aboul-Magd (Huawei Technolo-

gies)

- Secretary: Yasuhiko Inoue (NTT)

During the May and July meetings, more than 50
contributions were submitted regarding usage models
(specific examples of congested environments) and
technical issues with current wireless LAN standards,
and the SG had a lively discussion on them. At the
July meeting, the SG created the draft version of the
consolidated document of usage models. This docu-
ment was sent to the Wi-Fi Alliance, and discussions
on prioritization from the perspective of future wire-
less LAN ecosystems will be held. Next, the contribu-
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tions from each company will be summarized and the
areas requiring study by the SG will be narrowed
down. This will be used to clarify the technical issues
that need to be resolved, clearing the way for creating
a prospectus for establishing a TG.

4. Summary

This article introduced the 802.11 WG and
described the state of work on the 802.11ac standard,
which will expand throughput. It also discussed the
HEW SG, which is working to standardize high-
speed technology for future high-efficiency wireless
LAN:Ss. Activity in the HEW SG has just begun, but
there is already much anticipation for the introduc-
tion of 802.11ac, the next generation that will further
increase efficiency.
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Case Studies of Recent IP Problems

in Homes

Abstract

In this article, we explain some case studies of recent IP (Internet protocol) problems that have
occurred in homes. This is the nineteenth in a bimonthly series on the theme of practical field information
on telecommunication technologies. This month’s contribution is from the Network Interface Engineer-
ing Group, Technical Assistance and Support Center, Maintenance and Service Operations Department,

Network Business Headquarters, NTT EAST.

Keywords: IP problem, IPv6, case study

1. Introduction

A wide variety of terminals have come to be con-
nected to the Internet protocol (IP) network in unison
with the rapid expansion of Internet services in soci-
ety. At NTT EAST, the Technical Assistance and Sup-
port Center has seen the number of problem incidents
in the IP system increase annually as FLET’S and
other IP communication services grow, and it has
been working to identify and explain the causes of
these IP communication problems using packet-cap-
ture analysis. This month’s article describes recent
developments in Internet technologies and introduces
case studies of IP problems that have been solved by
packet-capture analysis.

2. IPv4

This section describes recent developments in
Internet Protocol version 4 (IPv4) and an associated
problem.

2.1 IPv4 global addresses

On February 3, 2011, the Internet Assigned Num-
bers Authority (IANA), the organization that manages
the allocation of IPv4 global addresses used mainly
for establishing Internet connections, announced that
these addresses had been exhausted. Then, about two
months later on April 15, the Japan Network Informa-
tion Center (JPNIC), the organization in charge of

allocating and registering IP addresses in Japan, also
announced the exhaustion of IPv4 addresses. At pres-
ent, this applies only to IPv4 global addresses allo-
cated to Internet service providers (ISPs) and corpo-
rations; the efficient use of existing addresses means
that Internet usage is continuing as usual. However,
as new allocation of IPv4 global addresses is no lon-
ger possible, it may not be possible to launch new
services using the Internet via IPv4 connections.

2.2 Case study: slow Internet access

The following describes a problem related to the
allocation and exhaustion of IPv4 global addresses.
Specifically, a customer using the FLET’S service
reported that Internet access was sometimes slow.

2.2.1 Customer’s equipment configuration and
conditions at time of problem occurrence
The equipment and systems used to establish this
customer’s Internet connection are shown in Fig. 1. In
this setup, a Point-to-Point Protocol over Ethernet
(PPPoE) session is established at the broadband
router, while the customer equipment is connected on
the local area network (LAN) side. After connecting
to the Internet from a home personal computer (PC),
the customer sometimes found that the connection
was slow. A check of the broadband router log around
the times the problem occurred revealed that PPPoE
sessions had been released ten or more times in one
day, as shown in Fig. 2.
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* Internet access is sometimes slow in a PC within the customer’s LAN
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Fig. 1. Customer’s Internet connection configuration.

02/03 22:34:37,PPP-IPCP established

02/03 22:34:37,PPP authentication successful
02/03 22:34:37,PPP-LCP established

02/03 22:34:36,PPPoE session initiation successft
02/03 22:34:36,PPPoE AC discovery successful
02/03 22:34:31,PPPoE session released

02/03 21:55:39,PPP-IPCP established

02/03 21:55:39,PPP authentication successful
02/03 21:55:39,PPP-LCP established

02/03 21:55:39,PPPoE session initiation successfL
02/03 21:55:39,PPPoE AC discovery successful
02/03 21:55:34,PPPoE session released

02/03 20:51:16,PPP-IPCP established

02/03 20:51:16,PPP authentication successful
02/03 20:51:16,PPP-LCP established

02/03 20:51:16,PPPoE session initiation successfL
02/03 20:51:16,PPPoE AC discovery successful
02/03 20:51:11,PPPoE session released

*

Fig. 2. Excerpt of PPPoE session release log in broadband
router.

2.2.2 Inspection method and analysis results

We performed packet capture on the wide area net-
work (WAN) side of the broadband router at the times
the problem was occurring and then analyzed in
detail all of the captured data corresponding to the
time of that PPPoE session release indicated in the
broadband router log. By doing this, we were able to
determine why the problem was occurring.

(1) Log analysis at PPPoE session release time

We analyzed captured data before and after a
PPPOE session release time as recorded on the broad-
band router log (Fig. 2). As shown in Fig. 3, the
broadband router first receives and acknowledges a
PPP Termination Request from the network side and
then receives and acknowledges a PPPoE Active Dis-
covery Terminate (PADT) signal, also from the net-
work side. These actions result in the release of the
PPPoE session.
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(2) Captured data before/after PPPoE session
release

Captured data before and after a PPPoE session
release (marked by * in the broadband router log of
Fig. 2) are outlined on the log and shown in Fig. 4.
The data indicate that the 10-minute period prior to
the PPP Termination Request from the network was
an idle state between the broadband router and ISP (in
this case, an idle Internet connection). The same was
true for PPPOE session releases in other time slots; all
were preceded by a 10-minute idle state. As shown in
the figure, about 6 seconds was needed to reestablish
a PPPoOE session after its release, so it can be assumed
that the system response would seem slow to the user
if an Internet connection were to be attempted during
such a session-reestablishment period.

2.2.3 Discussion based on analysis results

The analysis results (1) and (2) above indicated that
communications control on the ISP side would
release a PPPoE connection (perform disconnection
processing) if an idle state existed for at least 10 min-
utes. The ISP most likely does this for allocated
addresses that are not being actively used, with the
intention being to achieve more effective use of [Pv4
global addresses.

2.2.4 Cause of problem

The results of analysis suggested that this problem
was caused by communications-control measures on
the ISP side and not by any problems in the FLET’S
network. We therefore contacted the ISP manager in
question and confirmed that processing to release a
PPPoE connection would indeed be initiated on the
ISP side to recover IPv4 global addresses if an idle
state continued for at least 10 minutes.

Looking forward, we can envision a large-scale
rollout of the IPv6 next-generation Internet protocol



Practical Field Information about Telecommunication Technologies

ONU

router

1 (i) PPP Termination Request
1<

! PPP Termination Ack
(ii) PPPOE Terminate (PADT)

- PPP Termination Request
* Broadband router performs release

processing after receiving a termination request

from the network side.
- PPPoE Terminate (PADT)

>

1
1
! PPPOE Terminate (PADT)
1
1 1
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Fig. 4. Captured data before and after session release.

in response to this problem, and we can also consider
the introduction of a mechanism to achieve more
efficient use of IPv4 global addresses.

3. IPv6

This section describes recent developments in
Internet Protocol version 6 (IPv6) and an IPv6 Inter-
net connection problem.

3.1 IPv6 features

IPv6 was developed as the next-generation IP to
succeed IPv4, which has been the protocol used to
support Internet connections to date. As the scale of
the Internet grew over the years, a number of short-
comings in IPv4 came to light, the most obvious of
which is the exhaustion of IPv4 global addresses.

Another problem is network address translation
(NAT) traversal.

The aim of NAT traversal is to use IPv4 global
addresses efficiently (economically) on the WAN
side. With this method, a broadband router can
increase the number of connected terminals by using
private addresses on the LAN side and converting
addresses by NAT (more accurately, network address
and port translation (NAPT) since the process
includes port translation). This method, however,
prevents a terminal on the LAN side from being
directly specified from the outside, thereby hamper-
ing bidirectional communications. Specifically, it can
result in complicated settings and problematic com-
munications in such applications as 050-type IP tele-
phony and online multiplayer games.

In contrast to the above, IPv6 extends the address
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Table 1. IPv4 and IPv6 features.

Version

IPv6

Address length (number of addresses) | 32 bits (about 4.3 billion)

128 bits (about 3.4 x 10%)

Address notation method

Decimal notation

Hexadecimal notation

Address allocation method

Specifications do not provide for
automatic allocation of addresses,
so other mechanisms must be used.

Specifications provide for automatic
allocation of addresses.

IPv6 address format

2001:db8:8012:a34b:9056:d78e:f90a:b1c2

2001:db8:0000:0000:0000:0000-03ad:c4d5

IPv6 abbreviated address format

Leading zeros
may be omitted

2001:db8(J)Bad:c4d5

The double colon (::) can be used
only once in an address

M Leading zeros in each section of four hexadecimal digits are to be omitted.
For example, 0db8 is written as db8, and 0000 is simply written as 0.

[l Consecutive four-digit sections of Os are replaced by a double colon (::) wherever possible.

M If only one four-digit section of Os appears in the address, it is not replaced by a double

colon (::).

M If there are multiple fields that can be replaced by a double colon (::), the field with the most
four-digit sections of Os is to be replaced by a double colon (::). However, if the number of
four-digit sections of Os is the same for all replaceable fields, the forward field shall be

replaced by a double colon (::).

Fig. 5. IPv6 address notation.

space to 128 bits, thereby resolving the problem of an
insufficient number of global IP addresses. The fea-
tures of IPv4 and IPv6 are listed in Table 1. IPv4 uses
32-bit addresses, which means that it can handle 232
or about 4.3 billion IP addresses. However, with 128-
bit addresses, IPv6 can handle 2!28 or about 3.4 x 1038
IP addresses, a significantly larger number. If all of
these IP addresses were to be allocated to the entire
human race (which we set to 7 billion people for cal-
culation purposes), the number of addresses per per-
son would turn out to be 480 x 10%°. It can therefore
be said that the number of IPv6 addresses that can be
implemented is essentially infinite. The IPv6 specifi-
cations also feature enhanced security functions and
the addition of Internet Protocol Security (IPsec) as a
standard function enabling the creation of a secure
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communications environment.

3.2 IPv6 address notation

The IPv6 address notation method is shown in
Fig. 5. Since the address space has been extended to
128 bits in IPv6, a hexadecimal (0—f) notation method
has been adopted that divides the 128 bits (16 bits x
8) into 8 groups of 16 bits connected by colons.

Furthermore, as shown in Fig. 6, the IPv6 unicast
address used for Internet connections treats the first
64 bits of the 128-bit address as a subnet prefix and
the last 64 bits as an interface identifier making for a
clearly defined address format. In IPv4 addresses, the
bit sequences for the network address and host
address could change, which means that address
processing at network interfaces has been mainly
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Subnet prefix

[ G4 bits > !:

Interface identifier

>
<

128 bits >

64 bits —_—>

I

M The interface identifier of a unicast address beginning with other than binary 000 is
configured in Modified EUI-64 format with a length of 64 bits.

B The boundary between the network-identifying and node-identifying sections is variable

in IPv4 but fixed in IPv6.

Fig. 6. IPv6 unicast address structure.

(2) Router Solicitation (RS) message

(1) Power ON

IPv6-compatible . N
terminal = _.

o AN

(4) Automatic generation

RA: Router Advertisement
RS: Router Solicitation

IPv6 network &

R

IPv6-compatible router

(3) Router Advertisement (RA) message

Fig. 7. IPv6 automatic address generation method.

handled by software. In short, while achieving high-
speed processing was problematic with IPv4
addresses, this uniform method of using bit sequences
in IPv6 addresses means that high-speed processing
can be achieved by hardware.

3.3 IPv6 address allocation method

Unlike IPv4, the address allocation method speci-
fied by IPv6 automatically allocates IP addresses for
establishing IPv6 connections. This IPv6 automatic
address generation scheme, called IPv6 plug and
play, is shown in Fig. 7. The convenience of IPv6
plug and play is analogous to the ease of using a home
appliance by simply plugging it into a power outlet on
a wall. When a LAN cable is connected to an IPv6-
compatible terminal (and authentication is performed
in the case of a wireless LAN) (1), the terminal trans-
mits a Router Solicitation (RS) message (2), and an
IPv6 router in the network returns a Router Adver-
tisement (RA) message (3). The IPv6-compatible
terminal then extracts from this RA message the

information needed to automatically generate an IPv6
unicast address (4). The above process can be mainly
accomplished by hardware, which means that an [Pv6
unicast address can be configured in even less time
that it takes to boot up the OS (operating system) on
a PC running Windows.

3.4 Toward full-scale deployment of IPv6

The World IPv6 Launch was held on June 6, 2012
as a global event to introduce the new protocol. The
intention behind this event was to convey the idea that
IPv6 would be supported on an ongoing basis well
beyond the launch date. This includes support for
IPv6 standards by IP-network-compatible terminals
to be marketed in the future as well as IPv6 support
for website connections. The holding of this event
signified a transition to a full-scale IPv6 deployment
stage.

NTT Technical Review
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* Security tool could not be downloaded.
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Fig. 8. Customer’s Internet connection configuration.

3.5 Case study: Security Tools cannot be
downloaded on FLET’S HIKARI NEXT

We present here a case study of a problem related to
IPv6 connections. Specifically, acustomer subscribing
to the FLET’S HIKARI NEXT High-speed Type
broadband access service was unable to download
Security Tools (the name of this service at NTT
WEST, but called FLET’S VIRUS CLEAR v6 at
NTT EAST) from FLET’S simple setup tools. Addi-
tionally, while IPv4 Internet communications pre-
sented no problems, connections to IPv6 sites such as
an [IPv6 service information site could not be
achieved.

3.5.1 Customer’s equipment configuration and
conditions at time of problem occurrence
The customer’s Internet connection configuration
is shown in Fig. 8. Here, one PC running Windows 7
was connected to the ONU, and Internet connections
to the PC were established using installed startup
tools (i.e., PPPoE connection functions in the OS). In
this environment, IPv4 Internet communications
were able to be performed without incident, but Secu-
rity Tools could not be downloaded from the FLET’S
simple setup tools.

3.5.2 Inspection method and analysis results

We performed packet capture between the ONU
and PC at the time the problem occurred. We also
performed packet capture when connecting a test PC
that was shown to be capable of downloading Secu-
rity Tools, and we compared and analyzed the cap-
tured data between these two PCs.

(1) Problem trigger

The sequence flow at the time of a Security Tools
download-destination connection failure is shown in
Fig. 9. To begin with, the series of operations from
turning on the PC to determining the IPv6 unicast
address for connecting to the FLET’S HIKARI

Vol. 11 No. 10 Oct. 2013

NEXT service (NGN: Next-Generation Network),
was executed normally. This was followed by name
resolution (DNS: Domain Name Service) of the URL
(uniform resource locator) for the Security Tools
download destination, which was likewise performed
without any problems.

Next, the PC transmitted a hypertext transfer proto-
col (HTTP) synchronize (SYN) request to initiate the
HTTP connection process. Immediately after this, the
NTT network router transmitted a Neighbor Solicita-
tion (NS) message (media access control (MAC)
address request in IPv6 communications) to the PC’s
NGN unicast address. However, no Neighbor Adver-
tisement (NA) message (MAC address reply in IPv6
communications) was subsequently transmitted from
the PC side, so the NTT network router entered a state
in which it could not move to the next sequence.
Finally, after the PC repeated the transmission of the
HTTP SYN request three to four times, the connec-
tion terminated. At this time, the message “Cannot
Display” appeared on the PC browser’s screen. The
above analysis led us to conclude that there was some
reason why NA messages were not being transmitted
from the PC side.

(2) PC operation at time of problem occurrence

In searching for the reason why no NA messages
were being transmitted from the PC, we found that
NA transmission for that NGN unicast address was
being blocked by the PC’s Windows firewall.

3.5.3 Discussion based on analysis results

We also found that default settings for the Windows
firewall do not block NA transmissions. However,
depending on the security software preinstalled in
PCs, settings that restrict [IPv6 communications can
also be made, and we surmise that those default set-
tings were changed at the time of product shipment.
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ONU
NTT network router

., RS: Router Solicitation

» | PC transmits an immediate request for RA (NGN prefix information etc.).

I JRA: Router Advertisement | —NTT network router returns RA.

1 NS: Neighbor Solicitationbl PC checks for any duplicates of the automatically generated NGN unicast

PPPOE connection-

| processing begins

|
>|

| address by broadcasting.

ﬂDPOE connection completedl PS establishes session by a PPPoE IPv4 connection.

| Connection processing to the Security Tools download destination begins.

I DNS query AAAA

I<
HTTP SYN
NS: Neighbor Solicitation

l<

> PC submits DNS query AAAA for IPv6 name resolution.
I DNS query respons AAAA | Reply from NGN DNS

» | PC begins HTTP connection processing.

NTT network router transmits NS

|<NS: Neighbor Solicitation | (pc's NGN unicast address) by broadcasting.
| NS: Neighbor Solicitation I —Retransmits NS repeatedly since no reply received

1<

I_l\_lﬁ:_[\l_qi_qflpp_r_é_q\fg_rgi_sp_rp_qmI Since no NA (reply to a MAC address request) is received

HTTR SYN/ACK

| from PC, the system enters a state in which no HTTP

|<-"""""""""""""‘l SYN/ACK can be returned.

SYN/ACK: synchronize/acknowledge

Fig. 9. Sequence at time of Security Tools download-destination connection failure.

3.5.4 Cause of problem

The search for the reason why no NA messages
were being issued by the customer’s PC revealed that
NA transmissions for that NGN unicast address were
being blocked due to that PC’s Windows firewall
settings. This is why the PC entered into a state in
which it could not connect with an IPv6 site. Conse-
quently, changing the Windows firewall settings or
temporarily disabling the firewall made it possible to
connect to the Security Tools download site and
download those tools. This case study underscores
the importance of checking PC settings in the event
that specific types of communications cannot be per-
formed.

4. Conclusion

In this article, we gave an overview of the IPv4 and
IPv6 protocols and introduced two case studies of
recent IP problems experienced by customers in their
homes. New services and products using IP connec-
tions are constantly being launched, and the IP net-
work within customers’ homes is becoming increas-
ingly diversified and complex. The Technical Assis-
tance and Support Center is committed to uncovering
the causes of IP-related problems and to finding early
solutions.
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