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Abstract

To realize flexible, agile, low-cost, and safe and secure cloud services, NTT laboratories are involved
in various research and development (R&D) initiatives in cloud computing platform technologies
through open innovation. This article explains the approach of these R&D initiatives for implementing
the NTT laboratories’ cloud computing vision, and also gives an overview of our current work on cloud

controller and virtualization technologies.
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1. Introduction

A cloud provides information and communication
technology (ICT) resources such as a central process-
ing unit (CPU) and memory of a server machine, as
well as storage promptly through a network in the
configuration required by customers. Customers can
reduce their capital and operational expenses and
increase competitiveness in their various business
endeavors by using cloud services. To strengthen the
competitiveness of the NTT Group’s global cloud
businesses, research and development (R&D) is
underway at NTT laboratories to realize a world-class
cloud computing platform that is flexible, agile, low-
cost, safe, and secure (Fig. 1).

2. R&D through open innovation

Technologies in the cloud field are advancing rap-
idly. The lifecycles are getting shorter, and the tech-
nologies are becoming more complex. In such condi-
tions, we believe it is important in principle to avoid
large-scale, independent product development, and to
promote open innovation so as to utilize excellent
products and/or open technologies from around the

world. This will enable us to shorten the periods of
product development, reduce costs and various risks,
catch up with the latest technologies, and avoid ven-
dor lock-in. We also believe it is very useful for NTT
Group businesses to utilize know-how that is fed back
from our activities to verify and/or support both prod-
ucts and technologies. The approach of the NTT
Software Innovation Center in these R&D initiatives
is summarized in Fig. 2.

(1) Verify and support involves verifying technolo-
gies and supporting customers in adapting them in
accordance with their needs and technology trends.
(2) Provide with open source software (OSS) involves
providing products by combining them with existing
OSS, contributing to helpful OSS communities, and
advancing technical development in cooperation with
the communities. (3) Provide with proprietary prod-
ucts involves providing products by combining them
with excellent new products, which are discovered
and verified at an early stage in cooperation with
other groups such as NTT Innovation Institute, Inc.
(NTT IP) in the USA. Finally, (4) Develop in labora-
tories involves R&D limited to technologies that
promise large growth and are in their early develop-
mental stages. We also take into consideration the
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[Flexibility] Realize cloud computing environment that provides ICT resources in the

required configuration

* Provide ICT resources divided and deployed centrally in a datacenter

[Agility] Rapidly build new systems as well as migrate existing systems
* Configure and deploy an entire system with multiple servers on an on-demand

basis through a user’s portal

» Centrally monitor and operate ICT resources deployed in dozens of location

[Low-cost] Improve datacenter utilization

¢ Eliminate server resource fragmentation in operation
* Actively use open technologies that effectively reduce costs

[Safety and security] Store and process confidential data securely
* Realize system configuration and disaster recovery spanning datacenters by

linking with global networks

* Realize confidentiality so that even cloud operators cannot access data, and
availability so that the data can be recovered even if some is lost
* Accumulate operational histories on data, enabling verification of whether all

operations were legitimate

Fig. 1. NTT laboratories’ cloud computing vision.
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Fig. 2. Approach to R&D initiatives.

publication of our developed products as OSS. NTT
laboratories are incorporating the security technolo-
gies introduced in the Feature Articles in the July
2014 issue [1] of this journal and are working on the
cloud computing platform technologies described in
these Feature Articles, based on the R&D initiative
approach shown in Fig. 2.
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3. Cloud computing platform technology

Cloud computing platform technology consists
mainly of cloud controller and virtualization tech-
nologies. Virtualization technology divides and pro-
vides ICT resources freely for use, which are cen-
trally deployed in a datacenter. Virtualization tech-
nology has expanded from the CPUs and memory of
server machines to various ICT resources such as
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Fig. 3. Cloud computing platform technology initiatives.

networks, storage, and network appliances. Cloud
controller technology controls these virtualized ICT
resources and makes them available in cloud run-time
environments, in accordance with customer require-
ments. Cloud controllers are used for both private
clouds, which use cloud technology on a customer’s
own information systems, and public clouds, which
are operated by cloud service providers. The range of
applications has recently expanded to include hybrid
clouds, which incorporate a mix of private- and pub-
lic-cloud services. Cloud service providers are using
these cloud computing platform technologies to pro-
vide services such as Infrastructure as a Service
(IaaS), Platform as a Service (PaaS), and Software as
a Service (SaaS).

4. Open architecture initiatives

NTT laboratories make various ICT resources
available through standard interfaces and will con-
tinue to incorporate the latest technologies that
emerge in the future. To achieve this, we are engaged
in R&D on cloud computing platform technologies
based on open architectures (Fig. 3).

(1) Cloud Foundry is an open PaaS administrative
function that provides middleware on a cloud run-
time environment. It includes run-time environments
for applications programmed in the Ruby or Java

languages, and for middleware such as databases.
The “PaaS Platform Based on Cloud Foundry” article
in these Feature Articles describes Cloud Foundry
extensions for application management and opera-
tions automation. Additionally, the article describes
other improvements for development and operations
processes, which are promoted in cooperation with
NTT I [2].

(2) OpenStack is an open laaS management func-
tion that controls virtual machines, storage, and net-
works in a cloud run-time environment. The article on
OpenStack activities introduces R&D initiatives on
functionality needed to apply OpenStack to public
clouds, such as multi-plugin support for virtual net-
works, transaction functions, and resource manage-
ment functions. Initiatives for private clouds and to
enhance overall enterprise IT infrastructure are also
introduced [3].

(3) Sheepdog provides distributed block storage,
and (4) OpenStack Swift provides object storage;
both are virtualized in a cloud run-time environment.
The article entitled “R&D Efforts in Storage Virtual-
ization Technology” introduces efforts to improve the
operability and reliability of Sheepdog by imple-
menting multipath features, which enable connection
to multiple servers, and by using remote locations,
which help prevent service outages and data loss. It
also introduces efforts to make OpenStack Swift
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Fig. 4. In-house cloud “XFARM” concept.

operation more efficient and to reduce costs for mul-
tiple, large-scale, autonomous and distributed storage
servers [4].

(5) Ryu is platform software that implements soft-
ware-defined networking (SDN) to manage the
operation of network devices centrally through soft-
ware. It provides functions such as network path
control and traffic monitoring using the OpenFlow
protocol specified by the Open Networking Founda-
tion [5]. Details of Ryu initiatives were introduced in
a Feature Article [6] in the August 2014 issue of this
journal.

5. XFARM initiatives

ments, and develop commercial applications in
shorter periods of time. The XFARM concept is
shown in Fig. 4. An example of a research result
incorporating XFARM is the cloud controller
described above that links OpenStack and SDN.
Using a cloud controller, researchers can secure ICT
resource components on demand, and can build sepa-
rate, independently configured virtual networks per
user. This not only increases the efficiency of R&D
activities, but also helps in quickly solving problems
experienced by researchers such as inadequate per-
formance.
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