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Abstract

New cybersecurity threats are continuing to expand on a global scale, and Japan is expected to become
the target of cyber-attacks in the run up to 2020. In these Feature Articles, we discuss the key points of
resisting global cybersecurity threats and introduce our research and development strategy for dealing

with them.
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1. Introduction

The NTT Group has aggressively expanded into the
global business sector to establish global cloud ser-
vices as a cornerstone of our business. To this end, we
are establishing stronger systems to offer to the world
by responding to the needs of our customers who are
developing diverse information and communication
technology (ICT) services on a global scale. In the
global business arena, ICT is an essential component
that is used by a wide range of businesses in diverse
fields. Incidents of cyber-attacks on these businesses
can cause serious damage such as service interrup-
tions or information leaks. In recent years, many
cases of cyber-attacks directly aimed at exploiting
business secrets or financial assets have been report-
ed, and the financial impact of these attacks is also
increasing.

NTT Group’s managed security service provider
companies are expanding their services in order to
address these issues in the global business arena.
Cyber-attacks on global businesses raise various con-
cerns, including the risk of theft of business secrets
through industrial espionage and the disruption of
key infrastructures such as electricity, gas, and com-
munications.

Broadly speaking, there are three points that global
businesses must follow to protect themselves from
the latest security threats and new threats accompany-

ing the latest technological developments. We
describe them here and explain our efforts to address
them in section 2.

1.1 Technology and security operations are both
important when responding to targeted
attacks

The NTT Group’s Global Threat Intelligence

Report (GTIR) analyzed common factors in busi-
nesses that had suffered losses and found that
although unknown threats that instigate targeted
attacks against businesses and other organizations do
exist, most attacks exploit known vulnerabilities that
are sometimes several years old. To deal with these
incidents, it is essential not only to use advanced
techniques such as attack detection, but also to imple-
ment operations to pre-empt attacks by taking steps
such as establishing patch management processes and
incident response procedures, and by training people
how to deal with attacks.

1.2 Making use of threat intelligence is essential
to reduce the cost of security operations

Cyber-attacks are becoming more organized, with
corporate spies and even state agencies among the
perpetrators in some cases. In these cyber-attacks,
there are clear profits to be made by the attackers,
who may also have considerable financial resources
at their disposal. When running a global business, it is
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Fig. 1. R&D efforts focusing on security measures.

difficult to put a cost on security alone, so it is neces-
sary to apply measures efficiently. It is also important
to make use of threat intelligence such as that on new
types of vulnerabilities and the places from where
attacks are originating, which makes it possible to
balance the cost of security measures by pre-emp-
tively blocking access from attack sites and to
increase the efficiency of business operations.

1.3 Integration of the real world and cyberspace
is essential when applying security measures
in the IoT era

As technology advances, we are fast approaching
the Internet of Things (IoT) era, where all sorts of
things will be connected to the Internet. In some
respects, this era has already started. For example, the
use of [oT has been discussed for applications such as
self-driving automobiles and the optimal distribution
of electric power. In this sort of world, cyber-attacks
are considered as a possible cause when there is an
incident such as a widespread power outage in one
area. In dealing with such cases, it is first necessary to
clarify the relationships between incidents that occur
in the real world (physical accidents) and those that
occur in cyberspace. To respond to these incidents, it
is essential to implement a response that takes both
real-world and cyberspace factors into consider-
ation.
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2. R&D efforts to respond to global
cybersecurity threats

At NTT Secure Platform Laboratories, we are
engaged in research and development (R&D) in order
to implement security measures to keep up with
changes in the latest threats and the latest technolo-
gies (Fig. 1).

Regarding the first point mentioned in section 1, we
are not only studying fundamental security technol-
ogy aimed at creating the world’s most advanced
systems, but we are also studying how fundamental
security technologies can be used to provide enhanced
security for in-house systems, communication ser-
vices, and enterprise systems. We are working to
enhance the level of security by not only researching
and developing ways of dealing with incidents before
and after they have occurred, but also investigating
security designs that can be easily operated.

Regarding the second point, we have launched ini-
tiatives for sharing threat intelligence with global
Group companies including NTT Innovation Insti-
tute, Inc. (NTT I3), which was founded in 2013 as a
North American base for R&D.

Regarding the third point, we are researching and
developing integrated risk management solutions that
combine the know-how of NTT Secure Platform
Laboratories on disaster response systems, and the
know-how of NTT-CERT" in handling incidents in

*  NTT-CERT: NTT Computer Security Incident Response and
Readiness Coordination Team
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response to cyber-attacks.

In these Feature Articles, we first present some case
studies of cybersecurity threats in the global arena
[1], and then we discuss two of our activities associ-
ated with threat intelligence [2, 3]. Finally, we intro-
duce our efforts aimed at integrated risk management

[4].
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