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1.   Introduction

Blockchain technology was announced by a person 
(or persons) going by the name of Satoshi Nakamoto, 
and it is known as a core technology of the cryptocur-
rency called bitcoins, which emerged in 2008 [1]. The 
advantage of blockchain technology is that it enables 
data to be managed in the manner of an autonomous 
distributed system that does away with a centralized 
organization; consequently, it is difficult to falsify 
data. Thanks to this feature, blockchain technology is 
drawing attention in regard to not only cryptocurren-
cy but also applications such as management of bank-
ing systems, property, and rights. In addition, the 
application of this technology is expected to be 
extended to sharing services (i.e., services that do not 
depend on a specific management organization) and 
services utilizing the Internet of Things (IoT) [2]. 

With blockchain technology, there seems to be 
more focus on discussing the ideas and methods 
related to the mechanism of the technology itself than 
on discussing its necessity or how best to utilize it. As 
a result, there is a need to conduct trials and verifica-
tions concerning utilization of the technology for 
developing actual services and promoting business 
development. In this article, we first discuss the 

blockchain technology that is practically applicable 
to services. Then we describe elements that must be 
confirmed when developing applications utilizing 
blockchain technology. We also explain NTT’s initia-
tives to efficiently develop applications. These initia-
tives essentially target the application layer. 

First, services that would be applicable to block-
chain technology were investigated. One highly 
anticipated application of blockchain technology that 
was identified was the concept of smart property. 
Smart property refers to assets that can be managed 
on a computer network in the manner of a cryptocur-
rency. These assets include both physical and digital 
assets. The former is managed in terms of usage 
rights of vehicles, ownership of land, stock certifi-
cates, and so on, and the latter is managed in terms of 
viewing rights of digital content, utilization rights of 
IoT data, and so forth. Registering information about 
assets (namely, an identifier (ID) that denotes a par-
ticular asset) in a blockchain and distributing that 
information in the manner of circulating currency is 
expected to enable the smart and flexible utilization 
of assets while also ensuring transparency. This kind 
of utilization is being investigated, but use cases other 
than cryptocurrency (e.g., services) that can inher-
ently exploit the advantages of blockchains have not 
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yet been clarified. Accordingly, we summarize in this 
article use cases that take advantage of the benefits of 
blockchains. 

Additionally, we explain issues that should be con-
sidered when developing applications. Blockchain 
technology is being developed not only as a simple 
means of transferring value via a cryptocurrency but 
also as a system for executing digital contracts in an 
autonomous and decentralized manner. It is conceiv-
able that such contracts—known as smart con-
tracts—will be applied in a broader range of fields as 
blockchain technology becomes further developed. 

In 2014, Ethereum, a new blockchain implementa-
tion that certifies program execution, was proposed 
[3], and it has been drawing attention ever since as a 
blockchain platform. In comparison with bitcoin 
blockchains, Ethereum makes it easier to manage 
extremely high-level data. However, it makes it more 
complicated to implement data structures of transac-
tions, structures of blocks, and methods of managing 
a variable number of programs. To utilize the Ethe-
reum platform, it is necessary to develop applications 
specialized for particular program-execution environ-
ments. At the same time, it is necessary to develop a 
framework for developing applications. Accordingly, 
we propose implementing common basic functions on 
the application layer and modularizing them in order 
to improve the efficiency of application development. 

2.   Utilization of blockchain technology

Blockchain technology has been proposed for use 
as the platform of various services. Such proposals 
are not limited to the transfer of value by cryptocur-
rency but also include management of assets and 
rights. Efforts concerning PoC (proof of concept) are 
also advancing. Various arguments have been made 
for use cases and applications exploiting the features 
of blockchains, but these arguments have not been put 
forth in a clear and orderly way. When data manage-
ment in a distributed environment is considered in 
vague terms, the result of that consideration is likely 
to be that it is not only impossible to exploit the fea-
tures of blockchain technology but also that it is bet-
ter to use superior conventional methods. Accord-
ingly, we express our ideas concerning key points of 
use cases utilizing the features of blockchains. The 
four conditions listed below must be considered when 
utilizing blockchains for managing data such as 
assets and digital content: 

(1)	� Management is not performed by any single 
particular authority.

(2)	� Management targets can be reconfigured dur-
ing the distribution process.

(3)	� The utilization form and distribution process 
after distribution starts are not determined 
(i.e., fluidity exits).

(4)	� Objective traceability of the distribution pro-
cess is paramount.

First, it is presupposed that management is not per-
formed only by any single particular authority. Alter-
nately, it is presupposed that although management 
might be performed by a certain body taking a cen-
tralized role, it is necessary to ensure the inspectabil-
ity of management status and information registration 
in regard to bodies and organizations that are inde-
pendent of that central body. 

One feature of blockchains is exploited that is rel-
evant to the first condition, namely that authority is 
distributed among multiple bodies and managed 
accordingly. Under the first presupposition, it is con-
ceivable that use cases will involve the repeated cir-
culation* of information and digital content while the 
configuration of management targets is changed. 

As for the second condition, namely, reconfiguring 
management targets during the distribution process, 
we use as an example the management target of video 
content. In this case, other images and sound are com-
bined, and the combined content is distributed. In 
another example, if the management target is IoT-
data groups, it is supposed that the data are smoothed, 
combined with other data, and further distributed 
alongside the results of analysis. 

As for the third condition (concerning the distribu-
tion process), it is conceivable that blockchains can 
provide hitherto unavailable value not under the con-
dition that the distribution process is set from the 
outset and managed under that status, but under the 
condition in which the distribution process cannot be 
specified. If the distribution process cannot be prede-
termined, two details are registered and managed: 
first, what kind of information is taken, how someone 
processes that information, and what kind of informa-
tion is generated as a result; second, what rights and 
authority are granted to the people or organizations 
that took, processed, and generated the information. 

Under the conditions described above, the place of 
origin and transitions of information being utilized 
can be confirmed by referring to the information reg-
istered in a blockchain. As a result, it is possible to 

*	 Repeated circulation: The wide circulation of goods and rights by 
the ability to transfer them between users and changing owners in 
succession.
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certify the authenticity and credibility of data or the 
existence of rights to use data as objective data. Since 
the data sources and the history of data changes are 
traceable, it is possible to evaluate the contributions 
to the value of data by dating back to the source of the 
data. Under those circumstances, to successfully uti-
lize that traceability of data (and thereby assure 
objectivity), it is necessary to fully exploit the bene-
fits of blockchains (Fig. 1). 

As a result of utilizing blockchains in the manner of 
the use cases described above, information manage-
ment (which has been conventionally governed by 
specific bodies) can be converted to decentralized co-
management. Consequently, it is conceivable that on 
the business side, it is possible to eliminate interme-
diaries and thereby cut costs. However, it is consid-
ered unlikely that the important roles played in busi-
ness by such intermediaries and wholesale firms will 
diminish, as a result of information matching, infor-
mation arrangement, and other practices, and that the 
role itself will become unnecessary. In other words, it 
is conceivable that instead of such intermediaries 
simply disappearing, it is possible that the roles of 
intermediaries and wholesale businesses will become 
clarified through data traceability, and their value can 
be optimized accordingly. 

3.   Technical aspects required in 
designing applications

By applying blockchain technology in the manner 
described in the preceding section, it is possible to 
provide value that has hitherto been unavailable. 
However, in designing applications, the three techni-
cal aspects listed below must be considered: 

(1)	� Assuring authenticity of registered data
(2)	� Devising methods for storing and managing 

appropriate data
(3)	 Assuring traceability of data
First, it is essential to assure the authenticity of 

registered data. In contrast to assuring authenticity of 
coins generated by a system in the manner of bitcoin, 
it is considered that when information is being man-
aged, it is essential to affix extra information that 
confirms the authenticity of the registered informa-
tion. A scheme for registering information while 
certifying the person who registered that information 
(by means of a digital signature) is thus required.  

In accumulating data, it is necessary to manage 
methods of storing data as well as methods of access-
ing the stored data. Various data storage methods are 
conceivable, including a method in which both data 
and the data’s management information are recorded 
in the blockchain, and a method that utilizes external 

Fig. 1.   Model of blockchain utilization service.
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storage for data with a huge volume such as video 
content, while the management information of that 
video content is managed via a blockchain. As men-
tioned previously, the latter scheme is referred to as 
smart property. 

With smart property, it is essential to firmly link the 
main body of content stored in external blockchains 
and the management information within those block-
chains. In managing access to stored data, it is neces-
sary to manage not only access to the content itself 
but also access to the management information man-
aged by blockchains. In a blockchain, each node can 
synchronize and hold the same ledger data as other 
nodes as well as browse the ledger content. There-
fore, it is necessary to conceal the management infor-
mation managed by blockchains when managing 
access to that information. We have been investigat-
ing information-access management by processing 
data via distributed applications as well as methods 
for encrypting and managing data for management 
information managed via blockchains. 

Regarding the traceability of data, it is necessary to 
ensure that traceability of noteworthy data is not lost 
while enabling data accumulated in blockchains to 
fluctuate fluidly. 

To meet these requirements, it is necessary to 
develop technologies for (i) registering data, (ii) stor-
ing and managing data, and (iii) tracing data. 

In our focus on use cases so far, we have investi-
gated content management by applying blockchains 
[4]. In particular, we have been developing elemental 
technologies by taking an application-layer approach 
for practically applying blockchains [5, 6]. 

We use the case of video images taken with a cam-
era as an example to describe our data-registration 
technology for managing content. In this case, digi-
tal-content information listed by the content creator is 
recorded at the moment the content is created. The 
reliability of recorded information is validated using 
the digital-content information and information con-
cerning applications (such as cameras used for creat-
ing content) for the verification. The application 
information is assumed to be recorded by the applica-
tion developer in blockchains before it is distributed. 
Separating digital-content information and applica-
tion information in this way makes it possible to 
integrate the reliability of individual digital content 
and attain overall reliability of shared applications. 

•	 Digital-content information
1)	� Digital-content hash value
2)	� Information concerning creator and creation 

conditions

3)	� Digital signature corresponding to recorded 
information (i.e., signature for application used 
for creating digital content)

•	 Application information
1)	� Identification information (e.g., package name 

and application name, version, and developer’s 
name)

2)	� Public key of application 
3)	� Information about creation metadata (i.e., item 

information including user-setting availability)
The digital-content hash value and information 

concerning the creator and creation conditions of 
digital-content information are automatically config-
ured by an application compatible with the proposed 
method as metadata on the terminal of the creator. For 
example, the creator registers the address of a wallet 
account used for issuing transactions. The digital-
content hash value is used as an ID for uniquely indi-
cating content. However, if the encoding method is 
changed, for example, to ensure that content can be 
identified, it is conceivable that video fingerprints can 
be registered alongside the hash values of content and 
that those fingerprints can be used to create IDs to 
replace the hash values. 

Additionally, the date, time, and location are regis-
tered during the content creation. However, it is con-
ceivable that multiple acquisition sources corre-
sponding to that information exist. For example, if a 
time and date are registered, clock times from exter-
nal NTP (network time protocol) servers as well as 
times on other devices are also registered. Accord-
ingly, a means of registering those acquisition sources 
is implemented. A digital signature is assigned mul-
tiple purposes: specifying the application used for 
creating content; discriminating items that can be 
handled by people from those that cannot, in addition 
to discriminating application information; and con-
firming that information has not been rewritten. 

Although the storage and management of data dif-
fer according to the target to be managed, the volume 
of video content itself is very large. As a result, a 
method for managing the content itself outside block-
chains but managing content-management informa-
tion and rights information via blockchains has been 
proposed [4]. 

A method exists for managing licenses to use con-
tent via blockchains; in concrete terms, access to 
externally managed content encrypted by a common 
key is managed by exchanging that key. There is also 
a method for exchanging an encrypted common key 
via blockchains. At the source (i.e., sender), the 
sender can encrypt the common key as the public key 
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of the destination and register it in a blockchain. This 
makes it possible to disclose the common key at the 
destination only. We are currently investigating how 
to manage access to externally managed content 
itself. 

Traceability of data is generally achieved by 
recording data in blockchains and referencing that 
data by means of a specific ID like a hash value. How-
ever, for content, it is necessary to ensure compatibil-
ity with derivative works. As for such derivative 
works, by incorporating a mechanism for confirming 
the existence (or non-existence) of permission from 
the original creator of content in distributed applica-
tions, we can ascertain the legitimacy of derivative 
works in terms of rights. Moreover, by confirming 
features as timestamps of blockchains and details of 
the above-mentioned registered data, it is possible to 
manage the originality of content. 

4.   Support for application development

We are implementing the functions of the above-
mentioned technical items in our development of 
blockchain applications. In the meantime, when effi-
ciency of development on the application layer (i.e., 
within the code of smart contracts) is considered, it 
becomes clear that shared functions should be modu-
larized. For example, in use cases other than manage-

ment of digital content, functions that conceal infor-
mation in blockchains (such as methods for exchang-
ing encryption keys for content) must also be widely 
shared. Transparency, correctness, and traceability of 
transactions are often mentioned as advantages of 
blockchains. However, in actual business situations, 
data that cannot be disclosed to other companies are 
present among customer information and transaction 
data between businesses. Consequently, it is impera-
tive to protect such highly confidential data. 

To satisfy this requirement, it is effective to incor-
porate functions for concealing information and 
restricting the right of access. At present, however, 
methods for implementing such functions in con-
tracts are entrusted to individual developers. It is pos-
sible that depending on how the developer writes the 
code, vulnerable code will be written, and/or dispers-
ibility by blockchains will be weak when the content 
management is implemented by a central server. In 
particular, it is difficult for developers who are 
unused to developing blockchains to appropriately 
design and implement contracts. We aim to solve this 
problem while applying our accumulated experience 
in utilizing blockchains for content management and 
are therefore proposing and implementing a shared 
module for creating a framework for managing 
authority within code, concealing certain stored data 
variables, and other functions (Fig. 2). 

Fig. 2.   Proposed module for managing authority and concealing data used in developing blockchain applications.
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The proposed module for managing authority and 
concealing data is compatible with Ethereum (a type 
of blockchain platform). With Ethereum, the code of 
contracts is written in a proprietary language called 
Solidity. Accordingly, the proposed module is com-
posed of Solidity code (by which the methods for 
authority management and information concealment 
are created as templates) and JavaScript code (which 
provides an interface compatible with that template). 
By adding the required logic based on the template of 
the proposed module, the developer can easily devel-
op contracts for handling authority management and 
information concealment. The functions provided by 
that template for managing authority management 
and concealing information are explained in the fol-
lowing. 

The template for providing the authority-manage-
ment function uses a manager contract (for managing 
access to contracts). The developer registers function 
calls to which access should be restricted and 
addresses of contracts with stored data in the man-
ager contract. When the authority-management tem-
plate is used, the user references individual contracts 
invariably through the manager contract; as a result, 
it is possible to centrally restrict access to individual 
contracts. 

To create the template for concealing information, 
a method for encrypting and storing the values of 
contracts (that are stored in blockchains) is utilized, 
and a method for securely managing keys for deci-
phering those encrypted values is provided. The 
encryption on the contracts is executed using a com-
mon-key method, and the common key is encrypted 
and stored by means of the public key of each user 
holding reference authority. The user with authority 
for decryption executes a function for acquiring a 
common key encrypted on a blockchain via a Java
Script interface compatible with the template and 
deciphers the common key by using his/her own pri-
vate key. In that way, the concealed information can 
be displayed and viewed by that user. 

Modularizing the above-described common func-
tions, regardless of external systems, makes it possi-
ble to improve the efficiency of developing applica-
tions for disclosing contract data stored in block-

chains to the specified user only and applications for 
the managing authority to overwrite certain data. We 
believe that creating sufficient functions for modular-
ization and library creation as common functions will 
contribute to improving the efficiency of develop-
ment and the quality of applications utilizing block-
chains. 

5.   Concluding remarks

This article described NTT’s initiatives concerning 
blockchains from the viewpoint of the application 
layer. In particular, factors and items that must be 
investigated when designing applications using 
blockchains were explained as use cases exploiting 
the benefits of blockchains. Implementation methods 
for managing content were introduced as concrete 
examples. Additionally, issues concerning the modu-
larization of basic functions and actual implementa-
tion of those functions to improve the efficiency of 
application development were described. 
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