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1.   Research and development collaboration on 
social infrastructure × ICT

With the joint aim of creating new value by inte-
grating social infrastructure and information and 
communication technology (ICT), NTT and Mitsubi-
shi Heavy Industries, Ltd. (MHI hereafter) started 
collaborating in April 2014 on research and develop-
ment (R&D) focused on the following three themes 
(Fig. 1) [1]. 
Field (1): optical fibers and sensors 

Studies are underway on the applicability of NTT’s 
optical-fiber and laser technology and radiowave 
measurement technology cultivated in the field of 
telecommunications as well as biometric-information 
measurement technology to maintenance operations 
and manufacturing sites of MHI’s products. 
Field (2): big data

The two companies are examining the applicability 

of NTT’s big-data processing and analysis technolo-
gy to MHI’s big data such as operational statuses of 
products and customers’ opinions recorded at call 
centers. 
Field (3): augmented reality and media processing

A study is being done on the applicability of NTT’s 
augmented reality technology and media processing 
technology such as video and audio to improve 
remote communication and work efficiency between 
support staff and workers at MHI’s domestic and 
overseas factories as well as at construction sites.

The security field was added in March 2016 as a 
fourth theme. Thus, as of September 1, 2018, we have 
been working on new initiatives with MHI in four 
collaboration fields.
Field (4): security

Security technologies for industrial control sys-
tems—combining control technology attaining high 
reliability and safety cultivated by MHI in the defense 
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and space fields and NTT’s state-of-the-art security 
technology—are being investigated.

This article introduces two collaborations. The first 
involves collaboration on R&D in the optical fiber 
and sensor field. Specifically, we introduce our R&D 
efforts concerning technology enabling transmission 
of a high-power single-mode laser beam over a longer 
distance, which was once considered impossible in 
the industry, while maintaining transmission quality 
suitable for laser processing [2]. This is enabled by 
fusing NTT’s optical fiber technology and MHI’s 
high-power laser processing technology. 

The second collaboration is in the security field. We 
introduce the cybersecurity technology called InteR-
SePT®*1 for industrial control systems and outline 
our efforts to commercialize it [3–5]. 

2.   Collaborative research on optical fiber 
technology for transmitting high-quality  

laser beam processing 

Optical fiber is an essential part of today’s informa-
tion and communication networks and is in wide use 
throughout the world. Applications of optical fiber 
range from endoscopes and gyros to transmission of 
laser beams for processing. With laser processing, it 
is necessary to transmit high-power laser beams with 
an output power more than 10,000 times stronger 
than that of the light used for normal optical commu-
nications. However, a nonlinear optical phenomenon 
imposes physical limits on the optical output and the 
distance that light can be transmitted by the optical 

fiber. 
The current widely used laser beam (multi-mode 

laser beam) can be transmitted over several hundred 
meters by using existing optical fiber (multi-mode 
optical fiber). However, the multi-mode laser beam 
has been unsuitable for applications requiring higher 
processing accuracy. Meanwhile, a high-power 
(10-kW class) laser beam (single-mode laser beam) 
suitable for more precise laser processing can only be 
transmitted several meters with existing optical fiber 
(single-mode optical fiber). Therefore, it is not suit-
able for application to actual laser processing requir-
ing optical fiber transmission of several dozen meters 
(Fig. 2). 

Photonic-crystal optical fiber (PCF: photonic crys-
tal fiber)*2 [6, 7] technology previously developed by 
NTT was used in this collaborative research. In this 
technology, the light is confined to a region sur-
rounded by an array of air holes and then propagated. 
NTT designed and developed a novel PCF optimized 
for transmission of a high-power single-mode laser 
beam, and NTT and MHI jointly demonstrated its 
high-power transmission capability [8] (Fig. 3). The 
results of this research were reported at the 89th Lec-
ture Meeting of the Japan Laser Processing Society 
[9] held at Osaka University on May 23 and 24, 2018.

Fig. 1.   New value creation through social infrastructure × ICT.
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*1	 InteRSePT®: Abbreviation of integrated resilient security and 
proactive technology, for industrial control systems and a regis-
tered trademark of MHI in Japan.

*2	 PCF: Optical fiber that has a structure in which air holes are 
regularly and periodically arranged in a silica glass cross 
section.
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This technology can be applied to remote process-
ing, remote welding, and thick plate cutting in the 
manufacture of existing automobiles, aircraft, and 
ships. It is also expected to contribute to expanding 
the application field of laser processing technology to 
various social infrastructure industries and thereby 

dynamically change the concept of manufacturing. 
While MHI continues to develop application technol-
ogy for punching and welding of heat-resistant 
alloys, it aims to put this laser processing technology 
using PCF into practical use starting in 2019. 

In addition to developing optical fibers, we will 

Fig. 2.   Laser quality and transmission distance of laser processing as well as processing accuracy.
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Fig. 3.   Comparison of conventional optical fiber and PCF.
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promote collaborative R&D on potassium tantalate 
niobate (KTN: KTa1-xNbxO3) deflection elements 
and diffractive optical elements as basic technologies 
necessary for laser processing.

3.   Cybersecurity technology for industrial 
control systems and efforts 
toward commercialization

Cybersecurity for industrial control systems is an 
important area requiring continued research. We 
report some key issues concerning cybersecurity for 
industrial control systems in this section.

3.1   �Problems facing security of industrial control 
systems

As the era of the Internet of Things progresses, the 
threat of cyber-attacks on industrial control systems 
of critical infrastructures such as factory facilities and 
electric power systems is ever increasing. Critical 
infrastructures such as factories, power/energy sys-
tems, and transportation systems consist of both 
information systems and industrial control systems. 
As mentioned above, ensuring the security of indus-
trial control systems is just as important as ensuring 
the security of information systems. The following 
challenges arise with industrial control systems that 
need to be addressed with certain countermeasures. 

1)	� Handling problems without causing frequent 
stops: Since factory equipment and power-sys-
tem facilities cannot be stopped easily, it is dif-
ficult to handle problems (such as application 
of security patches) involving stops and restarts 
like those commonly carried out for informa-
tion systems. 

2)	� Handling long-term renewal cycle of industrial 
control system equipment: The renewal cycle 
of industrial control system equipment can 
cover long periods of more than ten years. 
Meanwhile, the supported period of informa-
tion system equipment is often shorter than that 
and does not match the renewal cycle of indus-
trial control system equipment. Moreover, it 
often happens that new equipment and old 
equipment are used at the same time.

3)	� Handling real-time control: Delays in exchang-
ing control signals may be directly related to a 
control malfunction, and any transmission 
delays must be smaller than the allowable level.

4)	� Lack of security engineers: Since security is 
often managed by departments other than the 
information systems department, and there 

tends to be less distribution of security know-
how related to industrial control systems, there 
is often a shortage of engineers familiar with 
the security of industrial control systems.

3.2   Concept of InteRSePT®

In response to the four issues described above, MHI 
and NTT have developed a security solution for 
industrial control systems called InteRSePT®. InteR-
SePT consists of a security management system that 
monitors and responds to threats in an integrated 
manner and a real-time network monitoring system 
that detects unauthorized communications flowing 
through the network and implements interruptions of 
packets and other security measures as necessary 
(Fig. 4).

The function of each component is summarized 
below. 

•	� The real-time network monitoring system is con-
nected to the network of the industrial control 
system and monitors communication. It detects 
anomalies according to built-in detection and 
response rules and controls the transit and block-
ing of packets as necessary.

•	� The security management system monitors the 
entire industrial control system and detects and 
responds to threats by evaluating situations in an 
integrated manner based on NTT’s proprietary 
know-how. It collects and analyzes control com-
munication data and various kinds of sensor data 
in order to detect multiple anomalies that cannot 
be assessed based only on the rules of the real-
time network monitoring system. The security 
controller also changes the communication con-
trol rules used by the real-time network monitor-
ing system according to the operating conditions 
and detected anomaly information.

By carrying out this security processing on the 
InteRSePT side, we are providing the following solu-
tions to the above-mentioned problems.

1)	� Downtime caused by the updates required for 
security measures is minimized.

2)	� Since the facility equipment (sensor and control 
equipment), which is the endpoint of the indus-
trial control system, is not modified, the effect 
of security updates on the update cycle of the 
equipment can be minimized. 

3)	� Equipment that can handle high-speed process-
ing with low delay is adopted, and real-time 
control is supported.

4)	� It is possible to reduce the burden of security 
measures on engineers in charge of the industrial 
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control system.

3.3   Expansion of InteRSePT 
The NTT Group and MHI are currently collaborat-

ing on sales of security solutions using InteRSePT. 
Furthermore, we aim to respond to various require-
ments of industrial control systems and are therefore 
planning to strengthen InteRSePT as outlined below.

•	� Provide functions to make installation easier. We 
are considering providing support functions to 
further facilitate the introduction of InteRSePT, 
including a flexible network-control function to 
minimize changes of the existing environment. 

•	� Expansion of compatibility with industrial com-
munication protocols. We are planning to 
enhance compatibility to various industrial com-
munication protocols used by industrial control 
systems.

•	� Provision of a total menu covering upstream to 
downstream. We are considering providing a 
service menu that can comprehensively handle 
tasks ranging from security consulting to system 
construction, migration, and operations monitor-
ing. 

4.   Future development

In the future, we will continue to create technolo-
gies that will help solve common problems concern-

ing social infrastructure through collaboration 
between NTT and MHI as well as through new 
research efforts. Moreover, we aim to apply devel-
oped technologies in various industries by promoting 
collaboration with MHI along with the NTT operat-
ing companies. We also plan to share acquired knowl-
edge within the NTT Group.
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