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1.   The Future of data distribution

With the acceleration of digital transformation 
(DX) in various fields, it is expected that the digitiza-
tion of people, goods, processes, etc. of companies 
and organizations will progress and that advanced 
analytical processing will make it possible to address 
issues such as value creation and improving opera-
tional efficiency. While the value of data has increased 
in line with these trends, security risks and privacy 
concerns have also intensified.  

With the globalization of corporate activities and 
the spread of the cloud and Internet of Things, various 
and diverse entities (people, terminals, organizations, 
etc.) have become interconnected. As various types of 
data are exchanged and shared by these entities, the 
risk of theft or leakage of the data affecting compa-
nies and individuals has also increased. Concerns 
about legal restrictions and privacy regarding using 
personal and corporate information for artificial intel-
ligence (AI) and machine learning—which play 
important roles in DX—are also growing. 

To eliminate such risks and concerns, NTT Secure 
Platform Laboratories wants to use cryptography to 
create a world in which data concerning products or 

individuals can be safely exchanged according to the 
purpose and enable problem solving (Fig. 1). The fol-
lowing technologies that support such secure data 
distribution are introduced in this article: (i) data 
encryption and related technologies for protecting all 
communications end-to-end; (ii) secure-computation 
AI for enabling advanced integrated analysis while 
protecting corporate secrets and privacy; and (iii) 
anonymization technology for processing personal 
data in a manner that does not identify individuals 
and encourages the use of that information. 

2.   Data encryption and related technologies

Important data used in data distribution can only be 
exchanged and shared between multiple entities 
(individuals, organizations, terminals, etc.), and it is 
important that information not be leaked to other enti-
ties. In consideration of the risk of information leak-
age from service providers recently, it has become 
increasingly necessary to keep data confidential even 
from the companies that provide data-distribution 
services and their system administrators. 

To satisfy this requirement, it is desirable that (i) a 
secret key to the encryption is shared between trusted 
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entities and the data to be exchanged and shared are 
encrypted with the secret key and (ii) the shared data 
can be searched. However, enabling these processes 
faces two major technical challenges. The first chal-
lenge is efficient key sharing among multiple entities. 
It is required to share keys among many entities; how-
ever, it is inefficient and impractical to repeatedly 
execute a key-sharing protocol between two parties 
using multiple systems. 

In light of the above-described circumstance, NTT 
is studying technology that enables efficient sharing 
of keys among multiple entities via a key-mediation 
server installed by a service provider. The key-medi-
ation server guarantees in principle that the shared 
key cannot be reconstructed. We developed a method 
for enabling efficient key sharing for a fixed period 
regardless of the number of entities. This method 
enables exchange and sharing of data concealed from 
information-distribution service providers by using 
only an arbitrary number of entities involved in com-
munication at that time.

The second challenge is to search for encrypted 
shared data by using the computer resources of the 
data-distribution service provider. Since data-distri-
bution services are often provided in cloud form, it is 
desirable to search for shared data by using the com-
puter resources of the data-distribution service pro-
vider; however, if the encrypted data are decrypted 

for such a search, the data cannot be concealed from 
the service provider. With this issue in mind, NTT is 
studying a method of enabling this concealed search 
by encrypting the search index separately from the 
data and searching with the encrypted search index. 
As mentioned above, the processing is complicated 
because shared data are frequently re-encrypted every 
time an entity is added or deleted. We are thus devis-
ing a method of doing this efficiently.

For technology related to the two above-mentioned 
challenges, we have also developed technology for 
efficiently re-encrypting data with a new key without 
encrypting the shared key (encrypted when the shared 
key was updated) each time an entity is added or 
deleted. Combining the above-mentioned method 
and technology, we have already commercialized 
communication services such as telephony and online 
chat that do not leak data to service providers [1].

3.   Secure-computation AI

It is generally necessary to restore (decrypt) the 
original data during processing for data utilization, 
even if they were encrypted during communication or 
storage. Data owners know that this processing may 
leak information, so many users and organizations 
are reluctant to use data related to trade secrets and 
personal privacy. This is considered a major obstacle, 

Fig. 1.   Secure data distribution.
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especially when data are to be provided, actively 
used, and transferred from their owner to another 
party or even distributed within the same organiza-
tion.  

To help eliminate such obstacles, NTT is leading 
the world in research and development (R&D) of 
secure-computation technology that can process data 
while encrypting them. With this technology, data 
encrypted using the confidential-data-sharing tech-
nology standardized by the ISO (International Orga-
nization for Standardization) can be analyzed without 
first restoring them to the original form. This is 
expected to contribute to the creation of a world in 
which information (such as confidential information 
of companies and information concerning personal 
privacy) can be safely and securely provided and 
used. This technology has reached the practical stage. 

NTT is currently researching and developing 
secure-computation technology that enables more 
advanced analysis. We have recently developed a 
world-first technology that can process a standard 
algorithm used for deep learning, which has begun to 
be used in the AI field, without restoring encrypted 
data to the original data [2]. In other words, all the 
steps necessary for data utilization in deep learning, 
namely, data provision, data storage, learning pro-
cessing, and prediction processing, can be carried out 
on data in the encrypted state (Fig. 2). We believe that 
this technology will allow data owners to provide 
data with peace of mind when using the data with AI, 
leading to an increase in the amount and types of data 
while enabling advanced analysis with improved 
accuracy. For example, the technology is expected to 
make the following possible: (i) by learning personal-
location information and schedules in conjunction 
with weather and corporate-event information, etc., it 

will be possible to anticipate the most appropriate 
purchases and staffing resources for restaurants; and 
(ii) by learning medical data (such as X-rays, mag-
netic resonance imaging, computed tomography 
scans, and micrographs) while keeping them con-
cealed, it will be possible to quickly and accurately 
determine whether malignant tumors are present in 
test results. 

In the future, we plan to demonstrate the effective-
ness of deep learning using secure computation by 
conducting proof experiments in cooperation with 
partners who have AI expertise. 

4.   Anonymization technology

The use of personal data has recently become the 
focus of attention, and the market for such use is 
about to be activated in earnest. Under such circum-
stances, NTT is researching data-processing technol-
ogy that promotes safe use of personal data.

According to the revised Act on the Protection of 
Personal Information of 2017, “anonymously pro-
cessed information” (namely, personal information 
processed in a manner that a specific individual can-
not be identified and the personal information cannot 
be restored) can be provided to third-parties and used 
for tasks other than the specified purpose without the 
consent of the person in question. For example, by 
allowing manufacturers to use anonymously pro-
cessed information made from purchase-history data 
possessed by retailers, the manufacturers could 
develop new products in accordance with consumer 
attributes and purchasing habits.

If only anonymity is to be enhanced, the character-
istics of the original data will be greatly impaired, and 
the data will be less useful. Accordingly, to satisfy 

Fig. 2.   Secure-computation AI.
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both the data owner’s need to reduce the risk of leaking 
personal identification and the data user’s need to 
obtain data that retain the characteristics of the origi-
nal data, optimal anonymous processing is needed. 
NTT has thus developed anonymously processed 
information-creation software for creating anony-
mously processed information that balances anonym-
ity and usefulness. This software has been available 
in Japan from NTT TechnoCross since 2018, and its 
market development is progressing mainly in the 
medical and financial fields. 

This software features various anonymization and 
evaluation techniques to comply with Processing 
Standards Nos. 1 to 5 for anonymously processed 
information specified by the Personal Information 
Protection Committee. One of these techniques is 
NTT’s original anonymization technique called “Pk-
anonymization,” which ensures high usability with-
out changing the data granularity by using a perturba-
tive method. As the conventional technology, K-ano-
nymization secures k-anonymity* by abstracting data 
by for example, changing “33 years old” to “30s” and 
“Chiyoda ward, Tokyo” to “Tokyo”; however, it is 
affected by information loss. In contrast, when Pk-
anonymization (which disturbs data) is introduced, 
no information is lost, and more accurate and broader 
analysis is possible (Fig. 3).

With the aim of creating a world in which data are 

more actively used, NTT is working on reducing the 
risk of leaking personal identification as well as of 
inferring personal attributes. For data utilization, it is 
problematic that when calculation results such as 
statistical information are used, for example, if the 
average test scores of two people are used, a person 
who knows the score of one of them can estimate the 
score of the other. Privacy concerning such calcula-
tion results is called “output privacy,” which has been 
widely studied in statistics. NTT is focusing on out-
put privacy of machine learning, which is a promising 
data-analysis technology, and continuing to research 
risk-analysis and protection technologies related to 
machine learning.

5.   Future directions

To enable secure data distribution, as introduced at 
the beginning of this article, NTT is designing and 
developing various encryption technologies in addi-
tion to those introduced in this article. Examples of 
these efforts are (i) development of cryptosystems 
and evaluation of their security in anticipation of the 
creation of quantum computers (the R&D of which is 

Fig. 3.   Pk-anonymization.
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accelerating) and (ii) cryptographic program obfus-
cation, which makes the processing content of a pro-
gram cryptographically non-analyzable and enables 
distribution of secure programs [3]. On the basis of 
our expertise in cryptographic theory and technology, 
we will conduct R&D on data security that contrib-
utes to the resolution of problems of NTT Group’s 
customers and social issues. 
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