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Abstract

1. Overall introduction to ISO/IEC
JTC1SC27WG2

International Organization for Standardization/
International Electrotechnical Commission (ISO/
IEC) Joint Technical Committee 1 (JTC 1) Subcom-
mittee 27 (SC 27) is a standards body dealing with
methods, technologies, and guidelines concerning
information security and privacy protection. Working
Group 2 (WG 2) deals with cryptographic and other
security mechanisms. We discuss various methods,
from basic encryption methods (e.g., blockciphers
and hash functions) to advanced protocols (e.g.,
anonymous authentication and secure multiparty
computation).

2. Lightweight encryption (ISO/IEC 29192
series and ISO/IEC 18033-7)

The performance of a cryptographic mechanism
can be measured using various indicators such as
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computation time, latency, the power consumed, area
of hardware implementation, and memory size used
for computation. If a device runs on battery, low-
power encryption is required, and if it runs in high-
transmission environments, less computation time is
required. If a device runs in environments where real-
time performance is important, such as sensors in the
human body, vehicles, and robots in factories, low-
latency encryption is required. Lightweight cryptog-
raphy refers to cryptography that is used in such
environments and is “lighter” than existing standard-
ized cryptography with certain indicators. Research
on lightweight cryptography began in the early
2000s, and is still active in light of recent safety
requirements for devices and trends in Internet of
Things.

ISO/IEC has also established the ISO/IEC 29192
series, which summarize lightweight cryptography,
and ISO/IEC 29167 series, which define crypto-
graphic technology for radio frequency identifica-
tion. The US National Institute of Standards and
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Technology (NIST) has been studying lightweight
cryptography since 2014 and called for applications
in 2018. The selection process (Round 2) is now in
progress, which involves decreasing the number of
candidates. Cryptography Research and Evaluation
Committees (CRYPTREC) in Japan also studies
lightweight cryptography and published the summary
“CRYPTREC Cryptographic Technology Guidelines
(lightweight cipher)” [1] in 2017.

WG 2 is responsible for the ISO/IEC 29192 series
for various lightweight cryptographic mechanisms.
The standard is divided into lightweight blockcipher
(Part 2), lightweight stream cipher (Part 3), light-
weight hash function (Part 5), lightweight message
authentication code (MAC) (Part 6), and so on. ISO/
IEC 29192-6 (Lightweight MAC) was published in
2019 and contains Chasky-12 and LightMAC, in
which NTT is involved, proposed from Japan.

The standardization of tweakable blockcipher as
ISO/IEC 18033-7 began in 2020. This standard will
contain [2] Deoxys-BC in Deoxys, which is one of
the lightweight ciphers selected by CAESAR (Com-
petition for Authenticated Encryption: Security,
Applicability, and Robustness), and SKINNY, in
which NTT is involved.

3. Anonymous signature (ISO/IEC 20008 series)

Digital signatures are a basic technology used in
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various fields. The signer generates a signing key and
verification key and publishes the verification key.
The signer then generates a signature on the docu-
ment using the signing key, and the verifier verifies
the document and signature with the verification key.

When we look at a document and signature, we
know which signer signed it. Thus, when a digital
signature is used as an authentication, it is possible to
know which verification-key owner carried out the
authentication.

Some applications require that signers remain
anonymous. For this purpose, a technique called
anonymous signature has been studied. The ISO/IEC
20008 series deal with anonymous signatures (Fig. 1).

3.1 Group signature (ISO/IEC 20008-2)

In the group-signature scheme proposed in 1991,
the group administrator issues a signing key to each
user. A user signs the document with the signing key,
and the verifier verifies the document and signature
with the group’s verification key. In this case, the
verifier only knows that the signer belongs to the
group. This protects the anonymity of the user. The
standardization of group signatures began around
2010 as ISO/IEC 20008-2 and was published as a
standard in 2013.

3.2 Ring signature (ISO/IEC 20008-3)
In the ring-signature scheme proposed in 2001,
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each user has a signing key and verification key. The
user signs the document with a signing key along
with other verification keys. The verifier verifies the
set of verification keys (called a ring), document, and
signature.

In this case, the verifier only knows that the signer
is the owner of one of the verification keys in the ring.
This also protects the anonymity of the user. Com-
pared with group signatures, it is less centralized
because it does not require a group administrator.

In 2020, ISO/IEC 20008-3 started to standardize
ring signatures in response to decentralization and
certain blockchains incorporating them as a technol-
ogy for achieving anonymity in electronic cash. NTT
has also been conducting research and development
(R&D) of ring signatures since the early 2000s, and
actively providing suggestions and feedback.

4. Elliptic curve for pairing (ISO/IEC 15946-5)

Public-key cryptography is based on mathematical
problems. For example, Diffie and Hellman’s paper
[3], which advocated public key cryptography,
describes a key-exchange method based on the dis-
crete logarithm problem. Then, around 1985, the
construction of public key cryptography based on the
discrete logarithm problem on elliptic curves was
proposed. It was found that the sizes of the key and
ciphertext could be made smaller than those of the
usual discrete logarithm problem, and R&D advanced.
Around 2000, it was discovered that by using the
pairing function defined on an elliptic curve, one
could construct novel cryptosystems (identity-based
encryption, efficient threshold encryption, etc.) that
were not possible before.

WG 2 has been standardizing elliptic curve cryp-
tography, and from 1999 to 2004 this cryptography
was compiled as the ISO/IEC 15946 series. Elliptic
curve cryptography-based key establishment was
later re-classified in ISO/IEC 15946-3 as another
standard, and elliptic curve cryptography-based sig-
natures were reclassified in 15946-2, -4 as signature
standard. ISO/IEC 15946-1, which defines the termi-
nology of elliptic curve cryptography, and ISO/IEC
15946-5, which describes how to construct elliptic
curves and pairing functions, remain.

Kim (then at NTT) and Barbulescu in 2016 pro-
posed an algorithm for solving the discrete logarithm
problem on elliptic curves suitable for pairing func-
tions [4]. This algorithm solves the discrete logarithm
problem faster than other algorithms, which degrade
the security levels of conventional elliptic curves.
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With the advent of this algorithm, the security evalu-
ation and selection of new elliptic curves have been
carried out among researchers and developers.

In WG 2, the security level of the elliptic curves in
ISO/IEC 15946-5 has also declined, and in 2018,
discussions began on revising the standards to
improve the security levels of elliptic curves. The
review, selection, and parameter setting of elliptic
curves suitable for pairing are being discussed, and
standardization is planned from 2021 to 2022. In
response to the proposal of this analysis algorithm,
NTT is also conducting research on a new elliptic
curve [5] and actively contributing to discussions at
WG 2.

5. Secret sharing (ISO/IEC 19592 series)

Secret sharing divides data to be kept secret into
fragments (called ‘shares’) with proper encoding.
Individual shares do not leak the original data, but if
sufficient shares are gathered, then one can recover
the original data even if some shares are lost (Fig. 2).

Since the original confidential information is not
leaked from the shares, it can be used to prevent leak-
age of sensitive information. Usually, shares are kept
by several people, and when a secret is needed, the
shares are brought together for restoration of the
secret. It is also a key technology for secure multi-
party computation, which is described later. Because
data can be recovered even if some shares are lost, it
can also be used as a distributed data-storage technol-
ogy or data-recovery technology in the event of data
loss due to machine crash or disaster.

Since Shamir and Blakley’s independent proposal
of secret sharing in 1979, many schemes have been
proposed. There are various differences such as
safety, division method, and restoration method, and
appropriate secrecy distribution must be selected in
accordance with the usage scenario. If the same
method is used, there may be differences depending
on the implementation.

In 2014, the ISO/IEC 19592 series started the stan-
dardization of secret sharing. NTT has been active in
the standardization of secrecy sharing in ISO/IEC,
leading the development of the standard as an editor
and contributing significantly to its publication in
2017. We contribute to the selection of easy-to-han-
dle secret sharing by feeding back the knowledge
obtained from NTT’s research on secret sharing and
secure multiparty computation and development of
various products (secret sharing technology Trust-SS,
distributed storage SHSS (Super High-speed Secret
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Sharing), secure multiparty computation technology
“Sanshi®”) using secret sharing.

NTT’s products effectively use three secret-sharing
schemes. ISO/IEC 19592-2, published in 2017,
specifies five secret-sharing schemes, including these
three [6]. In addition, standardization of secure mul-
tiparty computation based on secret sharing has
recently started.

6. Secure multiparty computation (ISO/IEC
4922 series)

Secure multiparty computation is a technique to
execute computations with encrypted data. General
encryption protects data communication and storage.
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Secure multiparty computation can also protect the
data-computation process. By using secure multipar-
ty computation, analysis work using personal data of
individuals and trade secrets of companies does not
leak data and enables “not look inside” operation
(Fig. 3). This will enable not only safer data process-
ing but also new integrated analysis that transcends
the boundaries of companies and industries by bring-
ing together data that have been difficult to disclose
to other organizations.

NTT is conducting R&D of secure multiparty com-
putation using secret-sharing technology. That is,
data are converted into shares by secret sharing then
passed to the servers, which execute the computation
without having to restore the original data from the
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shares. In addition to NTT, various companies, uni-
versities, and research institutes are conducting and
competing in R&D on secure multiparty computa-
tion.

In 2020, the ISO/IEC 4922 series started the stan-
dardization of secure multiparty computation. ISO/
IEC 4922-1 will be the general standard for secure
multiparty computation, and ISO/IEC 4922-2 will be
the standard for secure multiparty computation based
on secret sharing. NTT is actively leading the cre-
ation of standards as editors of both.

7. Future development

NTT will contribute to the development of interna-
tional standards for cryptographic technology and
protocols on the basis of our R&D expertise.
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