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1. Trends in quantum technology

The first “quantum-computer boom” was triggered 
by the development of Shor’s algorithm in 1994, 
which drew attention to the potential threat to the 
security of the information technology (IT) society in 
which public-key cryptography is widely used. 
Numerous important advances, particularly in aca-
demia, have been made including the demonstration 
of qubit operation in various physical systems and the 
development of theory of quantum error correction. 
Around 2010, the technical difficulties in implement-
ing those advances as a quantum computer became 
widely recognized and excessive expectations began 
to subside.

However, in 2011, the sudden announcement by 
D-Wave Systems of their development of a dedicated
machine for solving combinatorial optimization
problems (called a quantum annealer) by using a
completely different technology called quantum
annealing came as a surprise to all concerned. The
significant improvement in performance of supercon-
ducting qubits around 2014 prompted IT companies
such as Google, IBM, and Microsoft to enter into
full-scale research and development of quantum
computers and triggered a second quantum-computer
boom, which has since continued as venture capital
investments continue to increase.

Facing the added perspective of security, research 
and development of quantum technologies, such as 
quantum computers, quantum security, and quantum 
sensing, is in the midst of fierce global competition. 
Around 2015, Europe, the U.S., and China began to 
significantly expand government support under their 
quantum technology strategies. Although a few years 
behind them, Japan formulated the “Quantum Tech-
nology and Innovation Strategy” in 2020 [1] and the 
“Vision of Quantum Future Society” in 2022 [2], 
which aims to create new industries and business 
opportunities and address social issues on the basis of 
quantum technology. In response to this action, the 
Quantum STrategic industry Alliance for Revolution 
(Q-STAR) [3] was established in 2021 with the aim 
of making Japan a “quantum technology innovation-
oriented nation,” and Q-STAR is accelerating efforts 
to implement quantum technology in society.

2. Fundamental characteristics of quantum
nature and application areas

As shown on the left side of Fig. 1, the world we 
live in is described by classical mechanics represent-
ed by Newtonian mechanics, i.e., a world that can be 
actually observed and touched. In contrast, as shown 
on the right side, the quantum world represented by 
the behavior of atoms and electrons is defined by 
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mathematical expressions that represent waves with 
existence probability under the laws of quantum 
mechanics, therefore far from our common sense and 
experience. There are various types of quanta, includ-
ing extremely small ones, such as atoms and elec-
trons, as well as light and relatively large supercon-
ducting quantum circuits; however, as shown in 
Fig. 2, regardless of the type, they all share the same 

characteristics of duality, quantum superposition, 
and quantum entanglement. Duality is the simultane-
ous possession of two properties: property of parti-
cles and property of waves. Quantum superposition 
enables two values, “0” and “1,” to be held in a single 
state, as illustrated in the figure with the upward 
arrow (corresponding to “0”) and downward arrow 
(corresponding to “1”) side by side. Quantum  

Fig. 1.   Contrast between the real (classical) world and quantum world.
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Fig. 2.   Three characteristics of quantum behavior.
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entanglement is a phenomenon in which the individ-
ual states of two quanta are undetermined, but the 
relationship between them is fixed in a way that even 
if the quanta are far apart, they can instantly affect 
each other when one is measured, even if they are at 
the other ends of Earth or even at opposites sides of 
the universe. In 1935, Einstein and other researchers 
published a paper arguing that the spooky behavior of 
quantum entanglement could not be sufficiently 
explained; therefore, quantum mechanics is incom-
plete. After 80 years of debate among many theorists 
and experimentalists, in 2015, it was finally con-
cluded that quantum entanglement is real. Note that 
the 2022 Nobel Prize in Physics was awarded for 
significant work concerning this quantum entangle-
ment controversy. The hope that harnessing these 
three quantum wonders will lead to technologies that 
achieve high-capacity, high-precision, high-reliabili-
ty, and low-power-consumption computing and com-
munications is drawing attention to the potential for 
innovation in a wide variety of fields.

The four main application areas of quantum tech-
nology—as shown in Fig. 3—are (i) quantum com-
puting, which uses quanta as bits for high-speed 
computation; (ii) quantum communications and 
quantum security, which guarantee safety by using 
the property that quanta cannot be duplicated; (iii) 

quantum sensing, which uses the quantum sensitivity 
to the external environment to execute highly sensi-
tive detection; and (iv) quantum materials, which 
create environments in which quantum behavior is 
manifested, and quantum devices, which use func-
tions unique to quanta. 

3.   Recent progress in application of 
quantum technology

3.1   Quantum computers
Quantum computers can be broadly classified as 

two types: gate-based quantum computers, which can 
run a variety of algorithms and be used as general-
purpose computers, and Ising machines, which are 
dedicated solvers for solving combinatorial optimiza-
tion problems. Several companies have announced 
commercial gate-based quantum computers that are 
based on superconducting and ion-trap systems, but 
they can currently solve only small-scale problems. 
Various other approaches, such as using neutral 
atoms, photons, and semiconductor quantum dots, 
are also being researched and developed. In contrast, 
Ising machines have reached the practical application 
level of solving real problems of a certain scale. NTT 
reported that its coherent Ising machine called 
LASOLVTM can solve combinatorial optimization 

Fig. 3.   Four application areas of quantum technology.
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problems (maximum cut problems) of a 100,000-
node graph 1000 times faster than a digital machine 
[4]. Annealing machines to solving combinatorial 
optimization problems using digital technology have 
also been commercialized by several Japanese com-
panies, which are thereby giving Japan a strong pres-
ence in this field.

The development of quantum computers is illus-
trated on the basis of NTT’s own indexes in Fig. 4. 
The current gate-based quantum computer is called a 
noisy intermediate-scale quantum computer (NISQ), 
namely, a quantum computer that cannot be scaled up 
due to noise, and its applications are limited by its 
lack of error-correction capability. To implement 
quantum error correction, a large number of qubits 
(several dozen to ten thousand) are combined to form 
a single logical qubit, which requires large-scale inte-
gration and connection between qubit chips via a 
quantum network. Many technical challenges, such 
as the enormous size of the refrigerator and the com-
plexity of the control system, must also be overcome. 
Under these circumstances, it is still unclear which 
quantum bit will be the most favored approach. 
Superconducting qubits are not suitable for integra-
tion of 1000 qubits or more owing to their large ele-
ment size; accordingly, silicon qubits based on semi-
conductor processing technology are promising for 

achieving higher integration. Optical quantum sys-
tems—which can place a large number of qubits on a 
time axis—are also being studied. Topological quan-
tum computers, which are protected by the inherently 
stable property of matter called topology, thus do not 
require error correction, are also attracting attention. 
On top of these developments in hardware, research 
and development of quantum algorithms, which 
exploit the high speed of quantum computers, is also 
continuing apace.

3.2    Quantum communications and quantum 
security

Since the Ministry of Internal Affairs and Commu-
nications took the lead in launching the world’s first 
quantum-cryptography testbed called the TOKYO 
QKD network in 2010, Japan has possessed world-
class technological capabilities in quantum-cryptog-
raphy communications, and verification experiments 
for genome information, electronic medical records, 
financial transactions, etc. using the TOKYO QKD 
network are underway. China has established a 
2000-km-long quantum-cryptography network 
stretching from Shanghai to Beijing, and is further 
extending it by using satellites. Since quantum cryp-
tography requires the use of extremely weak light, 
namely, a single photon (the smallest unit of light), 

Fig. 4.   Overview of quantum-computer development.
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the transmission distance of quantum cryptography is 
limited due to transmission loss in optical fibers, and 
that limit is thought to be about 100 km for actual use.

Post-quantum cryptography (PQC), a cipher that 
cannot be solved even by a quantum computer, is 
under development, mainly in the U.S., and hybrid 
schemes combining quantum cryptography and mod-
ern cryptography such as PQC are also being devel-
oped. Quantum relay technology is an essential ele-
ment of the quantum internet, and quantum memory 
to retain the received quantum state is being actively 
researched. All-photonic quantum repeaters, which 
do not use quantum memory, are also being demon-
strated.

3.3   Quantum sensing devices and materials
One type of quantum sensing is diamond nitrogen-

vacancy (NV) centers, in which quantum effects exist 
even at room temperature, and are expected to be 
used to detect magnetic fields and temperature with 
higher sensitivity than possible with conventional 
sensors. Applying quantum sensing to medicine and 
drug discovery is also being investigated, and tech-
nologies for real-time observation of drug efficacy 
using magnetic resonance imaging by combining 
materials containing isotope-controlled elements and 
nuclear-spin hyperpolarization technology are rapid-
ly emerging. 

Other developments include quantum inertial sen-
sors based on atom-wave interferometers, which 
theoretically offer ten orders of magnitude higher 
performance than fiber-optic gyroscopes, and ultra-
high-precision clocks (optical lattice clocks). Quan-
tum devices, including single-photon and entangled-
photon light sources, highly sensitive photodetectors, 
single-electron devices, and spin Seebeck devices 
and quantum materials, including diamond NV cen-
ters, quantum dots, topological materials, and atom-
ic-layer materials, have attracted attention. 

4.   Future prospects for quantum technology

As mentioned above, the creation of a quantum 
computer that can surpass current digital computers 
in terms of computational power is still a long way 
off; even so, quantum cryptography and quantum 
sensing are expected to be implemented in society in 
the near future if the cost issues can be overcome. It 
is envisioned that there will be a demand for quantum 
connections between quantum computers and 
between quantum sensors and quantum computers, 
which will require a network capable of transmitting 

quantum states, that is, a quantum internet. The cur-
rent structure of the Internet, however, cannot handle 
quantum states, so innovative infrastructures such as 
the IOWN (Innovative Optical and Wireless Net-
work) All-Photonics Network will become increas-
ingly important. Quantum computing is also impor-
tant from the perspective of energy consumption in 
the IT industry because, in principle, it is energy-
neutral computing. 

The Feature Articles in this issue discuss an optical 
quantum computer [5], quantum-information tech-
nology with superconducting qubits [6], an optical 
lattice-clock network [7], fast algorithms for quan-
tum computers [8], high-performance quantum-key 
distribution [9], and the all-photonic quantum inter-
net [10] as representative examples of NTT’s quan-
tum technology.
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