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Abstract

Encryption is an essential technology for secure communications. Quantum key distribution (QKD)
can enable ultimately secure cryptographic communications by using quantum mechanics. Toward
secure networks using QKD, NTT has been conducting various studies from theoretical security analysis
to experimental control of optical quantum states. In this article, we introduce our recent activities on
QKD using multi-valued information (high-dimensional QKD) and a scalable measurement device for

improving its error robustness.
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1. Basics of quantum key distribution and
research in NTT

It is necessary to encrypt information for secure
communications via the Internet. For example, mali-
cious eavesdropper can read information about a
credit card if we send it without encryption. Public-
key cryptography, such as Rivest—Shamir—Adleman
(RSA), is used for this purpose. Its security is based
on a problem that is difficult to solve using a modern
digital computer, so called computational security.
However, a quantum computer having error correc-
tion capability can break RSA efficiently. There is
another encryption called one-time pad, which is a
common-key cryptography. This cryptography uses
the fact that a third party does not have enough infor-
mation to break the encryption. Such an information-
theoretic security cannot be broken by any type of
computer. Despite its strong encryption, it has a seri-
ous disadvantage in that it is difficult to create a situ-
ation in which the third party does not have enough
information. We use a bit represented by 0 and 1 in a
communication system. To make one-time pad ulti-
mately secure, only the legitimate users for the com-
munications need to share random numbers*! (secret
key), the length of which is equal to the bit length of
the information they really want to send. If we can
send the secret key securely, one-time pad looks use-
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less because, in a rough consideration, we can direct-
ly send the information using such a secure method
used for sharing the secret key instead of one-time
pad.

Quantum key distribution (QKD) is a technique
that solves this problem. QKD uses the fact that an
attempt to clone a quantum state changes the original
state (Fig. 1). By monitoring such a change in the
state, we can estimate how much information was
leaked during communications. We cannot directly
send a massage we want to encrypt because we can-
not prevent the message from being leaked. However,
if we send random numbers having no meaningful
information, we can generate a secret key by erasing
the leaked information from the shared random num-
bers after the communication. By using this secret
key for one-time pad, we can enable unbreakable
secret communications.

While we often hear about QKD on the news, it has
been studied since its invention in 1984 [1]. NTT has
continued its long-term research on QKD [2], such as
security analysis, experimental demonstration, and
the proposal of our unique QKD protocol called dif-
ferential phase shift QKD. Let us introduce our recent
activities on high-dimensional QKD and a technology

*1 Random number: A random value that is impossible to predict
beforehand.
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Fig. 1. Schematic diagram of QKD.

Time-bin qubit

L 4

L 4

R
A photon in time slot t,

—_—
A photon in time slot ¢,

Used for conventional QKD

VR B

) ) High-dimensional time-bin state
Enlarge dimensions / \
i L h & &

(multi-valued)

A photon in time slot t
L & b & L &

-

w photon in time slot t2 A photon in time slot Iy j

A photon in time slot t,

Fig. 2. Schematic diagram of time-bin state.

for improving its error robustness.

2. High-dimensional QKD and scalable
measurement device

High-dimensional QKD uses a high-dimensional
quantum state to enhance the secret-key rate, which
corresponds to the communication speed of QKD. A
conventional QKD system uses a quantum bit (qubit)
representing 0 or 1. In our research group, we use a
time-bin qubit, 0 or 1 of which are represented by two
temporal positions of a photon™? (Fig. 2 left). If we
can encode multiple values, such as 0, 1, 2,
instead of a bit value, we can increase the amount of
information per photon (Fig. 2 right). A high-dimen-
sional state is such a state representing multiple val-
ues and its concept is similar to pulse amplitude
modulation (PAM)*3 and quadrature amplitude mod-
ulation (QAM)** used in modern optical communica-
tions. A very high-speed secret-key generation of
26.2 Mbit/s has been reported by using four-dimen-
sional time-bin states represented by four temporal
positions [3].

As we explained in the previous section, it is impor-
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tant to estimate how much information of random
numbers was leaked for generating a secure secret
key. For this purpose, QKD uses superposed states. A
superposed state is a state in which we cannot essen-
tially determine O or 1 for a qubitand 0, 1, 2, ... fora
high-dimensional state (Fig. 3). We can estimate the
amount of leaked information by using superposed
states that satisfy a special relation called mutually
unbiased. In a d-dimensional system, we can use at
most (d + 1) measurements, which satisfy such a spe-
cial relation. An experiment using two types of mea-
surements to estimate the amount of leaked informa-
tion achieved 26.2-Mbit/s secret key generation [3].
By using (d + 1) measurements, we can more pre-
cisely evaluate the change in the quantum state dur-
ing communications. Therefore, we can more pre-
cisely estimate the amount of leaked information,

*2 Photon: The minimum unit of an optical energy (an elementary
particle), which can be observed when we drastically decrease
the optical intensity.

*3  PAM: A technique for representing multiple values using an am-
plitude of light or radio wave for high-speed communications.

*4 OAM: A technique for representing multiple values using both
amplitude and phase of light or radio wave for high-speed com-
munications.
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which results in an improvement in the secret-key
rate. In other words, multiple measurements make a
high-dimensional QKD system more robust against
errors.

NTT developed and demonstrated an implementa-
tion of a scalable measurement device of (d + 1)
measurements for high-dimensional time-bin states
[4]. A measurement for time-bin states uses delay
Mach-Zehnder interferometers (MZIs)* and single-
photon detectors. In an implementation of a previous
measurement device, (d — 1) MZIs and (d + 1) single-
photon detectors were required even for two mea-
surements [3]. By using the above scalable measure-
ment device, all the (d + 1) measurements for d = 2V
can be implemented using N MZlIs and three single-
photon detectors independent of d (Fig. 4). We con-
ducted experiments involving five measurements for
four-dimensional time-bin states. The experimental
results indicated error rates lower than the threshold
required to generate a secret key (Fig. 5). Hence, we
expect that this device can be used for a high-dimen-
sional QKD system that is more robust against errors.

3. Extension of the security proof

In the previous section, we explained that (d + 1)
measurements can be used for a robust high-dimen-
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Fig. 5. Experimental results of error rate.

sional QKD system. However, a rigorous security of
this QKD protocol was proven only if d is a prime
number (2, 3, 5, ...). Therefore, we cannot directly
apply that security proof for a four-dimensional sys-
tem with the above scalable measurement device. To
circumvent this problem, we also extended the previous

*S Delay MZI: An optical interferometer in which a light is split at
the input, and combined after a temporal delay is introduced for
split light. It is widely used for, for example, measuring the time-
bin state and differential-phase detection in modern optical com-
munications.

50



Feature Articles

security proof [5] for prime power dimensions (e.g.,
d=2,4,8, and 3, 9, 27). In this security proof, we use
operators that describe operations on a quantum state.
Corresponding to the operators used in the previous
security proof, there is a generalized operator using
the Galois field"®, which is used in, e.g., coding theo-
ry [6]. Because we can use the Galois field as long as
d is a prime power, we could extend the previous
security proof by using these generalized operators
for prime-power dimensions. Therefore, we can use
the scalable measurement device for a four-dimen-
sional QKD system to ensure rigorous security.

4. Toward a practical QKD system

We introduced high-dimensional QKD and a scal-
able measurement device to enhance the error robust-
ness as recent activities in NTT to improve the perfor-
mance of QKD. We conducted a proof-of-principle
experiment on generations and measurements of
high-dimensional quantum states for such a QKD
system. To implement a practical QKD system, we
also need to consider other problems, for example, a
finite key analysis which is a detailed treatment of
statistical errors due to a finite number of measure-
ment results. It is also important to explore other
applications of the scalable measurement device
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because the mutually unbiased relation can be found
in quantum communications and information pro-
cessing other than QKD. Although we introduced
only the approach of using a high-dimensional state
in this article, NTT will continue to conduct research
on other approaches toward practical quantum infor-
mation technologies.
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*6 Galois field: A set of finite number of elements associated with
appropriately defined four arithmetic operations (+, —, %, +). It is
also known as finite field.
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