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1.   Network-analysis problems and combinations

Our society greatly depends on various infrastruc-
tures such as transportation, telecommunication, and 
electric-power distribution. What are the structural 
properties of such infrastructures? Highways spread 
like a mesh throughout Japan, and a core telecom-
munication network covers Japan through the laying 
cables. Therefore, modern infrastructures form net-
work structures with many network components such 
as roads and cables.

There are various requirements for these infrastruc-
tures to work as bases for our society. For example, 
traffic jams should be avoided for road networks, and 
excessive delays and communication outages should 
be avoided for telecommunication networks. In 
accordance with these requirements, there are numer-
ical indices for measuring the performance of infra-
structures. For example, congestion is a performance 
index for road and telecommunication networks, and 
the robustness against component failure is a perfor-
mance index for telecommunication networks. To 
develop high-performance, highly reliable infrastruc-
tures, it is important to develop algorithms for ana-
lyzing such performance indices. Examples of such 
analyses include congestion analyses to examine 

what components of the whole network become con-
gested, reliability analyses to examine the robustness 
against failures and disasters, and vulnerability anal-
ysis to detect the weak or critical components of the 
network.

How can we analyze network infrastructures? 
Since it is difficult for computers to handle compo-
nents, e.g., roads and cables, as just physical devices, 
we abstract network infrastructures by focusing on 
the connection between devices, such as those shown 
in Fig. 1(a). Every component corresponds to a line 
(edge) connecting two nodes. Mathematically, this is 
equivalent to considering undirected graphs in graph 
theory. By developing network-analysis algorithms 
for handling the abstracted graphs, we can conduct 
analyses of the intrinsic structures of networks.

However, network-analysis problems are still dif-
ficult to solve with computers even after the abstrac-
tion. This is because a network infrastructure consists 
of multiple components, and there are exponentially 
many combinations of components. If a network con-
sists of N components, the number of possible com-
binations is 2N, which is the number obtained by 
multiplying 2 N times. Even if a network consists of 
only 50 components, the number of possible combi-
nations becomes 1 quadrillion.
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There are many network-analysis problems that 
must examine or count such an enormous number of 
combinations. In basic network reliability analysis, 
we want to compute the probability that specified 
nodes are connected via cables. In Fig. 1(b), every 
node is drawn as a building. There are cases in which 
some components fail but the specified buildings are 
still connected via working cables. Thus, in comput-
ing the probability, we should consider two cases, 
work or fail, for every component, examine all the 
possible combinations of these cases, then add up all 
the probabilities of combinations where the specified 
building is connected. Similarly, in congestion analy-
sis, we should examine all possible routes for com-
puting what components are crowded. Since every 
route is a combination of components, and thus there 
are an enormous number of routes, the congestion 
analysis becomes a computationally difficult task.

2.   Decision diagrams and 
compressed computation

How do we cope with such an enormous number of 
combinations? We traditionally handled them by 
examining or counting only a small number of such 
combinations. This drastically reduces the number of 
combinations to examine or count, enabling us to 
resolve the issue of exponential computational time. 
However, this approach has a critical drawback in 
that the analyses become inaccurate because only a 
small number of combinations are examined. Since 
infrastructures are used by many people, thus have 
social importance, rigorous analyses are often needed 

at the cost of time.
This article considers the concept of compressed 

computation. Within this concept, we retain the com-
binations in a compressed representation and use it 
directly for analyses, i.e., computation, without 
decompressing it. If we can achieve this, we can con-
duct rigorous analyses because all the combinations 
are examined. The computational time may also sig-
nificantly decrease because it may be proportional to 
the size of compressed representation.

One representation to achieve compressed compu-
tation is a decision diagram*. A decision diagram 
represents combinations by a diagram with vertices 
and arcs, each connecting two vertices. For example, 
Fig. 2(b) is a decision diagram representing the com-
binations drawn in Fig. 2(a). All combinations can be 
obtained by tracing routes from top to bottom. Trac-
ing a solid arc means that the component works, and 
tracing a dashed arc means that the component fails 
(see Fig. 2(b)). Solid and dashed arcs generally repre-
sent the presence and absence of a component, 
respectively. Decision diagrams achieve smaller rep-
resentations by sharing common components of com-
binations. There are cases in which for a network 
with around 100 nodes, although there are 1041 com-
binations of component failures that two buildings 
are connected, a decision diagram can represent them 
with only 3000 vertices, which is a substantial com-
pression. We can also conduct various computations, 

*	 Decision diagrams: They correspond to data structures such as 
binary decision diagram and its variant zero-suppressed binary 
decision diagram. They are all data structures to represent combi-
nations as a graph in graph theory.

Reliability analysis
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What is the probability that
red buildings are connected?

Summing up all the probabilities of the combinations of
component failures where red buildings are connected.

(a) A network is abstracted as a graph by focusing on the connection between nodes. (b) In reliability analysis, we need to 
examine all the combinations of component failures and sum up all the probabilities of connected combinations.

Fig. 1.   Reliability analysis.
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such as optimization and counting, with decision dia-
grams without decompressing them. With the deci-
sion diagram drawn in Fig. 2(b), we can compute the 
number of combinations where the red buildings are 
connected even when additional conditions, e.g., a 
specific component must fail, are imposed. Such a 
computation can be conducted in time proportional to 
the number of vertices of the decision diagram. 
Therefore, decision diagrams can be seen as tools for 
compressed computation. Decision diagrams have 
been used for solving various network-analysis prob-
lems such as reliability analysis.

We at NTT Communication Science Laboratories 
have been developing algorithms for more advanced 
and sophisticated analyses by extending the types of 
computation and methods for compression within 
decision-diagram-based compressed computation. 
This article introduces two network-analysis algo-
rithms developed from such research.

3.   Infrastructure analysis by 
compressed computation

3.1   �Infrastructure-design algorithm for reducing 
congestion

Within road and telecommunication networks, 
when many users’ paths, e.g., the travel routes in road 
network or the routes of telecommunication network, 
overlap on a component, this component becomes 
congested and increases travel time. Thus, the opera-
tor of infrastructures wants to decrease the average 
travel time of users by widening the widths of roads 

and bandwidth of telecommunication cables to 
reduce the congestion. However, operators must 
assume that the users act selfishly when considering 
infrastructure reinforcement. An example of this is 
when a traffic jam occurs on highways, every user 
continues to use highways instead of bypasses if the 
travel time on highways is still shorter than that on 
bypasses.

What is the best way to reinforce an infrastructure 
under such a situation? In fact, there are cases in 
which, by widening some roads’ widths or paving 
new roads, more users rush to use these roads, which 
incurs longer traveling time than before. Such a phe-
nomenon is called Braess’s paradox in traffic engi-
neering. Braess’s paradox is closely related to the 
state called the equilibrium state. When users use an 
infrastructure selfishly, they switch the path when 
there is a path with shorter traveling time than the 
currently used path. After every user repetitively 
switches the path like the above, all users’ traveling 
time will eventually become the same, and every user 
will choose the path with the shortest traveling time 
at this point. This state is called an equilibrium state. 
To decrease the average traveling time, we should 
reduce the congestion within the equilibrium state. 
However, just widening some roads’ widths or paving 
new roads results in the change of the equilibrium 
state, which is the cause of Braess’s paradox.

We therefore need to compute the equilibrium state 
before determining an infrastructure reinforcement 
that decreases the users’ traveling time. Although the 
traveling time is the same for all users within the 

Fig. 2.   The combinations where red buildings are connected (a) and a decision diagram representing them (b).

Red and blue paths in the decision diagram represent the combinations drawn in red and blue bubbles, respectively.
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equilibrium state, each user’s path may vary. Therefore, 
the equilibrium state is formed from a combination of 
an enormous number of paths, i.e., a combination of 
combinations. This makes the problem of computing 
the equilibrium state much more difficult. It is also 
difficult to determine a reinforcement that reduces the 
traveling time of the equilibrium state.

We developed an infrastructure-design algorithm 
for determining a reinforcement that decreases the 
traveling time of the equilibrium state by compress-
ing all the paths that users can choose into a decision 
diagram and conducting compressed computation 
with it (Fig. 3).

Although computing the equilibrium state is diffi-
cult because the result is a combination of combina-
tions, we focus on the fact that it can be solved using 
a nonlinear optimization problem subject to combina-
torial constraints. Solving this optimization problem 
traditionally requires examining all the paths one by 
one. However, we proposed an algorithm to solve this 
nonlinear optimization problem by compressed com-
putation with decision diagrams, enabling us to com-
pute the equilibrium state in a reasonable time [1] 
(Fig. 3(a)). Our algorithm then computes the differen-
tiation with respect to the road width, i.e., the chang-
es in the equilibrium state and traveling time when 
the road width is slightly modified, by compressed 
computation. This reveals the component to reinforce 
that reduces the average traveling time [2] (Fig. 3(b)).

The computational time with this algorithm is pro-
portional to the size of the decision diagram, whereas 

that of the conventional algorithm is proportional to 
the number of paths. In the setting of multi-location 
telecommunication, we can achieve a speed-up of 
1025 times by representing 1028 paths as a decision 
diagram of 10,000 vertices. In the future, we want to 
resolve various congestion problems such as traffic 
jams in road networks and delays in telecommunica-
tion networks through designing network infrastruc-
tures with this algorithm.

3.2   �Computing the probability of outage per out-
age scale

The components of infrastructures, such as cables, 
occasionally but inevitably fail because they are 
physical equipment. Therefore, infrastructures are 
required to be robust against component failures in 
addition to being high performance during ordinary 
times. To assess the robustness against component 
failures, a reliability analysis such as that shown in 
Fig. 1(b), i.e., the computation of probability that 
specific nodes are connected, has traditionally been 
conducted. With a decision-diagram-based com-
pressed computation, we have conducted exact, i.e., 
non-approximated, computation of the reliability for 
real networks with around 200 nodes.

However, when an outage occurs, the scale of out-
age is also an important index. Large-scale outages 
that affect many users should be less likely to occur 
than small-scale outages. However, traditional reli-
ability analyses do not take into account the scale of 
outages. We want to analyze the probability of the 

Fig. 3.   Outline for infrastructure-design algorithm that reduces congestion.
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occurrence of outages separately for small-scale and 
large-scale outages. In other words, we want to com-
pute the outage probability for every outage scale.

In this problem, we assume that network nodes are 
categorized into servers and users. We define the out-
age scale as the number of user nodes that are discon-
nected from any server, as shown in Fig. 4(a). It 
should be noted that the outage scale is not propor-
tional to the number of failed components. In the 
upper example, there are three failed components, but 
the outage scale, i.e., the number of disconnected 
users, is only one. In the lower example, only one 
component failure incurs three users’ outage. We con-
sider the exact computation of such outage probabil-
ity per outage scale. This enables the operator of the 
infrastructure to check whether the designed network 
infrastructure meets a predetermined requirement for 
the occurrence probability of outage for every scale.

However, it is much more difficult to compute the 
scale-wise outage probability. This is because, in 
addition to the enormous number of combinations of 
component failures, we should consider the combina-
tions of the users disconnected from servers. The 
conventional compressed reliability computation 
algorithm can calculate the probability that specific 
users are disconnected from servers if the specified 
users are fixed. We can compute the scale-wise out-
age probability by repetitively calculating it for all 
the combination of disconnected users. However, it is 
unrealistic because compressed computations are 
needed 1 quadrillion times for only 50 users.

While the conventional decision diagram divides 

the combinations of component failures in accor-
dance with the occurrence of outages, we developed 
a decision diagram that divides them in accordance 
with the outage scale [3], as shown in Fig. 4(b). With 
this new decision diagram, we developed an algo-
rithm to compute the outage probabilities for all out-
age scales with only one compressed computation, 
yielding a substantial speed-up compared with the 
conventional compressed reliability computation 
algorithm. For a network with around 50 nodes, e.g., 
a network where each prefecture in Japan has a node, 
we can compute the scale-wise outage probability 
within one second, which is about 100,000 times 
speed-up compared with the current algorithm. For a 
network with around 100 nodes, although its diffi-
culty increases 250 times, i.e., around 1 quadrillion 
times, we can compute the scale-wise outage proba-
bility in around one hour, which is a reasonable time.

The proposed algorithm contributes to the highly 
reliable design of contemporary and future network 
infrastructures because it enables us to rigorously 
check whether the designed network meets the scale-
wise requirements of outage probabilities. We will 
develop an algorithm for automatically designing 
networks where large-scale outages rarely occur by 
extending this approach.

4.   Conclusion and future directions

We introduced two network-analysis algorithms 
with compressed computation using decision diagrams. 
We developed the infrastructure-design algorithm to 

Fig. 4.   Outline of computing the probability of outage per outage scale.
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reduce congestion by using a novel compressed compu-
tation that enriches the ability of decision diagrams, 
while the algorithm for computing the scale-wise 
outage probability for every outage scale was devel-
oped by establishing a new compression method, i.e., 
a new decision diagram. We also developed various 
network-analysis algorithms by extending the deci-
sion-diagram-based compressed computation, e.g., 
the computation of the variance of network reliability 
[4] and that of the expectation of the number of users 
connected to servers [5]. We will continue to develop 
efficient and fast algorithms for problems handling an 
enormous number of combinations, not limited to 
network-analysis problems.

Our algorithms are at the stage of basic research; 
thus, analyses of currently designing or operating 
networks have not yet been conducted, although 
experiments using real network topologies that were 
released on the web were conducted. Therefore, the 
next step will be to analyze the currently designing 
and operating networks with the proposed algorithms 
and obtain insight for real network infrastructures.

References

[1]	 K. Nakamura, S. Sakaue, and N. Yasuda, “Practical Frank–Wolfe 
Method with Decision Diagrams for Computing Wardrop Equilibrium 
of Combinatorial Congestion Games,” Proc. of the 34th AAAI Con-
ference on Artificial Intelligence (AAAI 2020), pp. 2200–2209, New 
York, NY, USA, Feb. 2020. https://doi.org/10.1609/aaai.v34i02.5596

[2]	 S. Sakaue and K. Nakamura, “Differentiable Equilibrium Computa-
tion with Decision Diagrams for Stackelberg Models of Combinato-
rial Congestion Games,” Proc. of the 35th Conference on Neural 
Information Processing Systems (NeurIPS 2021), pp. 9416–9428, 
Virtual, Dec. 2021.

[3]	 K. Nakamura, T. Inoue, M. Nishino, N. Yasuda, and S. Minato, “Exact 
and Efficient Network Reliability Evaluation per Outage Scale,” Proc. 
of the 2023 IEEE International Conference on Communications (ICC 
2023), pp. 4564–4570, Rome, Italy, May/June 2023. https://doi.
org/10.1109/ICC45041.2023.10279779

[4]	 K. Nakamura, T. Inoue, M. Nishino, and N. Yasuda, “Impact of Link 
Availability Uncertainty on Network Reliability: Analyses with Vari-
ances,” Proc. of the 2022 IEEE International Conference on Com-
munications (ICC 2022), pp. 2713–2719, Seoul, Republic of Korea, 
May 2022. https://doi.org/10.1109/ICC45855.2022.9838781

[5]	 K. Nakamura, T. Inoue, M. Nishino, N. Yasuda, and S. Minato, “A 
Fast and Exact Evaluation Algorithm for the Expected Number of 
Connected Nodes: an Enhanced Network Reliability Measure,” Proc. 
of the 2023 IEEE International Conference on Computer Communi-
cations (INFOCOM 2023), pp. 1–10, New York City, NY, USA, May 
2023. https://doi.org/10.1109/INFOCOM53939.2023.10228897

Kengo Nakamura
Associate Distinguished Researcher, Innova-

tive Communication Laboratory, NTT Commu-
nication Science Laboratories.

He received a B.E. and M.E. in information 
science and technology from the University of 
Tokyo in 2016 and 2018, and a Ph.D. in informat-
ics from Kyoto University in 2024. He joined 
NTT Communication Science Laboratories in 
2018 and is investigating discrete structure 
manipulation algorithms and data structures and 
their applications to network-analysis problems. 
He is a member of the Japanese Society for Arti-
ficial Intelligence (JSAI).

https://doi.org/10.1609/aaai.v34i02.5596
https://doi.org/10.1109/ICC45041.2023.10279779
https://doi.org/10.1109/ICC45041.2023.10279779
https://doi.org/10.1109/ICC45855.2022.9838781
https://doi.org/10.1109/INFOCOM53939.2023.10228897

