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1.   Future vision of human-AI security activities

The proliferation of vulnerabilities, a major cause 
of cyber-attacks, has reached a level that cannot be 
addressed with conventional methods. According to 
the National Police Agency in Japan, there was a 
sharp increase in the number of reported cases of 
ransomware and phishing, as well as suspicious 
access suspected to be vulnerability searches for 
cyber-attacks in 2024 [1]. New threats such as cyber 
fraud, social engineering, and misinformation and 
disinformation spread on social media are also 
emerging that target people rather than systems and 
affect their perception and decision-making. It is not 
easy to increase the number of personnel in response 
to the increase in risk and diversification of security 
systems, and the psychological burden on personnel 
is increasing daily, resulting in exhaustion. Thus, 
conventional security activities are facing limitations.

According to the Cybersecurity Framework of the 
National Institute of Standards and Technology in the 
United States, security-related activities are classified 
into identification, defense, detection, response, 

recovery, and governance, and various activities are 
required for each. We are conducting research on all 
these activities with the aim of breaking the afore-
mentioned serious situation by evolving them into 
new security activities in which humans and artificial 
intelligence (AI) cooperate. We call our research con-
cept “Cycle-Ops.”

In Cycle-Ops, AI compensates for the weak points 
of humans, and humans take on the weak points of 
AI, thus achieving a form in which both humans and 
AI perform each activity while taking advantage of 
each other’s strengths, and promoting the evolution 
of security activities that would have been difficult 
with only humans. This evolution will reduce the 
psychological burden on all people involved in the 
activities (security staff, system staff, end users, man-
agement, etc.), provide a better experience of security 
activities, and bring true security and safety that 
could not be achieved from the viewpoint of eco-
nomic rationality alone, such as risk reduction and 
efficiency improvement.

Although knowledge is generated daily in each 
security activity, it is only accumulated in the brains 
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of the individuals in charge of each activity, and it is 
difficult to fully use knowledge in the overall security 
system. Therefore, Cycle-Ops aims to enable security 
activities that grow continuously and cyclically by 
facilitating both the flow of using knowledge from 
one activity for another and the flow of sharing and 
inheriting knowledge between people through the 
mediation of AI.

There are two key components for Cycle-Ops. The 
first is the formalization of tacit knowledge. Security 
activities require a wide range of knowledge, and that 
knowledge depends on experts in security in the form 
of expertise and tacit knowledge, so it is not easy to 
inherit and reproduce that knowledge. Therefore, in 
each security activity, which is currently human-
centered, the tacit knowledge of humans (security 
experts) is formalized and incorporated into AI to 
enable cooperation between humans and AI.

The second is cognitive security. The target users of 
Cycle-Ops’ sustainable cyclical-growth-type security 
activities include not only those in charge of systems 
and security but also end users facing security issues. 
In many cases, the weakest part of security is not the 
system but the maintainers and users of the system. If 
people and their groups are not properly aware of the 
information they are facing, for example, the threat of 
misinformation/disinformation mentioned above 
may occur, making it difficult to maintain security. 
Therefore, it is important to take an approach to pro-
tect human cognition by ensuring autonomous deci-
sion-making in individuals and groups while using 
methodologies such as cognitive psychology as well 
as information science. We make this approach 
actionable with the way humans and AI work togeth-
er in Cycle-Ops.

Cycle-Ops combines these two components and 
aims to evolve traditional security activities, which 
were dependent on only by the manpower of special-
ized human resources, into a new form by highly 
cooperating AI with various people involved in secu-
rity activities (in charge of systems, security, end 
users, etc.). In the following sections, we introduce 
our research on formalization of tacit knowledge and 
security to protect human cognition with use cases.

2.   Formalization of tacit knowledge for security 
report preparation

As mentioned in the previous section, one of the 
key components of Cycle-Ops is the formalization of 
tacit knowledge. We started our research by focusing 
on the creation of threat information reports (security 

reports), which are essential for overall security 
activities. The person in charge of creating security 
reports is faced with a large amount of serious threat 
information every day, and the collection and analy-
sis of such information requires accuracy and effi-
ciency. Because readers have various attributes and 
roles, such as those at the management level and 
those in charge of systems, it is necessary to create a 
report that describes the points that each reader wants 
to know. Those in charge of security reporting per-
form these tasks on a daily basis on the basis of their 
expertise, and we believe that formalizing this tacit 
knowledge is essential as the first step in achieving 
Cycle-Ops.

In the traditional process of creating a security 
report, expert security personnel design the report’s 
table of contents by taking into account not only the 
content of the obtained threat information but also the 
positions and interests of the readers; furthermore, to 
tailor the report to the actual conditions of the organi-
zation, they conduct a detailed analysis on the basis 
of the network configuration and response status 
within the organization and classify the results 
according to the readers. This classification requires 
a deep understanding, in other words, tacit knowl-
edge, of the culture within the organization, including 
concise summaries of information needed for mana-
gerial decisions for management, and technical 
details for system personnel. Large language models 
(LLMs) have begun to be used to create security 
reports to a limited extent, but the tacit knowledge of 
experts has not been fully used.

In response, we have divided the tacit knowledge 
involved in the process of creating a security report 
into two main categories. The first is how to design 
the report’s table of contents taking into account read-
ers’ positions and interests, and the second is how to 
analyze the risk to the local system for the threat 
information described in the report. By enabling an 
LLM to learn implicit knowledge of these two points, 
we developed a technology to automatically generate 
high-quality reports adapted to the culture of the 
organization and the characteristics of readers. The 
next section describes the details of this technology. 

2.1   �Knowledge formalization method for design-
ing a report’s table of contents considering 
readers’ positions and interests

Simply asking a traditional LLM to produce a 
report would produce a table of contents that was of 
no interest to the reader. For example, a report for 
executives might contain excessively technical content, 
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resulting in general content that is not clearly relevant 
to the organization.

We developed a method for extracting tacit knowl-
edge automatically from past reports prepared by 
experts. This method formalizes the viewpoint of the 
report’s structure as tacit knowledge, the same as the 
traditional task of manually creating a security report, 
such as the task of creating a draft by a new security 
staff member and reviewing it by an experienced 
security staff member. We first extract topics and 
target readers from the expert’s past reports then let 
an LLM generate a report with the same conditions. 
In this case, the LLM is regarded as a new security 
person who can only write generic content. By ana-
lyzing the difference between the expert’s past report 
and the LLM’s one, we can extract tacit knowledge, 
such as “a vulnerability report for executive-level is 
focused on the impact on the company,” from the dif-
ference that the expert report has a table of contents 
according to the executives’ interests but the LLM 
report does not. When generating a report, RAG 
(retrieval-augmented generation) technology is used 
to generate a draft table of contents while referring to 
similar topics and tacit knowledge for each reader, 
thus improving the accuracy of the table of contents 
in line with the target readers.

A questionnaire survey conducted when this meth-
od was applied to report creation in actual cybersecu-
rity operations revealed no negative opinions when 
compared with reports created by experts in the past, 
confirming that reports of the same level were gener-
ated (Fig. 1).

2.2   �Knowledge formalization method for risk 
analysis for a local system based on the threat 
information described in the report

To generate a security report that is more consistent 
with the reader’s needs, one needs not only externally 
published security information but also information 
about internal systems and related risk information. 
This requires complex analysis that dynamically 
combines diverse information such as network con-
figuration, device configuration information, and 
vulnerability information. If this process, which was 
traditionally conducted by security personnel, was 
simply done with an LLM, LLM inference would be 
required for each conditional branch. If any step 
failed, the final result of risk determination would be 
different, preventing correct risk determination.

We thus put all this information into a graph data-
base and structured it so that a single graph query can 
retrieve all the information needed for risk analysis. 
In accordance with the use case of determining the 
possibility of exploitability from outside, vulnerabil-
ity information and network device settings are asso-
ciated with nodes and can be acquired in a batch in 
relation to network routes.

This enables an LLM to convert an instruction such 
as “Obtain network routes and related information 
that can be reached from the Internet to a terminal 
with vulnerability X” into a graph query, form the 
information obtained in a batch from the graph data-
base into a prompt, and use the LLM to execute risk 
analysis all at once. Therefore, the number of LLM 
inferences is reduced, and high-precision risk judg-
ment is achieved considering comprehensive infor-
mation.

With this method, we achieved the same accuracy 
of about 80% as that of previous research that only 

Fig. 1.   Tailor-made security report creation using generative AI.
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considered network configuration but achieved the 
same accuracy even under more complicated condi-
tions (including firewall and network device settings) 
(Fig. 2).

3.   Security to protect human cognition

In today’s information society, we are exposed to 
various types of information on a daily basis to make 
decisions. With the advent of social media, video 
distribution services, and generative AI, the speed 
and volume of information generation, sharing, and 
consumption have increased dramatically, enabling 
users to have unprecedented convenience and free-
dom of information access.

Despite this convenience, there is a risk that peo-
ple’s perception and decision-making may be influ-
enced or interfered with in various ways (Table 1). 

For example, cyber fraud and social engineering use 
human cognition to deceive users, thus defrauding 
them of money and personal information. Manipula-
tive interfaces called dark patterns can lead users to 
make unconscious choices and cause them to behave 
in ways that are not intended. The spread of misinfor-
mation and disinformation on social media not only 
affects the beliefs of individual users but also divides 
the opinions of society as a whole. The output of gen-
erative AI cannot be ignored as a factor that influ-
ences people’s cognition. A typical problem is hallu-
cination, in which generative AI outputs information 
in a realistic manner that does not actually exist. 
Another problem is algorithmic manipulation, where-
by factual but biased information is presented as if it 
is neutral and accurate. Such outputs are less uncom-
fortable for recipients and thus accepted uncritically. 
This can result in risks of cognitive bias and erroneous 

Fig. 2.   Vulnerability risk analysis by generative AI using graph database.
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Table 1.   Threats to human cognition and their impact.

Types of threats Examples Impact range Main impacts

Cyber fraud/social 
engineering

Phishing emails, scam links, 
fake login pages Individual Theft of money and personal 

information

Manipulative interfaces
Dark patterns: pressure to 
purchase via countdowns, tricky 
sign-ups that are hard to cancel

Individual Inducing users into undesired 
choices or actions

Spread of misinformation 
and disinformation

Sharing of health-related 
misinformation or political 
falsehoods on social media

Individual to group

Formation of biased opinions 
and values, fostering social 
division, undermining 
democratic functions

Algorithmic manipulation
Personalized search results or 
feeds (filter bubbles), incorrect or 
biased responses from AI/LLMs

Individual to group Formation of biased opinions 
and values
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decision-making.

4.   Cognitive security and Cycle-Ops

The above-mentioned cognitive threats arise at 
both the individual and group levels and are inter-
twined, affecting society as a whole. In such an envi-
ronment, it is important to focus on not only how 
information is handled but also how information is 
perceived. Our perceptions and decisions can become 
targets of external influence and manipulation.

To counter this threat, we are conducting research 
on the basis of a new security framework called “cog-
nitive security.” Cognitive security is an approach to 
protect individuals, groups, and societies from the 
risks of information environments that target cogni-
tion and decision-making. This approach is difficult 
to implement with conventional system-centered 
security technologies. Therefore, we have positioned 
cognitive security as a core element of new security 
activities to be implemented through cooperation 
between humans (in charge of systems, security, end 
users, etc.) and AI in Cycle-Ops. In addition to reduc-
ing the cognitive risk of individuals by intervening 
closely with end users, by capturing such interactions 
between AI and end users (people) from a broader 
perspective, it becomes easier to understand the cog-
nitive risk of a group and decide how to respond to it, 
and system and security personnel can provide effec-
tive end-user support.

In the following sections, we introduce our efforts 
to combat the spread of misinformation and disinfor-
mation, which is one of the threats targeted by cogni-

tive security. Unlike cyber fraud, misinformation 
spreads from individual to individual consecutively. 
Therefore, Cycle-Ops is effective, and we are work-
ing to develop technologies targeting both individu-
als and groups. 

4.1   �Intervention for individuals: Intervention to 
promote attunement to emotionally manipu-
lative expressions [2]

We introduce an intervention technology that 
focuses on emotional language as an approach for 
individuals. It is known that emotional expressions, 
such as anger and fear, affect the spread of misinfor-
mation/disinformation on social media. We created 
an intervention that included messages to encourage 
people to notice their emotional expressions in 
response to health-related misinformation posts and 
tested the effects of the intervention through a ques-
tionnaire survey. It was confirmed that the intention 
to share the posts was significantly suppressed. 
Although this study focused on misinformation, 
interventions that promote awareness of emotionally 
disturbing information are more general. Whether the 
information is true or false, a sober perspective on 
overly emotional expressions can help the recipient 
make decisions. In the context of the attention econ-
omy, where the value is to attract the user’s attention, 
it is important to design an environment that enables 
the user to keep their thoughts autonomous. Mecha-
nisms such as this intervention can be a practical 
means of supporting the quality of decision-making 
in daily information contact (Fig. 3).

Scientists Discover: A Root That Kills 98% of Cancer Cells Within 48 Hours

This post may be attempting to influence your emotions. Before
sharing, consider whether the author is trying to affect your beliefs. 

Warning

Post

Dandelions have long been used medicinally for their diverse health benefits. 
However, among all their potential effects, medical researchers have recently 
“discovered” what they believe to be the most powerful one yet — the possibility of 
using extracts from this common weed as a promising treatment for cancer!

This post contains hopeful expressions suggesting that dandelion root 
extract may be revolutionary as a cancer treatment, offering more 
promise and fewer side effects than conventional treatments.

Fig. 3.   Example content with emotional manipulation and warning labels for it.
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4.2   �Intervention for groups: Network interven-
tion to reduce the spread of misinformation 
[3]

As a countermeasure technology for groups, we are 
developing a technology to optimize the allocation of 
prebunking interventions to minimize the spread of 
misinformation in social networks. Prebunking, just 
like a psychological vaccination for misinformation, 
is an intervention that encourages people to build 
their cognitive resistance to misinformation by proac-
tively providing warnings and counterarguments 
against impending misinformation before people are 
exposed to it. Although many studies have demon-
strated the effectiveness of prebunking, it is difficult 
to provide interventions to all people due to cost, and 
interventions must be allocated efficiently to mini-
mize the spread of misinformation. We formulated 
the intervention assignment problem as a combinato-
rial optimization problem and developed an algo-
rithm to identify the optimal intervention target. 
Through numerical experiments using real data, we 
found that when interventions are given to 200 ran-
dom people, the spread of misinformation can hardly 
be suppressed, but when the allocation of interven-
tions is optimized using our technology, misinforma-
tion can be reduced by up to 40% compared with no 
intervention (Fig. 4).

Our goal is to create an environment in which indi-
viduals can make autonomous decisions and society 
as a whole can make decisions while respecting 
diverse values. It is thus necessary to elucidate the 
mechanisms by which technology and the environ-
ment affect people’s cognition and design and imple-
ment effective interventions through collaboration 
among various fields such as psychology, human-
computer interaction, network science, and sociolo-
gy. We also need to pay attention to the methodologi-
cal challenges of the research. For example, the fact 
that participants in user research are biased towards a 
certain cultural area can be a factor that restricts the 

reproducibility and applicability of results. To 
address these issues, our group is also working on 
research that captures differences on the basis of 
demographic factors [4]. Sustainable efforts are 
required, including not only technology but also insti-
tutional design, ethical standards, and literacy 
improvement through education. Going forward, we 
will continue to research and implement cognitive 
security as the foundation that supports people’s 
autonomous decision-making, thus contributing to 
the construction of a healthy society.

5.   Future prospects

To respond to increasingly severe and sophisticated 
cyber-attacks, it is necessary to approach not only 
companies but also everyone including end users. 
Through the research and development of Cycle-Ops, 
which focuses on the formalization of tacit knowl-
edge and security to protect human cognition, we will 
evolve security activities into a new form through 
highly effective collaboration between people and AI. 
This will bring about a better experience of security 
activities, such as risk reduction and efficiency 
improvement as well as a true sense of security and 
safety that could not be achieved only from the per-
spective of economic rationality.
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